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Preface

Buyers or suppliers of IT outsourcing services are constantly tor-
mented by the prospect of having to deal with the vicissitudes of
risks in their projects. In today’s business environment, the
precipitous rates of technological change have outpaced the abil-
ity of many organizations to support the IT function. These organ-
izations are faced with the “usual” challenge to maintain an IT
function and to simultaneously manage in an environment of
brisk change and perpetual uncertainty. All of this, however, in
addition to the vagaries of risk and its effects, makes managing the
IT function an exceptionally challenging task for many managers.
As a result, these managers and the organizations they represent
succumb by using outsourcing as an opportunity to de-focus from
the IT function, something that is, commonly, also not an activity
of core competence (Prahalad and Hamel, 1990). IT outsourcing
promises to lower operating costs, lower risk exposure and take
advantage of best practices that are introduced when working
with the supplier of IT services. These organizations plan to trans-
fer the IT function outside the organization and also to reap the
payback of the IT function, through the use of outsourcing.

The term outsourcing conjures up several different meanings
depending on how it is viewed. To potential and existing users of
this concept, it may contain a connotation of a loss of control; and
a fear that a third party would take over jobs, work and responsi-
bility for what used to be an internal function. To others, it carries
suggestions of a takeover; and to yet another group, outsourcing
implies additional work that will be required to supervise add-
itional personnel that are brought ‘on-board’. Many managers, it
seems, attempt to seek consolation by rejecting the concept of
outsourcing altogether. Further, ideas are devised and thoughts
rationalized to address this feeling of trepidation through com-
monly heard reasons not to outsource. Common reasons that may
inadvertently or unintentionally be used to reinforce these con-
cerns include, for example, ‘IT outsourcing results in an unaccept-
able loss of control’, ‘intolerable increases in security issues [e.g.
loss of corporate information]” or just “‘undesirable increases in
operational risk’. Most importantly and central to this environ-
ment, is the notion of risks introduced in Section I of this book.

—p—
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Operational risks are transferred away when the IT function is
outsourced, but other risk types that were formerly dormant
become active and, in addition, new risks are introduced. This
new uncertainty and risk has deterred many organizations con-
sidering IT outsourcing. A tool is introduced in Section II of this
book that may help alleviate some of this anxiety. The tool is
used in conjunction with existing risk frameworks to improve
the management of risks in this environment.

Risks have seldom been addressed directly. The importance of
risks, however, highlights a shift in emphasis that has taken
place, as there is a realization of the significance of quantifying
and understanding risks in an IT outsourcing exercise. For
example, there is a grossly uneven experience level (experience of
an IT outsourcing exercise) between the supplier and buyer that
skews advantage toward the supplier. In response, it is impor-
tant that participants in an IT outsourcing exercise understand
and anticipate changes in the behaviour of activities that can
cause harm (risks) within the complex and often inexact environ-
ment of IT outsourcing. This is illustrated in the case study in
Section III of this book.

A supplier is often loath to share proprietary material and experi-
ence, possibly because of a fear that its competitors would take
advantage of the way it manages its risks. As a result there are
tew, if any, publicized or ‘shared” attempts to address the area of
risks in an IT outsourcing exercise for the supplier. Buyers that
need this information are not able to easily obtain it without first
engaging with an outsourcing services supplier. Then again, it is
the supplier that takes on the operational risks in an IT outsourc-
ing exercise. The supplier is able to manage risk exposure, espe-
cially in the operational risk dimension, better than the buyer
given its focus and dedicated resources on the IT function. So the
argument continues.

This book focuses on both the supplier and buyer of IT outsourc-
ing services. It guides the reader through the creation of risk pro-
files for both these entities; these profiles are of equal importance
for a successful IT outsourcing contract and arrangement. The
‘risk dimension signature’, or 'RDS instrument introduced in this
book, can be deployed quickly as a tool to depict the complex

! The acronym for the risk dimension signature (RDS) used throughout this
book should not be confused with the neonatal respiratory distress syndrome
(RDS), also called hyaline membrane disease, which is discussed in the area
of healthcare risks.
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risks in any IT outsourcing environment in a simple, graphical
way for both the buyer and supplier. This is used in conjunction
with the more tried and proven risk management approaches.
Readers will find that many concepts introduced with the RDS
leverage on some of the new concepts and ways of measuring
risk, which is explained in Section I. Sample approaches and
instruments are mentioned as complementary tools that support
the RDS. The RDS may then be used as a tool to ensure equal dis-
tribution of risks between the buyer and supplier in the IT out-
sourcing exercise.

Foundational concepts and terms used in IT outsourcing are
explained in Section I ‘Selected terms in the language of IT out-
sourcing’. This exercise establishes a common baseline for readers
from various backgrounds, and serves to highlight nuances in the
terminology, which can be quite confusing at times. With this as a
background, a simplified risk measurement and management
approach called the ‘Measure, Understand and Mitigate’, or
MUM method in this book, is introduced in Sections II and III.
This provides a framework for the reader to quickly capture and
proactively manage risks in the IT outsourcing environment. The
mathematical equations introduced in Section II represent the
computation of simple risk exposure (RE). There has also been a
very conscious effort to avoid the use of more-complex equations
but readers who are inclined are encouraged to extend these con-
cepts further with the author. The three sections of the book are
intended to methodically introduce the reader to some of the key
concepts of managing risks but importantly also, introduce the
new instrument to represent the range of risks in the IT outsourc-
ing environment. Chapter 8 provides the reader with a ‘walk-
through” of a live example of an IT outsourcing exercise. Many
of the concepts introduced in the book are referred to and used
in the case study. With this, it is hoped that the reader is able to
use the basic concepts to build better risk mitigation frameworks
and enjoy more fully the concept and benefits of outsourcing.

IaN THO
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1 Common terms and concepts
used in outsourcing

All colours will agree in the dark.
Francis Bacon (1561-1626)
English philosopher, statesman, and lawyer

The information technology (IT) function is multifaceted and
complex. This complexity is increased as components and infra-
structure built using new technology advances at a dizzying
pace. The rate of adoption of new technology to enable organ-
izations’! business processes to be differentiated from those of
the competition, and, ultimately, to deliver products and ser-
vices to customers, is just as feverishly brisk. IT components are,
in addition, pervasive, and have become a mandatory function
in most business operations.

As organizations realize the need for the IT function, they are
faced with a new problem, i.e. the increasing challenge of main-
taining a fully operational IT function within the organization.
This is challenging because the IT function is often not a core
function and continues to distract organizational activities from
a main focus. Outsourcing the IT function then becomes a tantal-
izing prospect, which allows organizations to maintain a fully
operational IT function that will have predicable outcomes and
costs and that will allow them to maintain a focus on core busi-
ness operations. Allowing a third party to maintain the IT func-
tion solves the difficulty. Or so it seems.

When the IT function is combined with outsourcing activity, the
risks that are introduced form a new set of risks (or risk profile),
one that is rarely observed in any other environment. For example,
in this situation, elements of agency theory are observed where

! The term organization is used synonymously with generic terms like
firm, enterprise, business, operation, establishment or company throughout

this book.
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Managing the Risks of IT Qutsourcing

two entities (the buyer and supplier) are contracted in an envir-
onment where there is a complex combination of tasks. This
gives rise to organizational and environmental risks that are
often neglected in performance measurement or payment
schemes. The interaction of the environment and various factors
external to either the buyer or the supplier also contributes to
this complexity because of the extended duration of the con-
tract. This combination of factors provides for a risk profile that
is constructed from multiple risk types.

1.1 The need to manage risks in IT
outsourcing

Managing the risks of IT outsourcing is a combination of the art
of management and the science of measuring an indefinite event,
i.e. risk. Risks must never be ignored but addressed proactively
to ensure that their effects are never realized. Managing risks in
an IT outsourcing (ITO) exercise is, in addition, not a discre-
tionary activity. The management of risks involves active steps
to reduce, to acceptable levels, the probability of an unwanted
event occurring. It also requires an overall understanding of the
operations, the environment and the possible effects as various
factors interact.

Despite the importance of risks, many managers have either no
opportunity to consider risks because of more urgent oper-
ational concerns or little understanding of how to manage some-
thing that has not yet happened. In fact, many would consider it
a waste of time because it is difficult to do. In addition, current
methods are inadequate for guiding and evaluating the journey
that these organizations must make when working on the long-
term ‘deal” with a supplier and vice versa. There are many risk
management tools. There are, however, few if any that allow the
manager to take a snapshot of risks that occur in his/her specific
environment or project. And there are fewer tools available to
allow the manager to forecast and predict the behaviour of risks
in the ITO environment.

If there is so much consternation over the outsourcing of the IT
function, why is there significant and growing evidence for the
popularity of ITO? One reason is the overwhelming number of
benefits that outsourcing offers to organizations that buy and use
this concept (buyers) and others that offer it (suppliers). Before
taking on the concept of risks in ITO, there are some key terms
and concepts where common understanding must be established.

—p—
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It is very important to do this before we begin to introduce new
ideas. This is especially so in this situation as expressions and
nomenclature are inadvertently substituted depending on the
situation. This section starts by establishing the background and
highlights selected terms that are commonly used.

1.2 The practice of outsourcing

Many tasks that were once performed at home are now assumed
to be more capably done by an external expert or an outside
party. After all, where does one go to in order to mend one’s
shoes but to a cobbler; or to a clothes retailer/tailor to buy a
dress; or to a barber to have one’s hair cut? We now find it sim-
ply more convenient and cost-effective, and less risky, to get the
products and services we need from someone who ‘does it for a
living’. In these situations, the risks are so minuscule that they
are often not considered at all. Outsourcing of the IT function,
conversely, can involve multifaceted risks and the management
of a very complex set of processes, a mix of technology products
and a highly trained group of people. It also involves medium- to
long-term planning and a business strategy for a function that is
vital for the optimal performance of the many component parts
of a typical organization.

Commercially, the notion of outsourcing has also been an
accepted practice for organizations such as those in the manu-
facturing industry. Manufacturers who practise outsourcing may
choose to use third-party suppliers to provide a substantial
number of components (nearly finished products) to be assem-
bled. An example is the multinational computer manufacturer
and retailer, Dell Corporation. Dell successfully assembles hard-
ware components for its personal computers (PCs) for retail.
This ensures that its PCs are often more price competitive than
those of many other manufacturers. Dell purchases hard drives,
monitors, memory sticks and CPUs from original equipment
manufacturers (OEMs) or suppliers that manufacture and then
supply the finished products to similar organizations. By sour-
cing the bulk of its manufacturing activity, Dell is able to secure
deals that ensure better quality, on-time delivery and a more
cost-effective supply chain. In this outsourcing model, products
are purchased from an external party in addition to services that
are provided outwith Dell. The risks of poor quality, lack of
timeliness and variable cost of products become measurement
criteria that Dell uses for its suppliers. This way, the outcomes of

—p—
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the outsourcing arrangement include products and services that
are almost guaranteed to be of a minimum acceptable quality.

The experience with outsourcing is, most typically, for routine
activity. There are many examples, however, where strategic
outsourcing is used for ‘high value’ activity including the devel-
opment and maintenance of cutting edge technology within very
successful organizations. Outsourcing includes the delivery of
products where the outcomes are goods that are of a minimum
acceptable quality. Outsourcing also extends to services where
the outcomes include key performance indicators (KPIs), which
are measurable based on a set of predetermined criteria. In the
outsourcing of product components the value is measured by the
quality of the tangible goods over a period of time. Service deliv-
ery though, is often measured through a ‘moment of value’. It is
only during the encounter (or moment of value) between the
service provider and the buyer that value is perceived.

Outsourcing is loosely defined as the use of a third party to per-
form tasks normally performed independently (within the organ-
ization). This idea is not new. In fact, the combination of outside
expertise and internal resourcing to perform selected tasks is
commonly used and has been around for a very long time. The
regular use of outsourcing for the IT function, on the other hand,
is a development that is relatively recent and that is in line with
the use and commoditization of selected IT components over
the past few decades.

Value provided in an IT outsourcing situation is generally not
available until both the supplier and buyer are interacting; where
the quality is subjective and quite difficult to measure fairly. The
definition and subsequent measurement of value from the pro-
vision of services in the IT function therefore need to be agreed
and determined via specific measurement criteria such as system
downtime, transaction response times, help-desk support and
other functions that support the IT function to deliver its contri-
bution to the organizational processes. This becomes a risk factor
when organizations have inadequate resources and are unpre-
pared to measure the delivery of the supplier’s services in this
way. Suppliers, on the other hand, often take advantage of this
inadequacy by reducing the level of service and accept some of
the uneven trade in exchange for the increased possibility of
unwanted events (risks) such as the delivery of unsatisfactory
results for larger profit. This, however, jeopardizes both the sup-
plier and the buyer as both parties are now confronted by higher
risk exposure!

—p—
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1.3 Agreeing the definition of outsourcing

The definition of outsourcing is no longer as straightforward as
before. Each scenario carries unique flavours and nuances.
Again, the formal definition of outsourcing is an activity where
the supplier provides for the delivery of goods and/or services
that would previously have been offered in-house by the buyer
organization in a predetermined agreement (Elfing and Baven,
1994; Domberger, 1998). This definition implies also that out-
sourcing involves a buyer and supplier, where the supplier takes
over a selected portion or a whole organizational function for
the buyer under a set of agreed conditions.

Variations in the outsourcing process model have been presented.
Further, more obvious differences in the approach become very
apparent when new words or adjectives are used as modifiers of
the word ‘outsourcing’ to convey subtle differences in meaning.
The term outsourcing can be accompanied by adjectives such as
‘selective’, ‘strategic” and ‘competitive’. In addition, the function
being outsourced often acts as a further descriptor of ‘outsour-
cing’. Common examples include payroll outsourcing, IT out-
sourcing and sales force outsourcing. Other terms that have
been used synonymously with outsourcing include terms such
as out-tasking and contracting. To establish differences in
process models, terms like insourcing and cosourcing have been
recognized.

Further differences in definition and scope are highlighted to
show the intensity of use of IT outsourcing in various settings
and for a variety of purposes. In each case, the implications of
risks that are noticed changes. Each change needs to be man-
aged individually.

An important difference in the definition of outsourcing needs
to be emphasized and appreciated in order to continue with the
risks in this environment. This lies in the ability to distinguish
process ownership from outcomes control. Early thinking defined
outsourcing quite broadly, as allowing external groups to man-
age an organization’s operations. At that time, there was no
need to maintain expertise and capabilities internally where
these could be obtained from a better source.

Outsourced functions can span multiple departments, units and
project locations. Large outsourcing projects link the outsourced
operation to other business processes in rich and often penetrat-
ing ways. This means that activities within the IT function
that encompass other functions within the organization like

—p—
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manufacturing, design and procurement can also be covered.
Metrics and incentives for the supplier become the focus of the
buyer organization; measurement for reward and penalty is
covered in its governance activities. The routine tasks of man-
aging the processes within the IT function have been removed;
the need for flexibility adds to this complexity. The supplier
now needs to be assessed, rewarded for success or penalized for
failure against this baseline.

Most organizations outsource primarily to save on overheads
costs and /or induce short-term cost savings. Others do so simply
because no expertise in IT exists in the organization. ‘Internal’
operations and administrative functions that were previously
done within the organization are done outside it in outsourcing
arrangements. The prevalence of IT services and their use in
many organizations whose main business activity is not IT,
catalysed the use of outsourcing. Supplier(s) emerged and offered
benefits that the organization’s internal IT organization was not
able to deliver.

The definition and understanding of outsourcing in different
settings, therefore, have different emphases. The emphasis on
the shift in responsibility could be assumed but this point was
not as clearly articulated in earlier research as in that in the later
half of the 1990s. Many earlier models of outsourcing empha-
sized the use of an external party but there was little to describe
the responsibility structures or governance of the supplier
organizations. A significant portion of the literature mentions
the risks involved, along with the benefits and costs; but there is
insufficient detail in our understanding to describe the nature of
the risks or methods used to mitigate these risks. The nature of
risks that arise between the buyer and supplier when the oper-
ational functions are either contracted or outsourced is not well
documented in the literature. In most of the definitions, ITO
benefits the buyer through time- and cost-savings directly
related to the IT function. Outsourcing is observed also as a
trade-off between lower production costs (provided the sup-
plier possesses lower-cost technology) and higher monitoring
costs (Lewis and Sappington, 1991).

As the buyer provides management and supervisory content,
there are restrictions imposed on the activities performed in the
outsourced function. Along with this definition, a fee-for-service
model is described where outsourcing services are an arrange-
ment whereby a third-party provider assumes responsibility for

—p—
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performing functions at a predetermined price and according to
predetermined performance criteria. It is implied that agreed
terms and contractual conditions for the services performed
have a service level, fee components and a deliverable that is
measured against a set of measurement criteria. This extends
the earlier definition to include a measurement method and a
form of governance, both by the buyer and by the supplier.

Elements of this ‘view” have changed since the early 1990s to
include significantly more emphasis on outcomes-based agree-
ments. The idea that a portion of responsibilities in IT can be
contracted to an individual or organization on a piecemeal basis
was accepted with the rise of large-scale ITO arrangements
exemplified by Eastman Kodak and Xerox Corporation a decade
ago. Managers questioned whether the traditional paradigm of
‘owning’ the factors of production is the best way to achieve
competitive advantage.

In the case when responsibility and control is handed over, there
is an inevitable loss of management control and responsibility
over the detailed processes. Control over the IT function is relin-
quished voluntarily by the buyer to the supplier. There is a per-
ception that this loss of control over the process is sometimes
not adequately compensated for by increased control over the
outcomes. The buyer is no longer able to directly manage all of
the outsourced processes but has final control over the quality
of services that are delivered through an agreement and com-
pensation process. The outcomes of the activities in the IT function
could mean defining response times for specific applications, or
determining turn-around times for maintenance activities. The
supplier is compensated or penalized, based on the set of agreed
service levels. In this way the control over the outcomes, which
is essential, remains with the buyer of the outsourcing services.

A very significant difference in meaning, however, arises when
contracting is compared with outsourcing.

1.4 Contracting versus outsourcing
The terms contracting and outsourcing are often observed to be
used synonymously. Although the difference is not immediately

noticeable, a clear distinction needs to be made between these
terms by way of control of the processes and outcomes by the

buyer organization.
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The difference between the different terms is important espe-
cially when risks are considered. For example, in a contracting
situation, the operational processes and risks remain with the
buyer of contract services. The organizational boundaries
are distinct where both the buyer and supplier have no integra-
tion. The tasks, deliverables and processes are defined and
agreed.

In an outsourcing situation, the processes are shifted away and
become the responsibility of the supplier. In this situation the
boundaries are no longer clear. The outsourced function that
comprises people, processes and technology belongs to the sup-
plier but works for, and in the interests of, the buyer organization.

Another more subtle difference is that, in contracting, there is a
significant level of management effort and supervision. In out-
sourcing, the supplier provides a good or a service independent
of the buyer management. The outsourced services are pro-
vided based on a set of performance metrices and are based on a
set of outcomes rather than detailed supervision in a contracting
situation. With outsourcing, the independence allows the buyer
resources to be released or redeployed.

A further difference in the resourcing model using the definition,
is where the processes are delegated to the supplier and almost
all the staff or resources no longer belong to the buyer organiza-
tion. The supplier organization fulfils this role. The motiv-
ation for streamlining processes and reducing staff resources
has been shifted to the supplier. Along with this responsibility,
operational risks are shifted to the supplier. The benefits to the
buyer are obvious. Key benefits to the supplier come from a
steady income stream over a fixed period, focus on its own core
competency and an opportunity for optimal utilization of its
resources. The risks that are carried are mitigated through legal
agreements that set the boundaries of responsibility as well as
through key factors involving reduced financial and business
risks.

Process controls are ‘owned by’ and remain the responsibility of
the buyer of the outsourcing services. The responsibility for the
outcomes of the processes and ultimate ownership remains with
the original buyer organization. The outside party or supplier
assumes responsibility for the operations within the function,
promising to deliver the outcomes previously defined by the
buyer. The concept for outsourcing places emphasis on the bene-
tits of the buyer organization through the ‘removal’ of non-
essential or non-core competence functions from the organization.
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1.5 Blurred organizational boundaries

The boundaries of the organization are redefined with the use of
outsourcing. There is an observable change in the relationship
of many organizations, i.e. from an external supplier of prod-
ucts and services to that of an entity that is networked to the
buyer organization in the form of a partnership. Organizational
boundaries are being redefined and expanded. The business
communities today are observed to be increasingly networked.
The motivation or need for new outsourcing services is integral
to this new, networked community. Few single organizations
can now operate independently given the need to provide more
comprehensive services. The implications of the definition can
be far-reaching, including the creation of virtual organizations
where all activities and functions are outsourced. At the core,
apart from the owners and shareholders of the organization, only
the outsourcing managers remain.

Organizations, however, still struggle with the use of outsourcing
to support IT. IT has been seen as the domain of a single organ-
ization because of the specialized functions it supports as well as
the unique expertise required to support its operations. The abil-
ity to choose whether to outsource or not, then selecting the right
IT supplier, determining the right terms, ensuring that the planned
benefits are achieved and managing risks, are critical to a success-
ful outsourcing agreement. Until the 1990s, the major drivers for
outsourcing were primarily cost-effective access to specialized
skills. The costs of hiring, firing, training and motivating skilled
people in the area of IT representing indirect overhead costs,
which are ‘non-core competencies’, are increasingly being
outsourced.

The motivating factors and working relationships of the buyer
and supplier of outsourcing services provide the background
required to understand the risks as a result of ‘human factors” as
defined in agency theory (see subsequent section). While this
book also serves to illustrate knowledge already known and
published, it provides an opportunity to guide the reader to make
observations of new areas that have received little or no atten-
tion in many ITO projects. These areas are highlighted as the
elements of ITO are illustrated. There is a shift in emphasis that
has taken place, as there is a realization of the importance of
quantifying and understanding risks. This is especially so when
there is an uneven experiential level between the supplier and
buyer that could skew advantage toward the supplier. There are
several chapters in the book that are devoted to the areas of risk
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that influence the decision to outsource the IT function, and the
subsequent governance thereof is highlighted. The forces that
determine equilibrium in the risk profiles for the buyer and sup-
plier are of specific interest.

Finally, it is important to highlight a key difference in terminology
and concept between what may appear to be virtually the same
at first, but which in fact have significant differences. Differences
in emphasis are discussed next.

1.6 Differences in emphasis

Risks are observed to derive from the way an exercise is managed,
the very definition of the term outsourcing and the use of IT
within the organization. The transfer of risks is different in one
scenario compared to another, and the buyer/supplier relation-
ships are different. In addition, changes in the process model and
related risk profiles depend on this definition of outsourcing.

Risk transfer difference

The risks previously borne by the buyer in a contracting exercise
for the management and supervision of a particular function are
relinquished to the supplier in an outsourcing exercise. In the
context of evaluating the risks and risk exposure of the supplier
and buyer organizations, risks are transferred from the buyer to
the supplier along with processes, assets and personnel manage-
ment. The majority, if not all, of the buyer’s resources are no longer
required and will no longer exist. In another outsourcing/con-
tracting situation the work functions might still belong to the
outsource supplier and the operations risk exposure still remains
with the buyer organization.

The reductions in operational risks when a function is removed
do not mean that the total risk exposure of the buyer organization
has decreased. There are increased legal, financial and strategic
risks as a result of the outsourcing exercise. The agreement
between the buyer and supplier organization is a source of new
risks. The variation in emphasis shifts operational risk to the
supplier; this changes the relationship between the buyer and
supplier. In addition there are the implications of the relation-
ship between the buyer and supplier organizations to consider.

Buver/Supplier relationship difference

The relationship between the buyer and supplier changes with
the type of contract or commercial arrangement. Assuming the
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supplier is able to deliver the same activities as the buyer but at
a lower cost, the difference in costs translates to a profit margin
for the supplier. In the outsourcing model discussed in the pre-
vious sections, the supplier is no longer required to follow the
processes previously owned by the buyer. In this way, the supplier
is now free to make modifications to the original process, motiv-
ated by profitability.

The buyer and supplier relationship forms a key component that
will make the outsourcing arrangement either a success or a fail-
ure. The questions that are posed remain relevant in a dynamic
buyer-supplier relationship. Some key examples include ques-
tions like: What prevents the supplier from compromising on
quality and delivering lower-quality work to derive higher mar-
gins (gains)? How can the buyer manage the activities of the
supplier to ensure that the promises of quality services are
delivered? What is the buyer going to do in order to manage the
supplier, who will be motivated only to reduce its own costs?
Will the supplier’s methodology be acceptable to the buyer? How
is the supplier going to manage its risks and where are the risks
going to come from?

This raises the need to have ongoing supplier and buyer govern-
ance procedures. When considering the relationship, each party
(the buyer and supplier) needs to consider managing their indi-
vidual risk profiles to within acceptable risk tolerance levels.

As the buyer and supplier interact, components of agency theory
apply. In the governance of outsourcing, both the buyer and
supplier work in an agency environment. There are various
models propounded by researchers and practitioners for man-
aging this relationship. The ‘potential contract’ relationship
model addresses the organizational needs of control and flexibil-
ity. Here, commercial arrangements including multiple supplier
contracts, joint ventures, individual and joint-venture spin-offs,
consortia and shared service structures re-emphasize the import-
ance of the quality of supplier-buyer relationships.

Changes in process model difference

‘Changes’ in this section refers to the specific process differences
between outsourcing and contracting. To examine the alternative
sources of risks within the ITO exercise, changes in the process
model are reviewed. The need for control over the processes
being outsourced stems from a variety of other requirements,
like the need to maintain quality in the processes as well as con-
trol of the risks. Managers of organizations are anxious when key
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Figure 1.1
Relationship
between buyer and
supplier in a
contract setting
(Tho, 2004)

functions are performed outwith the organization. At the same
time, these managers require flexibility in moulding the services
in order to deliver optimum service. In a situation where max-
imum control and flexibility is needed, the buyer and supplier
relationship is in a state of close partnership (Figure 1.1).

Flexibility

A

Outsourcing

Short-term contract partnership

Partial ownership, joint
development, retainer
and long-term
contracts

Full ownership

»

Control

In situations where the need for control is low and flexibility is
high, short-term contracts are suitable. Conversely, in situations
where the need for flexibility is low and the need for control is
high, a full ownership contract is the overriding factor in the
agreement. In between these extremes lie alternative arrange-
ments involving partial ownership, joint development, retainer
and long-term contracts.

As was noted earlier, to the buyer, there is concurrently greater
control over the outcomes of processes as the supplier of ser-
vices is directly accountable to the buyer for the outcomes of the
processes. The benefit to the buyer is, then, a smaller organ-
ization, reduced attention to extraneous processes and stricter
control over the critical outcomes. When engaged in an outsour-
cing exercise the buyer organization utilizes the external sup-
plier’s investments, innovations, and specialized professional
capabilities. The supplier provides multiple organizations with
the services and benefits from economies of scale. This would be
prohibitively expensive to achieve for any single organization
operating independently. These concepts support the view that
activities such as the IT capability, for which the organization has
no crucial strategic need, could be and should be outsourced.

An external supplier that can provide superior services is
used where service quality improvement, the need for strategic
flexibility and the focus on core competencies are primary
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concerns for sourcing decisions. The need for quality services
and improved operational efficiencies is consistent and remains
as the core reason to outsource the IT function (on core compe-
tency and economies of scale). In addition, the strategic require-
ment to focus on core competency has been an additional
catalyst for outsourcing services. Figure 1.2 is an attempt to sum-
marize some of the views expressed here.

Specificity/
Degree of customization
A
High Made to order Partnershlp/
Integration
Low Mass production Service
. (off the shelf) provider
Figure 1.2
A model for
outsourcing , Business
. . . value
relationships Low High

If the ability to provide business value is mapped against the
flexibility or degree of customization required, then several
other variants of the relationship appear (see Figure 1.2). High
business value and high customization (top right quadrant) is
delivered only when there is a close partnership or integration;
much like an in-house process unit.

There would be very little business value if the services were mass
produced (bottom left quadrant). In a service provider model
(bottom right quadrant) where the contracts are made based on
commoditized services, business value would be high but rela-
tively lower than in an integrated or partnership model. In a
made to order situation (top left quadrant), business value is
still low but this would be compensated for by a higher degree
of fit, or specificity. The customer or buyer would then have a
more-tailored business solution. The model that provides the
maximum return is the integrated solution where, together with
high specificity or an ability to customize, the services to the
buyer organization have a high degree of business value. This
outsourcing partnership arrangement is characterized by a con-
stant transfer of operations risk between the buyer and supplier.

—p—



Chap-01.gxd

3/1/05 12:29 PM Page 16 $

Managing the Risks of IT Qutsourcing

Outsourcing is an almost ubiquitous concept, which is used in
different scenarios and in different industries to achieve business
benefits including an impact not only on direct cost but on the
business and strategic drivers. The strategic impact involves value
creation through strategic relationships, freeing up investments,
increased flexibility and scalability, and the ability to build on
strategic capabilities. For some organizations with high specificity,
the significant nature of inseparable supplementary services may
warrant the need for internal sourcing to ensure tighter quality
control.

The quality of the final deliverable or outcome is dependent on
the supplier being able to deliver an improved service compared
to services that have been performed in-house. To do this effi-
ciently, suppliers have an advantage over the buyer organiza-
tion. For example, the supplier has more access to competence
in new technologies, access to better IT professionals, and better
processes for IT integration and development. In all these models,
however, there is still scant detail on how the risks are trans-
ferred between the buyer and supplier, what the risks are, when
they occur and the extent to which each party can tolerate the
risks before an existing relationship is irreparably severed (as a
result of the outcomes of these risks).

1.7 Process changes

Drives

<££ D

The processes that are enabled by the use of the IT function are
changing and complex. Those that are driven by IT, change as a
result of this. Figure 1.3 represents an attempt to summarize
some of the dynamics of this change.

Outsourced function

Systems integration Business objectives

IT function

(IT outsource process) (IT outsource outcome)

Business
function(s)

Q7

Enables

Variable &
ambiguous

Changing &
complex

Supplier provides Buyer defines

Figure 1.3 Business functions/processes are the drivers for information technology (IT) development.
IT in turn, enables the creation of more-efficient business processes, including ‘outsourcing processes’

(Tho, 2004)
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An attempt made to illustrate the coexistence of IT and business
processes in a tightly linked relationship demonstrates interde-
pendence between business processes and the IT function. The
organization’s business objectives drive the IT function in order
to deliver the expected outcomes — where the IT function enables
successful outcomes.

Figure 1.3 consists of two halves. On the left, the illustration
shows the IT function enabling a group of business functions.
The business functions, in turn, drive the design of the IT function.
This continuous loop identifies the changes that constantly occur
in an organization’s IT support function.

On the right, the IT function is outsourced. The outsourced
provider controls the systems integration (SI) process. It is both
changing and complex because of the need to satisfy the busi-
ness function requirements of the buyer organization as well as
the profit motives of the supplier organization. On the far right
of the diagram, the business objectives have now become the
outcome that is required when the IT function is outsourced.
The buyer defines these processes and sets appropriate stand-
ards that need to be achieved by the IT function that has been
outsourced to the supplier. The objectives are often variable and
ambiguous because of the business conditions that drive the
organization.

Along with the changes in IT, new business processes emerge and
need to be designed. New platforms, operating systems, networks
and applications are driven by changes in the competitive busi-
ness environment. This influences business operations as infor-
mation needs become more urgent. As competitive pressures
mount, business objectives drive the development of further IT
components. The changes in processes and functions are in turn
driven more quickly by the use of more-efficient IT components.

The extremely fast rate of change of IT components creates a
reversing effect. IT is the catalyst for process change and out-
sourcing. Instead of the business functions driving change (see
Figure 1.3), the direction of the arrows now shows the reverse.
Outsourcing processes rely on IT for access to organizational
information accurately, quickly and cost-effectively. It is recog-
nized that IT facilitates the reduction of transaction costs without
increasing transaction risks. This in turn drives further out-
sourcing activities.

In addition to illustrating the differences in meaning of the con-
cepts in outsourcing, it is equally important to collectively agree
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some of the motivating factors of the buyer and supplier organ-
izations in order to discuss the risks that both these parties face.
The fundamental criteria for buyer and supplier motivation are
the acceptance of the ITO exercise and the benefits derived.

1.8 Acceptance of information technology
outsourcing (ITO)

A primary objective of a buyer of ITO services is very often to
reduce operational risk. The risks that accompany the oper-
ations are moved outside the organization when the IT function
is moved away. ITO is then a way to reduce operational risks as
well as manage IT costs while, at the same time, retaining the
benefits of the IT function that is so crucial, within the control of
the buyer organization. Much of the argument to outsource the
IT function also arises as current management ideology empha-
sizes the need to optimize the organization’s resources; the
notion of being able to completely remove the need to maintain
an in-house IT function while being able to enjoy the benefits of
the services and use of a world-class IT capability (supplied by
an external ‘expert’) is a very tempting proposition.

Many commercially available reports agree and predict that large
outsourced IT markets will develop. These global markets are
collectively expected to hit approximately US$1 trillion over the
next 5 to 6 years (or by the year 2010) as many more organiza-
tions choose to implement ITO. The reach and richness of this
influence is significant. The acceptance of outsourcing of the IT
function provides some indication of the level of satisfaction
that organizations have with the concept, the benefits derived
and also importantly, the ability to manage the risks within this
environment.

The IT function is more ubiquitous than any other we have seen.
Early in the 1980s many tasks involving the use, maintenance
and upgrade of computer systems required knowledge only privy
to a few. There was no choice but to employ specialist help to
maintain the IT function within the organization. The use of IT,
however, has become prevalent over the last two decades. The
machines or computers that enable IT to function have become
universal, and much easier to use and maintain; yet, the same
computers have become more complex. As such, it is suggested
that the influence of risks on so many significant parts of the
organization has hitherto not been experienced to this level of
severity and extent.
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For the most part, however, the published experience with the
outsourcing of the IT function indicates a dismal track record.
Also, it has been suggested that as the nature of IT is not consistent
across organizations, industry groups and country settings, the
acceptance and use of outsourcing of the IT function has created
further confusion. The risks are not easy to measure let alone
understand; it is no wonder then that many organizations
experience severe anxiety when considering the option to out-
source the IT function.

Early adopters and failures

Substantial market size does not necessarily imply that there are
satisfied buyers. Nearly seventy per cent of organizations that
have outsourced say that they are unhappy with one of more
aspects of their suppliers. International research shows that only
about half of ITO contracts deliver the previously promised
twenty to thirty per cent cost savings. Even back in the early
1990s, a considerable number of organizations expressed dissat-
isfaction with outsourcing (Currie and Willcocks, 1997). Other
studies indicate that fifty-three per cent of organizations attempt
to renegotiate the original terms of the contract with their part-
ners, and that twenty-five per cent of those renegotiations end
in the termination of the relationship (Caldwell, 1997). Other
estimates show that outsourcing clients spend fifteen per cent of
their IT budget on litigation (Goodridge, 2001).

The Gartner report (Murphy, 2004) mentioned that, by 2005,
there would be a sixty per cent probability that seventy-five per
cent of organizations that fail to recognize and mitigate risk
throughout the outsourcing life-cycle will fail to meet their out-
sourcing goals because of misaligned objectives, unrealized
expectations, poor service quality and cost overruns. While many
of the data justify this fear of outsourcing, a view can be taken
from an alternative perspective. The qualitative evidence of ITO
implementation displays symptoms of an industry in turmoil.
The track record that is available has its share of success and
failures. Much of the literature on the benefits to the supplier,
for example, has not been published or is not available. Could it
be that the information remains a source of competitive advan-
tage and hence is being kept ‘secret’? Could it be that this fearful
notion of impending failure is, just possibly, exacerbated and
made to proliferate by an unintentionally one-sided press, by
research papers and by word of mouth? Whatever the case, the
elements of risk of information-loss exist. Risks need to be
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measured, understood and then mitigated to ensure that the
benefits of ITO have the best chance of being reaped.

There are two sides to this scenario. Managers deciding to use ITO
are often very optimistic. These managers have been observed
to make decisions to outsource based on a best-case scenario, i.e.
based on their individual expectations or based on the instructions
of their superiors (Saunders et al., 1997). This confidence raises
expectations. This has been observed to result in unpredictable
events, the majority (relative to the optimistic views) of which
yield poor results as compared to the case where the risks are
anticipated and managed.

Other managers hesitate when faced with the proposition to
outsource the IT function. This hesitation is expressed as a fear,
and, as a result, also a hesitance to lose control over the daily
operations and routine use of the IT function. This innate fear is
often a result of an absence of a clear understanding of the pos-
sible undesirable outcomes (or risk) that may result from a loss
of control over the management of the detailed activities in the
IT function. With this, unnecessary steps are taken to regain con-
trol from the supplier, frequently having disastrous consequences.
This is often called organizational risk.

1.9 Benefiting from ITO

It is clear that competition for access to growing amounts of
information over geographically disparate locations, over shorter
periods has been a significant inducement for the need to main-
tain a more significant and reliable IT capability within the organ-
ization. The efficiency and effectiveness of an organization’s IT
function has become a source of competitive differentiation. In the
mid-1980s, Michael Porter (1985) propounded and championed
the concept of competitive advantage through lower costs and
differentiation. He parleyed the concept of the value chain, the
pervasive nature of IT in the value chain, and its use as a source
of differentiation. As the IT function is inextricably connected to
many parts of the value chain, it becomes a vital component that
differentiates the organization’s products and services from those
of its competitors (Blaxill and Hout, 1991; Teng et al., 1995).

There is a noticeable increase in acceptance of outsourcing of the
information technology (IT) function as a management tool to
defray some of the pressures of increasing competition by achiev-
ing competitive advantage through lower costs and the ability
to deliver improved IT support. The decision to outsource the IT
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function is made primarily because it benefits the buyer of ITO
services and also provides benefits for the supplier of the same
services in a win-win situation. This is also commonly referred
to as the ‘make” or ‘buy”’ decision. The decision is not easy to
make as the elements involved in the decision-making process
are often varied and peculiar to the specific environment and
organizational needs. There are, however, commonalities that
often form the main reasons why organizations choose to out-
source the IT function to a third-party supplier. These common-
alities primarily derive from opportunities to benefit from
specialization and then from economies of scale and economies
of scope within the context of the IT function. These concepts
are discussed in greater detail, with specific reference to ITO, in
the next chapter. All these elements have been demonstrated to
reduce cost and sharpen the organization’s focus on the stra-
tegic IT function.

Outsourcing has been increasingly used to provide a tangible
means and path for many organizations to reduce costs and
improve the quality of their products, among other consider-
ations. In addition, it is used as a tool for strategic advantage. A
summary, from this research, of the two key strategic reasons for
outsourcing the IT services function includes the organization’s
need to:

1. acquire additional competence — the organization cannot sup-
port or easily acquire support for the IT function; and,

2. move to be more competitive — the supplier of IT services has
lower costs and faster availability for the IT function, which is
viewed as a critical but directly substitutable item.

In addition, the key strategic reasons for not seeking a supplier
include the protection and retention of:

1. Intellectual property — processes and information contained
within the IT function provide proprietary or competitive
information that is crucial to the organization’s performance
(Venkatesan, 1992); and,

2. Market differentiation — the organization should retain what
matters most to the customer or what differentiates its
product(s) in the market-place.

The benefits of ITO are often already quite obvious to the indi-
vidual involved with the exercise. Some of these benefits
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Table 1.1 Buyer and supplier interests in outsourcing

Buyer (business objectives Supplier (supplier rewarded  Joint

aligned with supplier metrics) for increased value)

e Well-defined objectives e Service level targets e Increase value relationship
¢ Internal benchmarking e Financial target costs e Initiative creation

e Evaluation rewards & penalties e Revenue growth e External benchmarking

¢ Control e Objective evaluation e Scenario planning

e Accountability ¢ Additional profit

e Cost savings ¢ Contract extensions

e Improved performance

e Improved profitability

accrued by the buyer and supplier are summarized in Table 1.1.
Similarly with any business transaction, all the benefits have
related risks. Organizations that buy services that support the IT
function commonly do so to secure greater cost savings and
improve performance and, hence, enhance profitability. Along
with this are to be considered financial, operational and tech-
nical risk factors, which are discussed in the next chapter. As a
purchaser of ITO services the buyer organization is able to
define the supplier accountability and have control over the
outcomes through a series of legal contracts and agreements.
Control is also enhanced through an incentive programme
whereby the supplier’s rewards and penalties are based on a set
of predefined and agreed benchmarks. These characteristics
reduce the risk of errant outcomes often observed in a less struc-
tured arrangement (see Contracting). The risk of poor govern-
ance exists as the contract duration of an ITO exercise is often
long and spans multiple financial periods.

The supplier organization also benefits synergistically from the
ITO exercise. As the supplier provides services, it derives benefits
from economies of scale (see later). This source of efficiency nat-
urally leads to additional profit for each unit of work performed.
A major reason a supplier organization offers ITO services, how-
ever, is often always that a predictable income stream is estab-
lished over long, contracted periods of time. Again, this makes
the procurement of work processes a great deal more efficient.
At the same time, the supplier is able to focus on activities of
core competency (Prahalad and Hamel, 1990; Quinn, 1993); this
only serves to enhance the efficiency of its operations. As it
delivers increasingly efficient operations, it is rewarded through
contract extensions and additional profit from increasing margins.
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The organizations involved are legally obliged to follow a series
of agreed benchmarks and are equally motivated to improve
these benchmarks. Jointly, both the buyer and supplier organ-
izations benefit from this synergistic relationship wherein each
organization exists to deliver common services. This leads to a
common motivation to increase value in the relationship and
the value of the products and services delivered as a result of
the relationship. This combination also provides an environ-
ment wherein both parties initiate new processes, creating more
value for common benefit.

While the benefits remain quite obvious, the risks that shadow
each of the benefits often remain unnoticed, until the risks reveal
themselves as an undesirable outcome. The causes of undesirable
outcomes are obscured in the scenario where each party is so
tightly engaged in an environment conducive only to product-
ivity. The experienced manager would understand that each of
the readily observable benefits carries major risk elements. In
order to examine the risks, some of the commonly accepted def-
initions of risk in the ITO environment are introduced here.

The balance of the benefits and the risks or costs needs to be
clear when an organization decides to outsource its IT function.
This is, however, seldom the case especially when the risks
are difficult to understand, let alone quantify. Such an organiza-
tion is susceptible to ‘normal operating risks” and to even more
risks because of the interplay of newly created forces that arise
during the long-term partnerships that come into being in
an outsourcing arrangement. Additional influencing factors
or causes of the risks derive from a wide range of possibilities,
including failed relationships, malicious action, purposeful
or inadvertent contractual obligations, and natural, man-made
disasters.

Supplier benefits

The argument on core competence (discussed in detail in
Chapter 2) is that the greater specialization in the provision of
services, through outsourcing, the greater the benefits of
economies of scale (also discussed in Chapter 2). As activities
are shared and contributing cost elements are increased, the nat-
ural economies of scale are realized. As costs are known to be a
major consideration in the decision to outsource the IT function,
the realization of benefits from economies of scale becomes crit-
ical. Until the 1990s, the main drivers for outsourcing IT were pri-
marily cost-effective access to specialized skills and avoidance of
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building in-house IT skills. Cost-savings and freedom to focus
upon core business are still major reasons for outsourcing.

Common (buyer and supplier) benefits

The intent of the ITO services is to deliver greater capacity for
flexibility, especially in the purchase of rapidly developing new
technologies and the myriad components of complex systems
within the IT function. Through economies of scale, benefits
from a significantly larger pool of resources are available to both
the supplier and buyer of outsourcing services.

Outsourcing also decreases the product/process design cycle
time, and the suppliers provide best-in-class service contributing
to greater depth and sophisticated knowledge in specialized areas.
Outsourcing makes the full utilization of external suppliers’
investments, innovations, and specialized professional capabil-
ities available to the buyer, which would be prohibitively
expensive to replicate otherwise.

ITO provides organizations with greater capacity for flexibility,
especially in the context of the purchase of rapidly developing
new technologies, new people, and myriad components of com-
plex systems.

Buyer benefits

An organization’s ability to compete successfully is based on
consistent, superior performance, or the development of assets
of high specificity that create value through differentiation.
Many organizations rely on the ability to deliver ‘better” and /or
‘cheaper’ than the competition in order to successfully capture
and hold a market. When internal performance (within the
organization) falls below the performance levels of external
suppliers a ‘surrogate” arrangement is observed to deliver imme-
diate benefits. Many benefits of the surrogate arrangement derive
from economies of scale.

As organizations faced with intense competitive pressures are
forced to shed non-essential functions, outsourcing becomes the
driving force behind the ‘virtual corporation’. The search for
greater flexibility and rapid changes in technology, and the
emphasis on concentrating on core competencies have been cited
as major drivers for the upsurge in outsourcing activity. The vir-
tual organization appears less a discrete organization and more
an ever-varying cluster of common activities in the midst of a
vast fabric of relationships. The network of partners itself is seen

—p—



Chap-01.gxd

3/1/05

12:29 PM

Page 25 :F

Common Terms and Concepts Used in OQutsourcing

as a sequence of value-adding activities in a value chain. The
well-put case for an organization to outsource its IT function
has a very significant influence. The question is now not whether
to outsource; rather, what and how to outsource the activities
which do not contribute to these objectives.

Suppliers are able to provide a level of responsiveness through
new technologies that undermine the need for the vertically
integrated organization and achieve economies of scale. This
translates into benefits for the buyer. A network of suppliers
provides the organization with the ability to adjust the scale and
scope of its production capability (upward or downward), at a
lower cost, to changing demand conditions and at a rapid rate.
This creates greater flexibility than is the case for the vertically
integrated organization.

The benefits of outsourcing any service, identified via surveys a
few years ago (1998) conducted by the Outsourcing Institute of
the top 10 reasons why organizations buy outsourcing services
for their operations, fall into the following areas:

Reduction and control of operating costs.
Improvement in organizational focus.

Gain of access to world-class capabilities.
Free internal resources for other purposes.
Resources are not available internally.
Accelerated re-engineering benefits.
Function difficult to manage/out of control.
Capital funds made available.

Shared risks.

Cash infusion.

We have referred to the organizations that use and supply ITO
services as separate entities. In terms of legal setup, corporate
governance, responsibility to shareholders, corporate structure
and the like, these organizations are indeed separate. When two
organizations engage in an ITO exercise, however, the processes
that link both participants make them more logically appear as
a single entity. This concept can be confusing as the boundaries
that define each organization are now blurred.

1.10 Outsourcing models

There already exist numerous outsourcing models. Additional
models are constantly being formulated as the requirements of
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each ITO agreement differ. The need to create new models to
describe each flavour and variation is nevertheless important as
it serves to highlight also the variations in effort, measurement
of risk and treatment of the outcomes. Transformational out-
sourcing, for example, provides for a set of partners who have a
considerable stake in the game, and often that means sharing
both risk and reward. To make the transformation work, the
commercial agreement must fund the necessary investment at
the best possible cost of capital and simultaneously motivate the
outsourcing partners’ commitment by aligning goals. This is quite
different from the outsourcing of the commoditized IT function.

Evans and Wurster (2000) describe the new economics of infor-
mation where information can be replicated at almost zero cost
(in contrast to the economics of items that incur manufacturing
costs). The evolving technological capabilities for sharing and
using information are transforming business definitions, indus-
try definitions and competitive advantage where information is
the glue that holds the value chains and supply chains together.
This observation impacts on the way organizations are struc-
tured. Informational value chains become separate from phys-
ical value chains, releasing tremendous economic value. When
the trade-off between richness and reach is no longer tenable,
traditional structures and relationships throughout the business
world begin to deconstruct (as new level of richness and reach
are attainable). Processes that used to work within an organiza-
tion and between organizations, as well as between organiza-
tions and their customers, are being transformed.

There are observable changes as organizations deconstruct. The
same authors, Evans and Wurster, talk about deconstruction
that occurs as organizations dismantle and re-form traditional
business structures. Competitive advantage is de-averaged as
competition escalates. Information businesses take on new value.
New opportunities arise for physical businesses. Wholesalers,
retailers and distributors are disintermediated. Navigators
emerge and incumbents are challenged. The organized supply of
competency-based services and products, however, has matured
as an industry over the past two decades. Information is becoming
increasingly accessible across time and space. People, and more
importantly our collective knowledge, are becoming increas-
ingly interlinked via high-speed networks, databases and active
data collection devices. Individual, group and organizational
relationships have drastically changed. In this environment,
however, the stage is set for optimal use of outsourcing services
given the ability to seamlessly share information.
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Very often suppliers of ‘outsourcing’ services have access to a
very limited amount of information, just sufficient to complete
the work at hand. For example, incomplete personnel data are
shared, just sufficient to complete regular payroll for payroll
outsourcing. If information on recruitment, personnel evalu-
ation, staffing, strategy and planning were available, the supplier
can more proactively plan for changes in resourcing, provision
of supplies, staffing for its own delivery and investments in
infrastructure.

Outsourcing types

Outsourcing has been used in a variety of ways, those which
involve combinations of partnership agreements and duration,
payment structures, and service as well as product content. Some
of the characteristics of the outsourcing genre are discussed here.

The adjectives that describe outsourcing activity are as varied as
the combinations of outsourcing models that are present. Some
common types of outsourcing models include total outsourcing
(with sole supplier), multiple-supplier sourcing (or with prime
contractor and partners), joint venture/strategic alliance sour-
cing and insourcing. It is logical also to assume that there is pro-
lific variation on the themes given the differences in each
organization’s situation. Alternative structures include matrix-
type models, based on the interrelationships of core competencies
and organization activities, to assist managers with outsourcing
decisions. The effort to reduce costs and exploit new channels of
distribution like the Internet reveal new organizational forms.
Cost-savings and freedom to focus upon core business, however,
are still major reasons for outsourcing.

Literature suggests the buyer sourcing choices between carrying
out activities in-house, or under ‘hierarchical governance’, and
outsourcing them and placing them under market governance
through cost-benefit reasoning, is determined by the relative
costs of production and transactions. Economic analysis of the
provision of outsourcing services is limited. It does not, for
example, account for the organization’s management capability
to structure and manage co-operative relationships crucial to
the effective working of outsourcing arrangements. Further, it
does not take into account the effectiveness (as opposed to the
cost) of acquiring the necessary information. This supports the
assumption that a closely integrated network of organizations
will perform better. Learning through alliances can complement
endogenous learning to create new competencies.
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The extent to which such strategies are successful is not always
clear; for instance it was found that there is no direct effect of
strategic technology alliances on economic performance in gen-
eral. However, it was established that in high-tech industries
research-oriented strategic technology alliances are associated
with higher economic performance. It is often also suggested
that complementarity is a major driver of partnering behaviour
(Hagedoorn, 1993). This suggests that a strategy aimed at creat-
ing a rather broad set of alliances that are complementary to the
already existing capabilities could have a more positive effect
on organizational performance than the formation of alliances
that parallel existing capabilities.

The concept was for basic (more routine) operations to be per-
formed on behalf of the organization to the extent that they
could be carried out by machines or computers. Some have envis-
aged scenarios where mass-produced or ‘off-the-shelf” products
would eliminate the need for services, whether in-house or
externally sourced.

Complete/Selective outsourcing

Theoretically, the whole organization can be outsourced. The
rationale for total outsourcing is to enable the client to concentrate
on its core business activities, thus leaving the supplier to manage
core business functions more efficiently. Total ITO, as opposed to
selective outsourcing, is generally thought to have begun in 1989,
when Kodak outsourced its entire IT function to IBM and a few
smaller suppliers. In the early 1990s approximately twenty
major corporations followed suit, but the general view in the
business world was that this total ITO exercise was a mistake.

On the other hand, there are some who argue against complete
outsourcing. Fowler is an advocate of the case against complete
outsourcing (Fowler, 1997). He argues that there is a significant
proportion of personnel work that is central to the culture and
strategic objectives of the organization that can be undertaken
effectively only by the organization itself. Hence, personnel
should be retained, at least in part, as an integral part of the
business. Further, the occurrence of situations such as industrial
disputes may be quite unpredictable; these issues require imme-
diate action. It is all but impossible to specify such tasks precisely
enough to contract them out, or to find an external provider that
can guarantee the instant and informed response they require.

Selective outsourcing involves outsourcing portions of the
process, rather than the process in its entirety. The strategy of
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selective outsourcing where discrete services or functions are
sourced to a group of best-of-breed service providers is seen as
an appealing alternative to large-scale, single-supplier arrange-
ments, which are frequently characterized by excessive fees,
unrealized cost-savings, ill-defined contractual terms and ser-
vice levels, and inflexibility in response to changing business
requirements. This is a strategy to mitigate certain of the risks
that were inherent in the ‘deal’. Half-measures, however, would
prevent the buyer from achieving best practice and introduce
further risks.

Some of the advantages of selective outsourcing include rela-
tively lower switching costs and lower probability of failure. It
is also suggested that it is suited for processes which are smaller
in scope. The disadvantages, however, include the lowered abil-
ity of the supplier to affect the buyer’s business objective or
leverage economies of scale. This appears as a low-risk, low-
return strategy; it would also lack the strategic perspective and
benefits of outsourcing. Examples include sole-sourcing and
individual out-tasking.

Keiretsu

So far the concepts and models of outsourcing have focused on
observations from Western-type cultures. The practice of
magquiladora between the United States and Mexico involves work
being outsourced to factories in a location where the cost of
labour is low. A hybrid concept, which is found to be closely
related to the concepts of relinquishing or handing over control
of a function, found in an Eastern-type culture, is Keiretsu.
Keiretsu refers to a uniquely Japanese form of corporate organ-
ization. Although keiretsu is not, strictly speaking, an outsour-
cing model, it is discussed here for the sake of completeness. A
grouping or family of affiliated organizations that form a tight-
knit alliance to work toward each other’s mutual success, forms
a keiretsu. The keiretsu system is also based on an intimate part-
nership between government and businesses. A keiretsu rep-
resents an intricate web of relationships that links banks,
manufacturers, suppliers and distributors with the Japanese
government. The keiretsu model mirrors many outsourcing part-
nership models that have been put together. From here, how-
ever, the concepts seem to diverge.

Horizontal keiretsu are headed by major Japanese banks and
include the ‘Big Six’, i.e. Mitsui, Mitsubishi, Sumitomo, Fuyo,
Sanwa, and Dai-Ichi Kangyo Bank groups. The two models
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most often described are the vertical and horizontal keiretsu. The
vertical keiretsu are industrial groups connecting manufacturers
and parts suppliers or manufacturers, wholesalers and retailers.
Examples of the vertical keiretsu include Toyota, Nissan,
Honda-Matsushita, Hitachi, Toshiba and Sony. Distribution
keiretsu, a subgroup of vertical keiretsu, control much of Japanese
retailing, determining what products will appear in stores and
showrooms and at what price.

These organizations would engage in cost-sharing with smaller
suppliers much akin to the outsourcing model discussed. The
sharing of costs is via various types of investment in customizing
assets and supplier support services and training.

Unlike vertically integrated organizations which deploy certain
skills from market to market, Japanese automotive organiza-
tions are structured around ‘mother organizations’. The partici-
pating organization aims to design and assemble products
through a number of independent suppliers and alliance part-
ners, but without owning such satellite organizations. This
long-standing and successful subcontracting culture is based on
inter-organizational co-operation. The model, however, does
reflect the outsourcing structure that is practised outside Japan.
The relationship, however, carries expectations, as the group of
‘buyers” and ‘suppliers” work in a keiretsu in symbiosis, involving
mutual gain. This relationship is cultivated at a subsequent
stage in an outsourcing relationship.

The divergence in concepts merely demonstrates and confirms
that diversity in hybrid models exist. The range of options is
theoretically unending. What remains central in the theme of
outsourcing, however, is the commercially viable arrangement
between the buyer and supplier of these services. In the case of
IT this is complicated by the fact that the very nature of IT is
evolving so quickly.

1.11 Outsourcing partnerships

Again, the ability to connect quickly and meaningfully with
business partners and customers in order to rapidly improve the
quality of goods and services is becoming the competitive impera-
tive. Consequently, organizations are rapidly ‘devolving” from
being self-contained and vertically integrated to being more vir-
tual entities that rely on business partners to fulfil major parts of
their supply and value chain requirements.

—p—



Chap-01.gxd

3/1/05 12:29 PM

Degrees of economic freedom

Equity/JV

Economic
development

Co-investment

Risk reward

Economies of
scale

Service levels

Cost

Page 31 $

Common Terms and Concepts Used in OQutsourcing

While partnership arrangements vary considerably in their oper-
ations, from flexibly defined, formal contacts, to loose strategic
initiatives, they also encompass the provision of shared risk and
benefits. Organizations with large, centralized departments that
undertake most of the work in-house may also outsource spe-
cific applications to specialist suppliers. Alternatively, other
organizations may seek to enter into multiple/selective sourcing
contracts with a range of external suppliers to seek to reduce
their internal facilities over time. The relationships so formed
are described as ‘strategic alliances’” or ‘strategic partnerships’.

The options range from handing over complete IT operations, to
pay-as-you-go for single application outsourcing. Notwithstand-
ing the options, deep business ties and dependencies are often
forged between the two organizations, and while partnerships
can solve some workload issues, the biggest problem they face
is how to make these relationships more painless and more col-
laborative. However, there exist several disadvantages to adopt-
ing outsourcing strategies. These include becoming dependent
on outside suppliers for services, failing to realize the expected
hidden cost savings, losing control over critical functions, hav-
ing to face the prospect of managing relationships that go
wrong and lowering the morale of permanent employees.

Figure 1.4 summarizes the range and intensity of relationships.
In the illustration, the intensity of the relationship is plotted

Strategic
partnership
partnershlp
Managed
Community ~ operations
supplier
Preferred  (multi-asset)
supplier
(single asset)
Community
supplier
Supplier Partner

Intensity of relationship

Figure 1.4 Variations in relationships in the outsourcing of the IT function

—p—



Chap-01.gxd

3/1/05

12:29 PM Page 32 E;

Managing the Risks of IT Qutsourcing

against the type of partnership both the supplier and buyer
have agreed on. The type of partnering relationship is often also
described by suppliers as the degree of economic freedom. This
could be a loose arrangement at one end of the scale, such as a
price for service or cost model. At the other end of the scale, the
supplier could be linked to the buyer in the form of a joint ven-
ture (JV) where both parties have a stake in the arrangement.
The partnership agreement controls the degree of economic
freedom that either the buyer or supplier has during the period
agreed at that time. There are multiple options available, of
which six variations are listed in Figure 1.4. The idea behind the
illustration is that in a strategic partnership arrangement, there
are also often very tight economic arrangements that bind both
parties into delivering high levels of service and that have very
significant economic considerations. At the other end of the scale,
where it is very much like a contracted situation (see Contracting
versus Outsourcing), the model is that of a community supplier
that provides single services for a fee.

To this end, service levels are occasionally used to manage sup-
plier operations. As the partnership relationship develops and
more trust exists in the relationship, a preferred supplier status
materializes with either one or multiple assets. It is common to
see a risk-reward type compensation structure materialize as
the supplier is trusted to deliver and can occasionally act on its
own initiative. Economies of scale arise as the resources and
processes are controlled by the supplier. At this point, there is joint
investment and joint responsibility for the outcomes of the func-
tion that has been outsourced. In a partnership situation, at the
far right of the figure, there is equity in the outcomes and an
integrated delivery effort by both the supplier and buyer comes
into being. At this stage, almost all the benefits are observed in a
synergistic business environment.

A “potential contract’ relationship model addresses the organ-
izational needs of control and flexibility. Many new arrange-
ments have emerged in the late 1990s, exemplified by multiple
supplier contracts, joint ventures, individual and joint venture
spin-offs, consortia and shared service structures. The import-
ance of the quality of supplier—client relationships has been
receiving attention for some time, both in the general manage-
ment literature and in operations management research.

The quality of the relationship will also depend on the quality of
information sharing and the attitudes and dispositions as well
as the social climate within which relationships are pursued.
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It is the balance between relationship requirements and relation-
ship capabilities that promotes the growth of outsourced
arrangements. While it is critical to find the supplier/partner
with the same values and principles in order to build a healthy
outsourcing relationship, it is more critical to understand how
suppliers deliver ‘better” than the organizations they serve.

Ignorance and a lack of collaborative experience often take the
blame as the main source of alliance problems and failures. This
carries a unique risk in the ITO relationship. The transparency
of the organization and the information available between part-
ners can be achieved through active means, including the
adopting of policies that enhance information sharing, or the
deployment of shielding mechanisms in order to protect key
competencies. This leads also to the point that complete integra-
tion is often neglected because of political or selfish reasons.

Outsourcing has evolved from spot-contracting to relationships
where service providers offer products and services that advance
the organization’s strategic business goals and enhance the
provider organization’s position in the value chain. Organizations
are observed to resort to consortia-based sourcing, namely,
sourced service consortia, for the purposes of outsourcing key
functions, particularly the IT function. Organizations are choosing
from niche and speciality shops such as ASPs, Web hosting, and
e-commerce providers, as well as network integration experts.

Suppliers of outsourcing services deliver products and services
more efficiently than the buyers of these products and services.
This is a fundamental assumption that forms the basis of the
value gained in an outsourcing arrangement by the buyer of
these services. The ability to ‘buy’ cost savings and efficiencies
(in addition to many other things) from the supplier is the cen-
tral benefit of outsourcing. However, a reduction in financial
risks does not mean that the operational risks also diminish. It is
this special relationship between the risk categories that becomes
the central theme in Section II of this book.

The incentives for outsourcing suppliers are the increased mar-
gins and competitive advantage over competing supplier
organizations. The need to perform at higher standards in terms
of speed (volume output), cost of work done (cost of produc-
tion) and quality of products/service delivery means that the
supplier must innovate and perform better than the organiza-
tion or buyer of these services. The risks of innovation must be
considered by the supplier. What are the effects of this on the
buyer’s risk profile?
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A supplier of services needs to cater to the needs of the buyer.
The buyer of outsourcing services clearly seeks to derive max-
imum value directly through the outsourcing services and the
positive effects the services would create in the various parts of
the organization. While the supplier has profit motives, it seeks
also to provide increased value to the buyer. It is demonstrated,
however, that the value, in terms of goals and risk carried by the
buyer and supplier, do not match. This produces a tension that
is neither conducive to either group nor to the ideals originally
designed to be delivered by strategic outsourcing. The risk pro-
files of both the buyer and supplier obviously change.

A further development has been that leading corporations
acknowledge that the top tier of outsourcing organizations can-
not be ‘the best’ in all areas, and hence have been contracting
with two and/or a network of suppliers who are expected to
co-operate in order to deliver a seamless service on behalf of their
clients. Environmental and organizational risks are considered
in this scenario.

The objectives of a typical outsourcing arrangement can be con-
tractually specified. Methods and processes are, however, diffi-
cult to incorporate if they are based on tacit knowledge. Tacit
knowledge is the result of an accumulation of experience and, as
such, may be difficult to communicate to those without equiva-
lent experience. Since contractors control work processes, unless
they share the required tacit knowledge, they may choose sub-
optimal processes. Addressing this limitation may require intense
day-to-day involvement of the organization’s managers with
the HR contractor until the contractor acquires the requisite tacit
knowledge. Inefficiencies are likely to result, however, because
managers may lack specific authority to direct work processes
of contractors. Thus, because many positive HR outcomes depend
on tacit knowledge, organizations that believe they have achieved
such outcomes with in-house HR management are less likely to
rely on HR outsourcing.

1.12 Outsourcing contracts

Effective contracting reduces the probability of many potential
sources of loss. This serves to control legal risks. Unanticipated
environmental changes create unanticipated opportunities for
exploitation that were not protected against in the outsourcing
contract. The probability of losses from residual risks is also
determined by the unquantified probability that outsourcing
partners will see and exploit these opportunities.
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Contractual and/or informal relationships between the supplier
and buyer organizations of these services are often structured
around the nature of the outsourcing contracts and the use of mar-
ket opportunities for competitive advantage. The various attrib-
utes of outsourcing contracts in the different types of outsourcing
agreement vary. Outsourcing uses contractual mechanisms to help
manage unique requirements and closely interlinked processes.

There are significant differences between the attributes of a sour-
cing contract and those of an outsourcing contract. However,
various features encompass the contract mechanisms for both
these concepts. When the price of the services is considered,
often there are no ‘market rates” for long-term contracts, espe-
cially with ITO, but often a negotiation process takes place. In
an outsourcing deal, this is structured into a contract where pos-
sible formulae form the basis for pricing. In an outsourcing
arrangement (versus a sourcing deal), the supplier typically is
given a contract covering a long period of time (possibly 5 to 10
years) to deliver agreed outcomes over this period. In this
instance there are high switching costs for both the buyer and
supplier.

The services in a sourcing contract are tightly linked with the
contract. When services are sourced (or purchased), the supplier
provides the innovation, service and price at the time of pur-
chase. In an outsourcing deal, the buyer determines the strategy,
price, and contracted services that are delivered by the supplier.

The governance structure protects both the buyer and supplier
in a long-term contract and agreement. During the outsourcing
agreement period, the governance process allows for communi-
cations and an escalation process to resolve conflict. In a sour-
cing process, a supplier can be selected at any time.

Contractual risks are a dominant factor in the outsourcing deci-
sion. The drivers of risk derive from information asymmetries
before contracting, inability to monitor partners” actions accur-
ately, and exogenous changes that allow one party to behave
opportunistically.

Governance infrastructure that will be in place at the start of the
outsourcing contract will ensure that contracts are administered
and processes are in place. Service level agreements are put into
place. Service levels will be defined by the business functions and
avoid highly technical metrics, as is well understood by business
managers. The service levels also have clear and agreed conse-
quences associated with failure to meet minimum standards.
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The governance process ensures that the early agreements
between the parties are adhered to. Finally, the customer’s chang-
ing requirements are administered during the term of the contract,
through the governance framework. This ensures appropriate
arbitration as the supplier is often reluctant to change the contract
without concessions or price increases. It also protects the supplier
from unreasonable changes by the buyer.

The following are some supporting contract-related issues and
related risks as observed by various experts. Despite the need
for a clear contract, it is important that both the buyer and sup-
plier must be ready to modify their means and ends as the out-
sourcing relationship develops. Not all aspects of the contract
are foreseeable. A lengthy legal contract is not sufficient to man-
age this risk and protect what can be billions of dollars invested
over an extended period of time. As retrospective documents
that impose penalties after the fact, contracts are not suitable tools
for remedying customer satisfaction. The outsourcing process is
more effectively controlled through requirements definitions
and formal change management systems.

The risks associated with the relationships form a key character-
istic of the outsourcing agreement. Contractual difficulties can
be grouped into a number of areas, involving precontract infor-
mation asymmetries of supplier quality, inability to observe
counterparty action, and opportunistic behaviour enabled by
the bilateral relationship in an environment of great uncertainty
and biases against comprehensive risk analysis.

An outsourcing contract between two parties is dictated by an
enforceable contract. ‘Contracts” can take a variety of forms
ranging from a spot market contract where the terms are estab-
lished and immediately satisfied after entering the agreement
(for example, to buy or sell an existing mainframe to a predeter-
mined deadline), to a long-term relational contract which sim-
ply agrees on a set of rules for future conduct without being
explicit about everything each party is to do in every contin-
gency. The critical limitation of contract structure, whatever the
form, is that contract terms need to be enforceable. This requires
a higher threshold than merely being observable by a third
party. Contractual terms must also pass the more rigorous con-
dition that they are verifiable to an outside party such as a court.
There are a number of factors that influence the choice of govern-
ance structure. The ability to observe, monitor and verify the
activities of both parties places restrictions on how detailed and
effective an explicit contract can be.
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1.13 Outsourcing and the implications for
human resource development

Research shows that the success of outsourcing is more likely to
be restrained by human rather than technological problems. In
almost every situation where outsourcing is implemented, there
is a reduction in the need for people. This often means that per-
sonnel are reassigned to another job function or are no longer
needed in any capacity. These changes therefore often involve
reductions in personnel in order to improve the efficiency of the
organization in terms of cost disciplines and to maintain com-
petitiveness in the market. The resultant organizational setup
thus has both positive and negative consequences. Conversely,
an ageing IT workforce is a factor for consideration in more
mature markets (e.g. in North America) where retirements out-
pace the ability of governments to staff important technical
functional areas.

Organizational performance can improve in three areas through
the introduction of new skills and working practices, by redu-
cing staff numbers, and by modifying individual incentives,
employment terms and attitudes in the workplace. As manage-
ment is more able to predict future costs than to predict future
revenues, reducing costs by decreasing the size of the workforce
is often done. Hence, the expected economic benefits of a smaller
workforce include reduced expenses, increased returns on invest-
ment, higher profits and improved stock prices. Changes like
these are often very emotive, generating internal fears as well as
employee resistance.

Overall, it is acknowledged that whether the need for change in
the organization is a consequence of a re-engineering of busi-
ness processes and/or a focus on core competencies, or an attempt
to restructure in order to become more globally competitive,
and whether restructuring or outsourcing strategies are utilized,
the resultant effect is downsizing. Redundancies and layoffs are
commonplace in outsourcing situations despite the transfer of
personnel to service providers, the redeployment of staff within
the organization, outplacements and voluntary early retirements.

In the long term, the service provider relies more on natural attri-
tion and redeployment as a means of aligning manpower to the
contract. Even the transfer arrangements may have an impact on
employment within the organization: on wages, on working con-
ditions and on the duration of the contract with the new employer.
Employees hence may perceive the prospect of outsourcing as
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tantamount to a sell-off, often along with capital equipment.
Although many employees understand economic reality, i.e.
that outsourcing efforts are undertaken for the improvement of
organizational efficiency and to increase value to shareholders,
questions are increasingly being asked concerning the emphasis
on shareholder well-being to the detriment of stakeholders in
the organization, namely employees. Effectively, employee loy-
alty to the organization diminishes in such circumstances.

Poaching, for example, is the misuse of information by another
organization that has a close working relationship. Poaching
occurs as, unlike the case with a physical asset, information is not
subject to wear and tear and cannot be returned in the same way
when it has finished being used. This enables organizations to
appropriate information without obvious indications as to its use.
This constitutes a subset of environmental or organizational
risk. Organizational risk results from changes to internal organ-
izational structures that occur as a result of changing roles. This
risk will be reduced as organizations become more flexible,
depending less on formal and rigid organizational structures.

The next chapter continues with a definition and description of
risks that occur in the ITO environment. Risks, together with
outsourcing activity and the unique nature of the IT function
form the basis of first measuring, then understanding and sub-
sequently mitigating, risks through planned activities in this
high-profile environment.
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Risk-taking is an integral and intrinsic part of

success or living a full life.
Malcolm S. Forbes (1919-1990), US publisher

The outsourcing of the IT function often means that the organ-
ization’s information requirements become a joint responsibility
of a third party and the original organization. What is the risk
then, if either the supplier or the buyer does not provide its end
of the agreement? If we postpone the response to this question,
and take a more optimistic perspective instead, i.e. consider the
scenario wherein both sides deliver to expectations, the true
value of information that can be derived from the IT function
will be seen to be optimized.

The use of information is very subjective and quite dependent on
the user’s ability to leverage further advantage. Information that
is left idle is not worth anything. If information is well used, the
tiniest amount of information that is leveraged can return very
significant benefits. It is argued that the value of information is
derived from its accuracy (reliability), its relevance and its time-
liness. Phrases like ‘information is power’, ‘insider information’
and ‘business intelligence’ represent attempts to describe the
critical nature of information in many different scenarios to gain
ascendancy and advantage. When the supplier can provide
improved services from the IT function, the benefits to the
buyer organization are certainly better than they were before.

Given the unique nature of each buyer/supplier encounter
defined in the previous chapter, each ITO project is distinctive.
In addition, the risks that become manifest are only applicable
to the project at selected points in time. In the previous chapter,
common concepts were referred to in the outsourcing environ-
ment. In this chapter, a baseline understanding of commonly
used outsourcing frameworks is vital if the risks are to be meas-
ured from this common baseline. Each of these unique concepts
contains inherent risks that influence the project. These risks
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need to be managed. The key concepts for illustration include
the following;:

Core competency.

Economies of scale and scope.

Commoditization of the IT components (within the function).
The dual role of IT within the organization.

The nature of IT not only refers to the equipment and related
components but the nature and value of information. As a
result, IT processes can be delegated but this also carries a level
of risk that varies between organizations. It is difficult enough
to identify the risk types let alone to quantify risk exposure in
this environment. In an outsourced environment further ques-
tions need to be asked and answered. What, for example, are the
capabilities/competencies of the parties involved with the
delivery of the product that could introduce key operational
risks? What are the delivery outcomes that determine a success-
ful ITO agenda? How does the product contribute to a success-
ful outcome for the buyer and/or the seller?

Many of the services offered to support the ubiquitous IT func-
tion are now commoditized. There is little differentiation in com-
mon processes, technology and capabilities. Over time, many
common IT functions such as the maintenance and supply of
routine software applications become commodity items that can
be purchased as if they were mass produced. The organization’s
ability to maintain an IT function internally (within its own
range of functions) has been used to provide a source of advan-
tage; few organizations adopted the use of IT in their portfolio
of capabilities only a decade ago. This is now no longer the case.
For example, an organization may have a critical data warehouse
function that provides information on its customers throughout
the world. As storage was expensive in the late 1980s, its com-
petitors could not afford to maintain large databases. And it was
uncommon for an organization to be able to maintain a large data
warehouse at that time. However, the situation has changed.
Data storage has increased in quality and at the same time has
undergone a very significant price reduction. Data storage ser-
vices are now being charged on a cost-per-megabyte-per-month
basis, similar to the way in which we all pay for utilities such
as electricity and water. The commoditization of the data ware-
housing function has made data storage a commodity (as opposed
merely to a feature that differentiates an organization that has
data storage facilities).
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As the existence of an IT function, at a generic level, loses its dif-
ferentiated advantage relative to its competitors, IT service
providers are more likely to increase their reliance on external
suppliers and redirect their own capabilities to other high value-
added areas. This argument supports outsourcing of the IT
function. At the same time, however, it increases the level of
competition among suppliers, who now need to seek ways to
differentiate a generic service. Supplier organizations now need
to maintain relevant skills, experience and capabilities to be
able to deliver world-class IT services. The suppliers have the
ability to deliver IT at a much lower cost and of significantly
better quality than can other organizations without IT as their
core competence.

2.1 The fcore competency’ argument

Many organizations use outsourcing in the belief that ITO is a
tool that provides the solution for lowering costs, improving
service levels, accessing specialized resources and ensuring the
success of new business ventures. The justification for the value
provided by outsourcing the IT function is also made on the basis
of the core competency argument. It has even been proposed by
practitioners and researchers in this area that ITO should be an
integral part of the organization’s overall plan in order to focus
on its core competence (Quinn and Hilmer, 1994; Venkatraman,
1997; DiRomualdo and Gurbaxani, 1998). Specifically, the organ-
ization needs to determine the scope of its activities with specific
reference to its objectives, as opposed to outsourcing when there
is a pressing need to apply cost disciplines.

The organization’s corporate resources (personnel, computing
equipment and other components) will be available to channel
energies into the organization’s core business or core competency.

The key components of core competence as defined by Prahalad
and Hamel (1990) include:

e accessing a wide variety of markets;

e making a significant contribution to the perceived customer
benefits of the end product; and

e making it difficult for competitors to imitate.

The focus on an organization’s competency allows for resources
to be maximized. Core competencies are like a bundle of corpor-
ate skills that cut across traditional functions, such as product
or service design, technology creation, customer service and
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logistics. It is also suggested that core competencies can be
regarded as distinctive competencies with multiple applications.

ITO satisfies cost reduction and enhancement of efficiency. Both
the buyer and supplier organizations which are able to focus on
core competence will more efficiently utilize resources and,
hence, also deliver more cost-effective services. Resource-based
organizational theory focuses on organizational business per-
formance that makes efficient use of unique organizational cap-
abilities supporting the creation of sustained performance within
industries. Management ideas that stress the importance of
downsizing of organizations also focus on key major activities to
explain successful corporate performance (Hoskisson et al., 1994).

In the outsourcing context, Alexander and Young (1996) describe
core competency as tasks that are traditionally performed
in-house; that are critical to business performance; that create cur-
rent or potential competitive advantage; and that will drive fur-
ther growth, innovation, or rejuvenation. This definition implies
that core activities cannot be relinquished to a third party such as
in an outsourcing situation. The question, however, whether IT is
a core activity (and hence whether it should be outsourced) cannot
be answered in a generalized sense. Core competencies are not
seen as being fixed and codified but flexible and evolving over
time. As the organization evolves and adapts to new circum-
stances and opportunities, so its core competencies will also adapt
and change. In this way the organization will be able to make the
most of its given resources and apply them to new opportunities.

Core competencies are those capabilities that are critical to an
organization in its aim to achieve competitive advantage. A com-
petence which is central to the organization’s operations but
which is not exceptional in some way should not be considered as
a core competence, as it will not enable differentiation of the busi-
ness from another similar type of business. For example, a process
which requires the use of common computer components and is
staffed by people with only basic training cannot be regarded as
a core competence. Such a process is highly unlikely to generate
a differentiated advantage over rival businesses. However, it is
possible to develop such a process such that it becomes a core
competence with suitable investment in equipment and training.

Performance of the IT function

A plethora of tools and techniques are available which can meas-
ure the performance of competing IT strategies and investments
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in processes including the outsourcing of the IT function. In
addition to metrics like returns on investment (ROI), internal
rate of return (IRR) and net present value (NPV), an IT function
of an organization must also meet certain fundamental per-
formance criteria including reliability, availability, security and
manageability.

Core competencies are a mix of technological specialization,
innovative input, and the degree of diversification or specializa-
tion of organizational resources (Markides and Williamson, 1994).
Following this argument, core competence suggests the ability
of an organization to provide excellent performance, over and
above normal standards. Additionally, core competencies include
a pool of experience, knowledge, and systems developed by the
organization that, together, can be used to create and accumu-
late new strategic assets. The focus on the importance of under-
standing the performance of the organization is a result of the
efficient use of these distinct capabilities that create sustained
performance and competitive advantage.

While the supplier focuses on its core competence in delivering
the IT functions, the buyer enjoys relief from not having to focus
on non-core competence activities. As both organizations focus
on individual core competence or activities (specialization), effi-
ciencies are gained. The view from the literature is that service
quality improvement, the need for strategic flexibility and the
focus on core competencies are predominant concerns for sour-
cing decisions. Outsource activity improves operations within
the organization through focus on core competence.

The major drivers for outsourcing, however, include cost-effective
access to specialized skills provided by the new commercial
arrangement. Indirect overhead costs or ‘non-core competen-
cies’ are outsourced to achieve cost-effective operations through
economies of scale. Cumulative experience in outsourcing
enhances quality improvement, with concomitant cost reduction.

Organizations are now focusing on ‘core’ business in the search
for greater efficiency. This effort to focus on core products has
also had the effect of reducing costs and exploiting new chan-
nels of distribution, such as the Internet.

If these claims were to be viewed from a more pragmatic per-
spective, then having a competence alone does not, on its own,
guarantee success. Competitive advantage depends on whether
the competence helps deliver a product or service that cus-
tomers value. It is a differentiation of products/services that
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gives the organization its advantage and also allows premium
pricing of its services.

Advantages gained by using outsourcing services are derived
from cost leadership and access to lower overheads, and differ-
entiation through access to new technology and a supply of more
competent people. As outsourced services are no longer man-
aged within the organization, it follows that its services are
most effective in a highly networked environment where infor-
mation flows unhindered. Further, operational efficiencies are
derived as organizations focus on core competence or main
activities. Many non-core activities are reassigned or allocated to
another party in an outsourcing arrangement. This enables the
buyer organization to apply more attention, effort and resources
to activities that contribute directly to its business. It is argued
that the organization’s ability to make the decision either to
have a capability to deliver the IT function or to use an external
supplier is, in essence, its core competency.

Distinctive competency

When the core competence of an organization is sufficiently dif-
ferent or distinctive from those which other organizations pos-
sess, it allows that organization to command the market in terms
of product price; this means that it has a control advantage. This
difference or distinctive competency, in turn, allows the organ-
ization to earn a return above marginal costs plus cost of capital.
IT supports unique processes and the specialist role thereof
reinforces this situation.

One of the arguments used to assess the level of technological
specialization of an organization lies in the use of patent statis-
tics. The concentration of patents indicates choices with regard to
priority skills and concentrated innovative capabilities. Patents
have been, arguably, an acceptable indicator of research output
and technological competence. Patents could serve as an indica-
tor of whether an organization has been able to turn its research
and other innovative activities into inventions that are worth
protecting. For the purposes of this argument however, many IT
functions could then be patented.

This discussion on the usefulness of patents, however, has rele-
vance to our argument as it does generally show that a compe-
tence is worth protecting. The patenting of IT processes is,
however, rare as a result of the speed of change and rapid
growth in the industry. This does not allow for the possibility

—p—



Chap-02.gxd

3/1/05

12:30 PM

Page 45 :F

Outsourcing the IT Function

that there may be several organizations with above-average
competencies in an industry constituted by a large number of
organizations. Since, therefore, a particular competence is not
unique, it is unlikely to attract a premium pricing strategy. The
IT function hence is a mix of new ideas and knowledge as well as
proven and used concepts. Following this argument, each part of
the function should be investigated thoroughly in an outsourcing
exercise. The next argument, however, indicates otherwise.

Assuming there is a set of distinctive competencies within an
organization’s IT function, many would argue that the cumula-
tive and tacit nature of technological knowledge in the IT func-
tion is very difficult to transfer from one organization to
another. In an outsourcing situation, the identifiable elements of
distinctive advantage can in any case be restricted via isolated
scope of work, contracts and other instruments. So, more import-
antly, the intellectual property risks involved in an outsourcing
exercise should be investigated.

Diversification and specialization

The degree of diversification is relevant for understanding the
role of core competencies to the extent that it affects the per-
formance of the organization. From a supplier perspective, the
benefits of specialization are essential to deliver better service.
From the buyer perspective an outsourcing exercise enhances
the degree of specialization. Both parties benefit from the out-
sourcing exercise. The degree of relatedness of lines of business,
which comes closer to specialization in the light of core capabil-
ities, is hence observed to be positively related to the economic
performance of diversified organizations. This supports the
outsourcing-of-IT argument that organizations should become
focused and specialized.

There is, however, another view that the diversification of
organizations increases economic performance through risk
mitigation. It is difficult to establish a positive relationship
between the degree of diversification of organizations and their
profitability. In fact, there are many examples that indicate that
the degree of organizations” diversification is related negatively
to their economic performance. Whether diversification or
specialization, the risks involve relate directly to the ability of
each party to benefit from the advantages inherent in these con-
cepts. How then are the risks going to be measured and quanti-
fied in order to negotiate the best terms for either the buyer or
supplier?
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Outsourcing to derive the benefits of
core competency

Outsourcing allows a key function like IT to be effectively
removed (resources, assets and operations) while the organization
still “enjoys’ the selected outcomes from this function (use of IT
to enable the flow of information within the organization). Non-
core functions therefore can be effectively removed as regular
operations are passed to the supplier of outsourcing services
who, in turn, will deliver the desired outcomes to the buyer of
these services. When organizations focus on core competence,
advantages of economies of scale, cost reduction and more-
effective operations often result. Among organizations that have
outsourcing agreements, satisfaction is higher for those that out-
source core activities, provided that they incur minimal risk
from the relationship established.

Organizations should define the areas critical to their success,
devote maximum resources to those areas, and outsource every-
thing else that is not ‘core’. As defined earlier, the competencies
of the organization provide potential access to a wide variety of
markets, make a significant contribution to the perceived cus-
tomer benefits of the end product, and are difficult for competi-
tors to imitate. A definition of core competence includes activities
that the organization is continuously engaged in, while periph-
eral activities are those that are intermittent and, therefore, can
be outsourced. If this strategic perspective is adopted, the argu-
ment then holds that core activities should stay in-house, while
non-core activities can be outsourced, in order to preserve core
competencies. The importance of coherence in corporate cap-
abilities that strengthen the competitive advantages of organiza-
tions needs to be emphasized. Multi-business organizations
with commonalities based on shared capabilities and know-
how are known to be associated with higher economic perform-
ance (Prahalad and Hamel, 1990).

To cope with increasingly aggressive environmental pressures,
organizations are attempting to reposition themselves higher on
the value chain so as to gain competitive advantage. In an effort
to transform cost-based activities into profit centres, some
organizations use separately managed profit centres or business
units to induce competitive market pressures internally. These
supplementary or non-core activities are then spun off into sep-
arate organizations with the intent of making them profitable.
This, however, appears to be a solution for situations where there
is logical placement of these functions within the organization.
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For example, organizations that supply outsourcing services for
profit motives leverage on economies of scale to provide cost-
effective and resource-efficient services. The ‘economies of scale’
argument is discussed below.

2.2 The feconomies of scale’ argument

Another common reason why organizations choose to outsource
is to achieve economies of scale. Both the buyer and supplier of
the ITO function would benefit from the effects of economies of
scale and scope.

Outsourcing has moved markedly from attending to a single
function more efficiently, to reconfiguring a whole process in
order to achieve greater shareholder value across the organiza-
tion. The emphasis is shifting from outsourcing parts, facilities
and components, towards outsourcing the intellectually based
systems, such as customer response handling, procurement and
management. Herein are the benefits that can be obtained
through economies of scale and scope. Equally, however, the
perceived risks are greater.

When a buyer has contracted for IT services, it has assured itself
a portion of any profit that would be received from selling excess
capacity on its systems. If the supplier could use the additional
capacity to serve other buyers, economies of scale are realized.
Large suppliers also have the scale to negotiate better acquisition
terms for software and hardware. By purchasing in larger quan-
tities to serve simultaneous users, suppliers can lower per-unit
costs. Finally, software developed for a specific application can
often be applied at virtually no incremental cost to other clients.
For this reason many large third-party suppliers appear in mar-
kets where a service is principally delivered through software.

The effects of economies of scale are significant. For example, a
software developer would incur a one-time cost in the develop-
ment of a software application. Each copy sold subsequently
would earn a unit cost. Each unit sold would then contribute to
a share of the original capital costs. The outsourced supplier,
however, would purchase one licence to run the application at a
unit cost. Subsequently this supplier would ‘host” the applica-
tion for multiple buyers. Software suppliers have since, how-
ever, changed this procedure by licensing software not by
machine, but by ‘concurrent users’ or ‘seats’. This example
illustrates some of the magnification effects of scale economies
that exist in an outsourcing environment.
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Economies of scale have their limits in an ITO context and are only
verified for the cost of machine or CPU time and not services. For
example, a supplier would need a finite number of people to sup-
port a particular function. People resources are finite and cannot
be broken down into partial resources. Perfect economies of scale
hence do not occur in all aspects of economies of scale. People
costs dominate in governance and service costs; both of which can
be unpredictable as they would only be required when there is a
need. The financial and resource risks that are incurred by the sup-
plier need to be accounted for here. Likewise the same risks are
passed on to the buyer if not adequately taken up by the supplier.

Economies of scale can also be observed when network exter-
nalities affect the organization’s decisions in a situation where a
product or service becomes more valuable to all users, as its
adoption grows. For example, the “Voice Over Internet Protocol’
(VoIP) system is of little use if only one person has access to the
network, whereas it has an enormous value if a person from the
organization can call virtually anyone for a low charge. Products,
services or systems that exhibit network externalities tend to
converge toward standards. Once a standard has attained crit-
ical mass, organizations may recognize that adhering to the stand-
ard is critical for survival as economies are realized.

The main advantage the supplier organizations have lies in
economies of scale and scope. The benefits from economies of
scale arise when costs decline as production increases. The most
common form of an economy of scale is when efficient produc-
tion involves a large fixed cost, such as the initial capital outlay
to procure some of the buyer organization’s assets, amortized
via a larger quantity of goods or services. Increasingly, out-
sourcing suppliers are now looking beyond running IT systems
to business process management (BPM), in which they also take
over functions such as billing, cheque processing and accounting.

The benefits of economies of scope, much like the economies of
scale, are enjoyed by the supplier where shared fixed-cost
equipment for multiple buyer organizations can be pooled and
used for a common core of IT services. Generally the supplier
will negotiate for activities where the total costs of delivering a
common portion of the IT function lie across several buyer
organizations (in a sharing scheme). These costs will be lower
than the sum of the costs of producing them separately, hence
the benefit from economies of scope. An example of economies
of scope is when core technologies have applications across
multiple industries. A detailed study of 186 systems projects
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between the years 1967 and 1993 in five large organizations
which implemented new technologies such as fourth-generation
programming languages, or which required mini-computers or
multiple-computer networks, found that they were more likely
to be outsourced than built in-house (Nelson et al., 1996). Rapid
technological change, combined with the experience of working
in different settings, often gives suppliers the advantage in pro-
viding ‘leading edge’ technology services.

2.3 Commoditization of IT

Many of the discussions around core competency no longer
apply when IT becomes a commodity item. The use of IT com-
ponents has become prolific and their availability abundant.
There is little restriction on access to outsourced services and
products. Easy access, over time, would result in standardized
(mass production, repeat transaction) outsourced services. The
differentiation which used to exist with respect to lower cost,
resource availability and access to expertise has become diluted.
The standardized processes which used to be outsourced now
serve as building blocks or a foundation for a more complex
series of interrelationships and risk elements.

2.4 The role of IT in the organization

The IT function is typically used to perform infrastructure sup-
port but it can also be utilized to differentiate an organization’s
products and services.

It is a support function as it is interwoven or integrated into
many essential organizational processes and is an essential tool
that enables many value-creation activities to go ahead. The IT
function itself, however, can take on several roles in an organ-
ization including that of a strategic function which allows the
organization to differentiate itself from its competitors, i.e. as a
primary function. This ‘dual function and capability” feature of
IT adds another dimension of complication to the outsourcing
decision, as this function is unsuitable for being outsourced in
specific situations, i.e. when it is a strategic function that differ-
entiates the organization from its competitors. The organization
retains control of the strategic function to protect itself against
possible theft — or other criminal activity (by a competitor) — of
its proprietary information. The operational risk as well as risk
of loss of information is higher in this situation.
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For example, when an organization’s IT application is used to
enable the establishment of a specialized e-commerce channel
that its competitors do not possess, it becomes a strategic func-
tion for this organization. In another similar organization in
another country or business setting, the same IT application may
be used by most of the other members of the organization’s
industrial sector. In this setting, it is commoditized and has the
role of a support function. The risk profile involved, when a
strategic role applies, may be different when compared to the
supporting role scenario.

There are many options available to mitigate the risk of infor-
mation loss and operational downtime as well as erosion of
technical and business advantage. A mechanism to reduce these
risks has traditionally been a legal document called the
buyer-supplier agreement. As this new tier of risks is intro-
duced, the magnitude of risk exposure applying to the legal and
operational risk groups increases. It is this fluctuation in risk for
each of the risk groups that will be investigated in this book.

The role IT plays in the organization determines the strategy and
route taken when it is outsourced. After the decision to outsource
is made, however, the relevance (of its role) diminishes. The suc-
cess of the outcomes of an IT service then comes to the forefront.

2.5 Outsourcing and the unique
role(s) of the IT function

As a strategic or primary function, IT networks encourage verti-
cal de-integration of organizations by lowering the costs of
‘buying’ compared to ‘making’ in-house. Reduced co-ordination
costs imply an ‘unbundling” of functions, making it easier and
more efficient to enter into value chains rather than maintain
in-house ownership. This provides opportunities for the IT
function, which has a role as a competitive weapon for the organ-
ization. When IT as a supporting function is outsourced, there
are obvious benefits to be gained. When IT is a primary func-
tion, however, the competitive advantage is enhanced through
the strengths of the organization of origin in partnership with
the supplier. The successful performance of the IT function
hence, no longer pertains to the outsourcing organization but to
the supplier that has been selected for its superior delivery of IT
outcomes. The ability to provide both a support as well as a
strategic role within the organization is unique to the IT func-
tion. In both these roles, separate outsourcing models are used.
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The role of IT and
its position in the
organization value
chain (Tho, 2002)

Figure 2.2

In the transition
from support to
primary function,
path A involves high
risk if the supplier—
buyer relationship is
not managed, and
path B is optimal
(Tho, 2002)
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As the role of IT changes, the outsourcing decision and govern-
ance tactics change. To illustrate this, Figures 2.1 and 2.2 show
some of the possible choices. In Figure 2.1, the IT function is
shown as a primary (strategic) function and as a support func-
tion on the x-axis. The organization’s position, i.e. whether the
IT function is outsourced or not, is indicated on the y-axis. As IT
can be a strategic or primary function within an organization,
outsourcing is seldom optimal (marked with an ‘X"). When IT is
used as a competitive weapon, it should not be outsourced
under most circumstances. This is because the risks of losing
information and the competitive advantage from the differential
created is lost if the supplier ‘leaks” or shares this information
with competitors of the buyer organization.

Position
A
Is Outsourcing Leveraging
. strengths but
outsourced benefits . ;
increased risk
Not Inefficient use Competitive
outsourced of resources weapon
Supporting Primary Function
Position
A
BN AA0NS
Is Outsourcing Leveraging
. strengths but
outsourced benefits .
increased risk
S
Not Inefficient use Competitive
outsourced of resources weapon
Supporting Primary Function
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In the case where IT is a supporting function, shown in the left-
hand quadrants in Figure 2.1, a decision to keep the supporting
function internal often results in inefficient use of resources, loss
of focus and unnecessary costs. A decision not to outsource in
this situation is often ‘suboptimal’. Optimal outsourcing bene-
fits are realized when supporting functions are outsourced.

In an environment where the outsourced IT function changes
from a support to a primary (strategic) role within the organiza-
tion, the decision to continue to outsource is based very much
on the risk exposure in the operational, business and strategic
areas, which influence the decision. The decision to maintain
the strategy to outsource and the risks associated with this now
need to be considered (path A or path B in Figure 2.2). Path A
would mean that the IT function continues to be outsourced.
This will mean that the operational, business and other risks
escalate because a third party has access to confidential and pro-
prietary information. A decision to discontinue outsourcing,
path B, may be selected if the ‘appetite’ of the organization for
risk (‘risk appetite’) is exceeded. In this instance, the organiza-
tion then decides to shift its IT function internally and to be
managed using its internal resources.

Many instances have been cited where organizations which once
had the IT function performing internal support functions have
shifted this role to facilitate primary e-commerce operations; for
example web channel marketing, purchasing online and supply
chain management. A large group of IT functions have become
standardized, or commoditized; these functions are prime can-
didates for outsourcing.

The imposition of unplanned, higher fees backed up by the sup-
plier’s threats to discontinue service or by other unmanageable
threats, is frequently termed supplier hold-up. As a result of the
complex characteristics of IT in the outsourcing situation, there
is a high risk of exposure and a high probability of failure inher-
ent in IT operations; this is in addition to the risks of the rela-
tionship between the supplier and buyer of outsourcing services
also resulting in failure in this activity. There have been many
warnings of organizations experiencing negative consequences
of ITO activity including escalating costs, diminishing service
levels, loss of expertise, and contract irreversibility.

Which activities should remain within the ‘buyer” organization,
in order to maximize the advantages of outsourcing? Unless the
organization develops best-in-world capabilities, including trans-
action cost disciplines, it should purchase goods/services from
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providers who have best-in-world skills, in order to achieve a
competitive edge. It has also been suggested that * “core” means
“keep”’, or that an organization’s core activities should be kept
within the organization and never allowed to be performed by a
third party.

As a result of the cumulative and tacit nature of technological
knowledge, which is of particular relevance in so-called high-
tech industries, it is assumed that this kind of knowledge is
often very difficult to transfer from one organization to another
and therefore cannot be acquired easily through arm’s-length
transactions but only through very closely integrated networks.

The IT productivity paradox and
outsourcing

There is a choice between carrying out activities in-house and
placing them under market governance (via outsourcing), as
determined by the relative costs of production and transactions.
Not long ago, organizations were observed to have a voracious
appetite for rapidly improving technology. Measured product-
ivity gains were insignificant. Businesses have since been revo-
lutionized, along with the way we work, with permanent change
derived from the use of new technology, computers and related
computer peripheral devices. Only a couple of decades ago,
there was heated debate on the value of computers and compu-
terization. Could it be argued that businesses are experiencing a
similar phenomenon with the use of the familiar outsourcing
services that now support the complete IT function? There were
major success stories and equally many impressive failures in
the use of IT only a decade ago, and there have been many case
studies that indicate catastrophic consequences and failures in
early ITO activity.

In a paper from research work at Harvard University, it was
reported that most of the productivity slowdown was concen-
trated in the service sector. In the same paper it was argued that
IT is an effectively used substitute for labour in most manufac-
turing industries, but has paradoxically been associated with
bloating white-collar employment in services, especially finance.
At the same time, it was indicated that the apparent paradox
could be attributed to several basic causes. The reasons used
included the inappropriate measurement of outputs and inputs,
lags in the learning and adjustment cycle, redistribution and
dissipation of profits, and mismanagement of information and
technology. Possible errors in measurement and statistical or
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research error appear to be the main causes of the paradox. The
mismanagement of information and technology begs the ques-
tion whether managers have improperly managed and used IT.
This is particularly relevant to the outsourcing of the IT function
as observations of the current literature on ITO seem to mirror
these arguments.

There are many examples of mismanagement and misappropri-
ation of resources and activities in the IT function. There is also
the point regarding hidden costs, which is glaringly obvious
and high-profile.

Hidden costs

Costs are difficult to measure and quantify for a particular exer-
cise in a typical organization. As outsourcing leads to a redefin-
ition of organizational boundaries and, by implication, structural
adjustments involving human resources, these changes often
result in social as well as financial costs. Although these costs
are not permanent and are mitigated through retraining and
redeployment of people resources within the organization, their
transfer to the supplier organization can result in considerable
redundancy payouts. The costs of outsourcing are not uni-
formly distributed among the stakeholders of the organization
and the effects of contracting out on overall employment levels
in the economy are not well researched or understood.

The costs of outsourcing are composed of the costs of carrying
out the transaction and, in addition, hidden costs due to
co-ordination difficulties and contractual risks. These hidden costs
have often not been accounted for in the outsourcing exercise.
This is as a result of the relative inexperience of buyers seeking
to use outsourcing services. Unlike suppliers, buyers do not
have the benefit of past experience. The savings gained as a
result of economies of scale are then theoretically translated as
direct savings for the tasks outsourced by the buyer. Sometimes
other costs that are incurred as a result of implementing the out-
sourcing framework offset these savings. For example, the costs
of becoming dependent on outside suppliers for services can
destroy all the benefits of outsourcing. When control is lost over
a critical function like IT and faced with the prospect of man-
aging relationships that go wrong and lowering the morale of
permanent employees, the move towards outsourcing becomes
a significant hidden cost to outsourcing. This eventuality forms
the biggest risk to the buyer, and is seen to outweigh many of
the other benefits. It is an element of risk, i.e. an event that is
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driven by a low probability and that therefore may not happen.
Outsourcing can also generate other new risks for the buyer,
such as the loss of critical skills or developing the wrong skills,
the loss of cross-functional skills, and the loss of control over
suppliers. These risks are especially pertinent when the sup-
plier’s priorities do not match buyer needs.

For the organization that buys outsourcing services, outsour-
cing activity provides it with the ability to adjust the scale and
scope of its production capability upwards or downwards, at a
lower cost, to meet changing demand conditions. In addition,
outsourcing decreases the product/process design cycle time.
With the use of multiple best-in-class suppliers, who work simul-
taneously on individual components of the system, each supplier
contributes greater depth and sophisticated knowledge in spe-
cialized areas and thus offers higher-quality inputs than can any
individual supplier or client. The cost margins that previously
existed when the IT function was performed in-house no longer
exist as the services from the supplier would either cost the same
or less than when the IT function was performed internally.

Buyers often have no basis or ability to budget for costs of con-
tracting for services involving searching for a suitable supplier,
negotiating a fair price, writing the contract, monitoring per-
formance and enforcing the contract. Other costs include
co-ordination among the different organizations, bridging cultural
gaps among participants, and risks inherent in contractual rela-
tions. Contractual risks pose probably the largest transaction
cost in procuring IT services. These benefits appear to be greater
than the costs of monitoring that arise from supervision and
legal arrangements.

Transferring fixed costs into variable costs by selling assets to an
outsourcing supplier is also considered an advantage for many
organizations. An organization receives a cash payment and
transfers fixed costs into variable overheads. These overheads
are adjusted in line with increases and decreases in business.
This is beneficial in the majority of businesses.

With outsourcing there is a balance between the costs of run-
ning a larger, less specialized organization and the costs that
arise from search issues and imperfect contracting. An organiza-
tion that decides to outsource its IT components must search for
a suitable partner, and then try to provide this partner with
incentives to produce service inputs to its specifications and to
the timeliness of the information it demands. Searching is costly
and does not always end in success. When an organization
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decides to maintain its IT function (along with others), however,
it faces higher costs of producing components and services,
because of the many divisions left to manage, and because it
cannot benefit from the learning and expertise that is acquired
with specialization in a single activity.

Financial accounting methods of product costing, aimed mainly
at profit calculation for the whole organization, do not usually
provide complete and relevant information of this sort. Hidden
costs come simply from choosing the relevant time period for
comparing own and supplier costs/ prices, and choosing the scope
of own and supplier costs/prices for comparison. In addition,
the most important decision variables are usually not quantified
(e.g. safeguarding own know-how, maintaining hi-tech image).

Information technology

outsourcing risk

Risk is a common feature with any business endeavour. As ITO is
like any other business activity, risks are an integral part of the
ITO exercise. Unlike most business environments, however, ITO
involves a very long term relationship with a supplier of out-
sourcing services. This also means that there is a wide range of
risks for ITO that need to reflect the dynamics of the arrange-
ment, the fast-paced IT industry and changes in people including
leadership, workers and customers. The risks (previously iden-
tified as pure risks) occurring in an ITO exercise are unique and
relate specifically to (1) the IT function itself (comprising oper-
ations and development of components), and (2) the ITO deal.

ITO arrangements represent promises between a buyer and sup-
plier of IT services over an agreed period. Along with this are the
associated contract risks over the same period. A contractual
agreement that benefits both the buyer and supplier of ITO ser-
vices, therefore, naturally also contributes to a successful out-
sourcing relationship. An essential component of this outsourcing
relationship is the governance of the ITO exercise. Inherent in
the governance activities are changes that need to be agreed and
subsequently made in the contract or agreement between the
parties. As result of inevitable influences from the dynamic busi-
ness and operating environment, changes need to be reflected in
the contracts. This governance process will ensure that both par-
ties continue to share maximum benefits and also an equitable
portion of the risks that manifest in the ITO exercise.
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In addition to a consideration of risks of contract amendments
and disputes leading to litigation, an increased understanding
of the different types of risks encountered by each of the con-
tracting parties would allow for more effective governance of
contracts, which mitigates the risks and balances difficulties
between the parties.

Before the risks in an ITO are discussed in detail, it is necessary
to establish a common understanding of several key concepts in
an ITO exercise. The most common of the concepts misunder-
stood is the ‘core competency’ argument and the risk elements
that are carried along with the use of this notion.

The IT function has a unique role in any organization, especially
in the current economy. It is different from any other function
within the organization. When it is outsourced special consider-
ation needs to be given to it.

Many managers, IT practitioners and researchers in this area
warn of risks when embarking on the outsourcing of the organ-
ization’s IT function. Part of the reason for this is because there
are very few data available on the organizations’ risk tolerance
(or ability to absorb the effects of risk) when embarking on an
ITO exercise. The innate inability to understand and subsequently
manage the risks involved is a factor that contributes signifi-
cantly to this hesitance. There is scant knowledge on the effects
of actions to mitigate risk exposure in an ITO exercise. Little
wonder, then, why many organizations remain reluctant to out-
source the IT function. It is often decided not to outsource the IT
function at all, or to take only partial measures, in which case
the benefits of outsourcing the IT function are often not fully
realized.

We know from the work done in the area of outsourcing that one
of the benefits accruing is the ability to move some of the oper-
ational risks encountered in the IT function from the buyer to the
supplier organization. This ability to shift the risks to an organ-
ization that is more capable of managing the risks is valuable to
the buyer organization. It allows the buyer organization to focus
on other tasks and frees resources that would otherwise have to
be allocated to managing the IT operations and associated risks.

The dominant sources of risk derive from information asym-
metry (between buyer and supplier), the inherent inability to
monitor the partner’s actions, and exogenous changes that allow
one party to behave opportunistically during the period of the
partnership. It is, hence, a gargantuan task to understand the
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causes, effects and nature of all the risks that manifest in an ITO
exercise. A selected portion of the risks in the ITO exercise is
highlighted in this book to illustrate very specific risks that play
a vital role in the decision to outsource the IT function. It is this
nature and behaviour of key risk elements that needs to be
addressed each time an organization outsources its IT function.
The risk elements deliver opposing results or yields, i.e. being
either constructive or destructive to the organizations that par-
ticipate in the exercise.

It is known that a certain amount of risk shifts from the buyer to
the supplier of outsourcing services. This is a phenomenon that
is taken advantage of most in a typical ITO exercise and is seen
as a benefit by the buyer of the services. The transfer of risks
between buyer and supplier occurs almost as soon as the out-
sourcing exercise commences. As would be expected, oper-
ational risks are transferred away from the buyer organization
as risks that accompany the IT operations. The supplier, on the
other hand, takes on the new operations and associated risks as
part of the agreement and is compensated through a service fee.

It is observed, however, that despite this obvious benefit, the
buyer organization often hesitates to shift the IT operations out-
side the organization for fear that the loss of control may be
unsustainable. The buyer is also often anxious over the uncer-
tainty caused by a range of new risks that it has to manage as a
result of the ITO exercise. The supplier, on the other hand,
appears willingly to absorb the operational risks, which con-
tributed to the reason why the buyer initiated the outsourcing
exercise in the first place.

These traits provide a background to interesting insights into
the management and nature of shifting risks both within and
between the buyer and supplier organizations. The final chapter
in this book highlights this phenomenon and includes an illus-
tration of a set of observable traits that exist between risk group-
ings when the IT function of an organization is outsourced.

Managers in the same organizations that purchase the use of IT
components argue that the in-house IT function not only com-
prises components that are often referred to as ‘commodity’
functions, but form an essential and strategic part of the overall
corporate strategy. The IT function, in this instance, differenti-
ates the organization’s services and products from those of its
competitors. The IT function is no longer a commodity but a
strategic component. As such, the IT function contains “secrets’
that are often not shared, to preserve the competitive advantage.
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The supplier of the IT function, however, has established a spe-
cial relationship with the buyer organization. Confidentiality
and security become very important as areas of high risk. This
relationship is more than that of a casual supplier; rather, one
where the integrity of the information and technology delivered
becomes vital. It is often argued that, unlike manufacturing
industry where products can be protected via legal instruments
such as patents, information flows are more difficult to control.
Fraudulent and criminal use of information is often difficult to
trace or police; and therefore the risk of sharing one’s informa-
tion with a third party is often viewed as an unacceptable risk.

In both these instances (commodity versus strategic roles), how-
ever, it is still quite plausible and conceivable that the use of the
concept of ITO along with its many variants, is able to deliver
significant and tangible benefits to both the buyer and supplier
organizations. The difference lies in the ‘integrity and reliability’
of the supplier as compared to an in-house maintained IT func-
tion. This difference is often observed as it becomes manifest in
the risk exposure and risk profile of the buyer and supplier
organizations. In this chapter, some of the fundamental ideas of
outsourcing of the IT function have been discussed; they need to
be understood in order to experience, identify and measure the
risks that manifest themselves in this environment. For it is only
when risks are quantified that they can also be mitigated in
order to enjoy the maximum benefits of true IT outsourcing.
This is discussed in Section II.
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Without measureless and perpetual uncertainty the drama of

human life would be destroyed.
Winston Churchill (1874-1965), British prime minister

Risks in IT outsourcing (ITO) are often the effects of a combination
of activities and events. These events can arise both at different
times and in different geographical locations. For example, an
event in the Head Office in Singapore last month could have very
significant effects on another event in Sydney, Australia, today
and affect another activity in San Francisco the following week.
Various methods and tools are used to help measure and quantify
these activities and events. The risk dimension signature (RDS)
instrument proposed in this chapter allows measurements to be
made from the various risk perspectives, and then graphically
illustrates the risk exposure values (or measured quantities) at
different points in time. The risk profiles that are depicted in the
RDS then become an essential part of overall risk management
methodology that allows the manager to understand risks more
completely and make informed decisions. RDS transforms risk
management from an academic or mathematical exercise into an
essential and practical tool.

Risks involve events that are characterized by probability and
uncertainty. They also stem from possibilities and indeterminate
paths as a result of random events. We know that ITO is charac-
terized by:

e multiple variations in outsourcing models (Chapter 1); and
e the two very special roles that the IT function plays in an
organization (Chapter 2).

This, combined with the complexities of both the buyer and sup-
plier organizations in a synergistic, long-term relationship, cre-
ates an environment that is full of events and ‘risk fertile’, or full
of risks.

Measurement activity to capture these risks is more complex than
ever before, partly as a result of the intricacies involved with
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Figure 3.1
Managing risks in
an IT outsourcing
environment

available options and volumes of information flows that power
today’s fast-moving organizational processes. The probability of
an event happening, whether with good or bad consequences, is
never predictable to any degree of certainty. In fact, uncertainty in
the economy, in technology, in business and in politics has made
forecasting based on probabilities quite futile and, sometimes,
even counter-productive.

In order to understand risks, however, detailed observation and
measurement is mandatory. So the first step in the process is to be
able to take measurements and to illustrate the results in a way
that is meaningful to the ITO manager or practitioner. If the risk
characteristics that are expressed in the specific ITO assignment
can be measured, activities to mitigate the risks can be put into
place for selected risks. A simplified step methodology involving
three basic steps, Measure, Understand and Mitigate (MUM), as
illustrated in Figure 3.1, is used to show the three fundamental
phases that are used to address risks before a more comprehen-
sive risk management method is used.

Measure

////

‘ Understand

Mitigate '\

Obviously a complete risk management methodology is com-
prehensive but the MUM method addresses the need to quickly
depict and address urgent risks and allows plans to be effective
as critical risks will need to be addressed urgently. Therefore more
detailed risk management methods should be used in conjunc-
tion with the three phases proposed. This approach is designed to
be short, and to be as practicable as possible for easy use. Given
these assumptions, it should also be used in conjunction with
organizational communications that include policy making, suit-
able controls and the promotion of risk awareness programmes
(see also samples of widely accepted risk management models
in Figures 3.5 and Figure 3.6). These items or activities form part
of the overall risk management plan (see Chapter 6).
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3.1 Risk definition

For simplicity, many scholars and researchers agree to define risk
in an ITO scenario simply as the possibility of loss or injury.
Risks begin as a direct consequence of negative outcomes. Risks
are also formed as an extension of factors leading to negative
outcomes. Risks refer either directly to:

e negative outcomes; or
e factors that lead to the negative outcomes.

Negative outcomes include shortfalls in systems performance.
For example, in the case of a software development project, poor
systems performance could take the form of disruption of service
to a customer that depends on IT to support a particular business
process function. In an ITO exercise, hidden costs (described in
Chapter 2) and loss in innovative capacity would constitute
examples of poor systems performance. Factors that lead to these
negative outcomes include, for example, a continuing stream of
requirement changes or personnel shortfalls in a systems devel-
opment context. In an ITO project, lack of upper management
commitment to the exercise or inexperienced staff and business
uncertainty are clearly factors that lead to negative outcomes.
The existence of vague links between the outcomes and contribu-
tory factors does not make the understanding of risks any easier
or measurement more straightforward.

Risks can be quantified as expected potential loss. To do this, the
expected potential loss from outsourcing is reckoned as the
product of two variables, the magnitude of the exposure and
the probability of loss.

3.2 Investigating risk

Risks are classified as either speculative or pure risks. Speculative
risks (e.g. gambling) offer both the potential for gain and the
potential for loss, for example in investment in stocks. Pure risks,
the kind that occur in an ITO exercise, do not necessarily result in
losses, but they never result in gains and are, for the most part,
unwanted.

To reduce the loss or mitigate risks, efforts are focused on redu-
cing the probability of the undesirable event itself through, for
example, the use of penalties compensating for delays in system
delivery. The probability of occurrence of an undesirable out-
come is estimated on the basis of historical data. Probabilities
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are often, however, difficult to determine merely on the basis of
past performance. In the case study example in Chapter 8, it is
obvious that the probabilities estimated by the ITO team represent
quantitative data based on collective experience.

Intrusive factors (exogenous and
endogenous risks)

Further, a distinction that could be made in risk types is the clas-
sification of endogenous and exogenous risk. A risk is classified
exogenous when an undesirable event occurs beyond any form
of control and is not affected directly by any actions. Examples
are earthquakes or typhoons. Endogenous risks are those that are
dependent directly on people actions. An automobile accident is
an example of risk where a large portion of the risk is endoge-
nous. The probability of a virus attack is significantly influenced
by the user’s behaviour and software use (endogenous). The PC
user controls part of this risk by deciding to expose corporate
networks through unwanted links on the network. To mitigate
this risk, users are informed of the areas they can control and are
advised on more restrictive practices to adopt when surfing the
Internet and performing downloads.

In a business environment, the dynamics of risk exposure can
be, and are, influenced by many variables. The magnitude of
these variables, in singular or group form, collectively deter-
mines their relevance. For example, the effects of risk on the
finances of an organization can be influenced by its shareholder
structure, the business environment (which determines the
amount of investment), the technology environment (which
determines the capability of performing selected functions) and
the competitive environment (which determines its products,
delivery and organizational structure). These factors ‘intrude’
into the outsourcing environment. It has been shown that these
‘intrusive factors’ contribute to the risk profile of the outsourced
operation.

Risk dimensions are affected at different levels by external
(exogenous) influences of “intrusive factors” discussed earlier as
well as internal (endogenous) influences. An example of the
influences impinging on risk factors is illustrated in Figure 3.2.
Environmental and business risk in the case study (see Chapter
8) for example, derives from external influences, discussed in
detail here. The organization’s strategic, legal and informational
risk profiles are influenced most significantly by a mix of both
internal and external influences.

—p—



Chap-03.gxd

3/1/05 12:31 PM

Figure 3.2

Example of

mapping internal
(endogenous) and
external (exogenous)
influences with risk
dimensions (Tho,
2004)

Figure 3.3
Operations and
relationship risk
(Tho, 2003)
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Stakeholder (buyer/supplier) risk dimension influence sources

External influence

Internal influence

Operational and relationship risks

There are two main angles from which risk that is inherent in an
ITO arrangement is viewed. The first is the operational risk that
involves undesirable consequences deriving from the operations
of IT in the organization. The second form of risk stems from the
relationship between the buyer and supplier in the form of oppor-
tunistic behaviour by the supplier who takes advantage of a
long-term and ambiguous contract (see also Agency Theory in
Chapter 4). Both these risk types are illustrated in Figure 3.3.
A significant portion of the operational risk is passed on to the
supplier as the IT function is outsourced while the relationship
risk remains with the buyer. Unlike operations risk, the relation-
ship risk is ‘bi-directional’. In this instance, the risk exposure
relating to the relationship can be passed back and forth
depending on the situation and the ‘bargaining power” of both
the contracting parties at that time. The relationship risk shifts
from buyer to supplier and vice versa.

Buyer Supplier
‘Pass on’

‘Bi-directional’
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Further relationship risk exposure from the outsourcing deal
includes some common areas such as:

misaligned incentives between supplier and buyer;
insufficient investments from the participants;

market failures from private information not shared;
ineffective bidding mechanisms;

inappropriate use of confidential information;

supplier hold-up, expropriation and loss of bargaining
power; and

e supplier’s private information about its capabilities.

This list above contains many of the salient features but is by no
means exhaustive. In order to examine the risks inherent in an
organization that is considering outsourcing its IT function,
the elements that contribute to the risk in the ITO environment
need to be explored. (See also Agency Theory and the Winner’s
Curse phenomenon in Chapter 4.)

The scope of outsourcing includes strategic IT functions together
with value activities that differentiate the organization from its
suppliers. As suppliers provide competence in new technologies
and access to better IT professionals, these elements contribute
strategically to the buyer’s organizational value chain. The
expanded role of outsourcing relationships includes relatively bet-
ter services and financial performance, and new lines of business.
Elements of the e-commerce value chain, including strategy, sys-
tems development and integration, payment processing, market
design, advertising and customer management, as well as devel-
opment of the physical network and web-hosting, are outsourced.

In the ITO scenario, risk carries functions of multiple variables,
mathematically expressed as:

Risk = fn(governance, (un)certainty, competitive environment,
organizational interconnectedness)

In a ‘cause and effect’ situation, risks also play a role in the effects
of activities engendered by the outsourcing of the IT function.
Risks in this instance are concerned with the effect of governance,
uncertainty, competitive environment and organizational inter-
connectedness (Clemons, 2000). The point raised here is that risks
in the ITO exercise appear to have a direct relationship with a set
of causes. It is argued that, while some arguments for ITO are
intuitively appealing at an analytical and general level, they
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remain simplistic in practice because they do not account for the
complexities that permeate the management of information
resources and risks (Earl, 1996). Some different models are exam-
ined in the following sections.

3.3 IT outsourcing risks (causes and
effects)

A primary driver or determinant of risk originates from the lack
of information (information asymmetry) in the precontract phase,
followed by an inherent inability to accurately monitor the other
partner’s actions. Further, the conditions of an outsourcing con-
tract allow either the supplier or the buyer to behave opportunis-
tically. Uncertainty, competitive importance and organizational
interconnectedness are the other contributory drivers of risk in
an ITO exercise. The ‘cause” groupings for risks in ITO derive
from inabilities to optimally manage the agreement and its sub-
sequent change in line with the evolution and heterogeneity of
the IT function.

It has been consistently argued that large, vertically integrated
organizations need strategic outsourcing measures to remain
competitive, especially in highly contested and fast-moving mar-
kets. In a causal chain of events, there are observable causes for
risks and, equally, measurable effects should the risks occur. The
‘cause’ is a situation that exists that sets up a potential risk. The
cause of risks can be proactively managed. The effect(s) of risk are
the likely outcomes if the risk occurs.

In any outsourcing exercise, risk is an essential and critical com-
ponent of the formulation of decisions and in the mitigation of
its undesirable consequences. In the outsourcing of the IT func-
tion, some of the more well documented and major risks involve
escalating costs, diminishing service levels, loss of expertise, and
contract irreversibility.

Some of the ideas developed in the context of a causal reasoning
framework, which is investigated and introduced here, are sum-
marized in Figure 3.4. In this illustration, we assume that the
risks in an ITO exercise are caused directly by a set of risk drivers
and have a set of effects that are experienced within the organi-
zation. In this instance, multiple risk dimensions are possible.
The risk types could then lie dormant indefinitely or become
manifest in the ITO project. The risk outcomes become the risk

exposure for the organization.
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Risk Causes

A risk category” or
A risk dimension*

*(multiple dimensions

are possible)

Risk Effects

~

<+ IT outsourcing risk drivers ’

If
RISK, p, occurs
then

False Risk, p, remains
dormant

**Note: Risk outcome/
Exposure equations from
Aubert et al., 1998; Boehm,
1991

Risk outcome**
(pm) = Pr(pm) X Loss (pm)

<+

-

Figure 3.4 Causes and effects of risks in the IT outsourcing exercise (Tho, 2004)

Causality and random activity concept

The causality and random activity concept is of particular
importance when determining risks and risk exposure values.
Risks should not be dismissed or abandoned on the basis of
ambiguity or ‘randomness’ of risks. One of the most distinctive
philosophies of the ancient Greek philosopher and scientist,
Aristotle (384-322 BC), was his notion of causality where each
action or event has more than one ‘reason’ that helps to explain
what, why, and where things exist. The initial design and thought
behind the RDS tool and the research method used was to capture
the risks following logical classification into various dimensions.

Following an early view on the subject of causality, the cause of
any event is a preceding event or events, without which the event
in question would not have occurred. If this rather mechanistic
view of causality is translated into context then all the previous
actions and events in an ITO exercise would constitute the com-
plete cause of the outcomes of the exercise. It is shown that these
effects do not translate into or summarize the risk dimensions that
are formulated during the RDS creation exercise. Further investi-
gation in this chapter reveals that the theory of causality breaks
down as soon as the inherent complexities in organizations with
an intricate set of interdependencies are taken into account.
Some of the logic breaks down as soon as random occurrences
arise within the framework. Illustrations of the agency theory
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and simple game theory, discussed in Chapter 4 on the under-
standing of risk measurements, provide some clues to this end.

The philosophy of causality supports determinism; that is every
event has a cause, and the event follows invariably from the cause.
This thinking, however, denies the element of chance or contin-
gency. It also does not take into account free will in humanity
and the interplay between the sometimes illogical actions of
human beings. It is opposed to indifferentism, or indeterminism,
which maintains that preceding events do not and cannot def-
initely determine subsequent ones. Because determinism is gener-
ally assumed to be true of all events except volition, the doctrine
is of greatest importance when applied to ethics.

Philosophers deny the ultimate reality, or at least the fundamental
validity, of the causal relation. Henri Bergson (1927)! for example,
maintained that neither ultimate reality nor life is bound by exact
causal sequences. He propounds that a process of growth takes
place in which the unpredictable, and therefore the uncaused, con-
stantly occurs. No exact repetition happens in real time; and
where there is no repetition, there is no cause, for cause means that
the antecedent is repeatedly followed by the same consequence.

The risk dimensions and RDS formulated identify classic reasons
for more work to be done on the relationships between risks
dimensions arising in the outsourcing of the IT function as well as
major management decisions in today’s business environment.

Before the RDS can be used effectively, the direct influences of
the operating environment need to be understood. Both exogen-
ous and endogenous risks are accounted for with the method
proposed. The participants in and stakeholders of the ITO exer-
cise have information on risks as a perceived set of losses and
probabilities. This information is collected and then illustrated
using the RDS.

3.4 Measuring risk exposure

Risk exposure has been defined as the extent and probability of
an undesirable outcome. If the probability is small, i.e. nearly
zero, the risks can be described as almost dormant as they seldom
become manifest in the ITO exercise (see the right hand side of
Figure 3.4). If a risk type occurs regularly (the box in the lower
half of the figure), then it is often recognized as a ‘common’ risk

1 Nobel Laureate, Nobel prize in Literature, 1927. Found on-line on
http://www.nobel.se/literature/laureates /1927 /
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type. Common risk types have been documented as categories of
risks or risk dimensions.

Quantifying risk exposure

There is a common understanding on total risk exposure at a
given point in time: it is the mathematical sum of all the risk
exposure values. If, however, the risks are classified into differ-
ent categories, then the sum of the risks occurring in all the cat-
egories represents the total risk exposure at a given point in
time for the ITO exercise.

The risk exposure is described as the product of the probability
and the magnitude of the undesirable outcome from the relation-
ship, as expressed in the equation below.

RE = Pr(UO) X L(UO)

where RE is the risk exposure; Pr(UO) is the probability of an
undesirable outcome; and L(UO) is the magnitude of loss due to
the undesirable outcome.

Considering the variables in the equation above, if the probability
(of loss) values were held constant then the risk exposure would
be proportional to loss, and vice versa. Practically, however, nei-
ther variable (the magnitude of loss nor the probability of loss)
is constant over a period of time. So, the total risk exposure for
the ITO exercise over time is dynamic (i.e. it changes over time).
At any point in time, however, it is the sum of all the risk
exposure (RE) values for all the risk elements experienced in
the project. Over time, the total risk exposure is represented by
the following equation.

Total risk exposure = Total (Probability of loss X
Magnitude of loss)

x—ox X—00

>_ Risk Exposure =Y Pr(UO) - L(UO) (3.1)
x=0 x=0

where Pr(UO) - L(UO) are the individual risk exposure elements.

Risk exposure (RE) boundaries

The probability values provide the parameters that establish the
extremities of the equation. The smallest and largest values of
probability are zero probability (no chance of occurring) and
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full probability (definitely occurring). Since the maximum pos-
sible value for Pr(UO) is a certainty that the undesirable outcome
(UO) will occur, then Pr(UO) = 1. This implies that the max-
imum, theoretically possible, value of loss due to the undesirable
outcome is always less than or equal to the mathematical sum of
all possible magnitudes of all the risk elements.

X — X —
Eo Risk Exposure = Zo Pr(UO) - L(UO),,.., (3.2)
x= x=

To simplify the equation to a single variable for discussion, both
the maximum and minimum values for the probability of loss
are taken:

x— o xX—®

> Risk Exposure__ = > 1-L(UO)_. Maximum Value
x=0 x=0
xX— o

> Risk Exposure ., =0 Minimum Value
x=0
(3.3)

Therefore, given the range of values of probabilities from zero
through to a unit (1) it can be reasoned that the total risk expos-
ure is equal to or less than the sum of the total magnitude of loss
as a result of undesirable outcomes, illustrated by the next equa-
tion below. The maximum value is, theoretically, infinite.

At one selected point in time,

X—® X—x
XZ:O Risk Exposure < x;o L(UO) (3.4)

This equation is significant as it describes the relationship
between the total risk exposures in an ITO exercise relating to
the maximum possible risk exposure values. There is an element
of time, in combination with multiple values of loss as a result of
risk. An infinite value of total risk exposure is mathematically
possible but, practically, is also improbable. By implication, there-
fore, there must also be a finite number of influences and risk
elements that are experienced in an ITO exercise at any single
point in time. An infinite number, although theoretically pos-
sible, implies again an infinite risk exposure value — a subject for
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another book. The risk exposure would otherwise have no theor-
etical limit, i.e. infinite value represented by:

X —

Z;O L(UO) (3.5)

In the next section, the possible values for the risk elements are
discussed, these values being based on the assumption just made.

3.5 Examples of risk management models

Figure 3.5

Sample risk
management model
A (Source: adapted
from the US
Government
Accounting Office
(GAO) document
GAO/AIMD-00-33
Information Security
Risk Assessment,
1999.)

There are numerous risk assessment and risk management
models. Two extensively used examples are illustrated here to
show commonality in some of the components in the latter. The
first example is the model used by the US Government Account-
ing Office for the management of IT risk (US GAO, 1999). A
sample risk management programme is illustrated in Figure 3.5.
This model involves an iterative loop that starts with risk
assessment (the upper box in Figure 3.5).

Assess risk
&
Determine needs

Implement Policies Monitor
& &
Controls Evaluate

\\A Promote /

awareness

Risk assessment involves identifying possible risks and deter-
mining the needs of the particular situation wherein the risk
management methods are used. The process then continues with
implementation of policies and controls, followed closely by the
promotion of awareness of the same risks within the working
group or organization. Both awareness and policy actions will
be targeted towards mitigating the effects of the risks, should they
occur. In an ITO exercise, the same risk assessment and manage-
ment model is applied. The model assumes that the risks experi-
enced in the exercise are mitigated through a series of actions.
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Sample risk
management model B
(Source: Adapted and
simplified from KPMG
Risk Management
methodology [Donner,
20017
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Risk management elements in this model include establishing a
central management focal point, implementing appropriate
policies and related controls, promoting awareness, and monitor-
ing and evaluating policy and control effectiveness. After risks
in an ITO exercise are identified, the appropriate monitoring and
evaluation activities work in conjunction with the appropriate
governance structures to manage risks. In a mature governance
model, policies and controls can be implemented in order to
streamline the tasks of risk mitigation.

The second model is used by the organization KPMG?, and is pub-
lished as its ‘risk maturity framework’. The activities and compon-
ents are very similar to those of the previously mentioned US
Government Accounting Office model. Both models contain elem-
ents of determination of risks, followed by measurement and
monitoring, then a process for implementing controls and pol-
icies. The risk plan or strategy incorporates the overall organiza-
tional strategy, which encompasses all the steps outlined above.

Risk strategy STEP 1

Risk structure STEP 2

Risk measurement & Mentoring STEP 3
Risk portfolio management STEP 4

The model described in the framework proposed by KPMG
appears to take on three active approaches. This includes the
reactive, tactical and strategic stance that an organization can
adopt as its risk management approach.

Each of these positions will have a plan or approach to risk
management that includes the following:

e A risk strategy for associating and managing risks based on
the organization’s business strategies.

e A risk structure that supports the risk strategy and provides
for accountabilities in the structure.

2 KPMG is an international professional services organization that provides

risk advisory services
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e Measurement and monitoring that establishes measurement
criteria and continuous improvement.

e Portfolio management for identifying, assessing and categor-
izing risks across the organization.

e Optimization to balance potential risks against opportunities
within the established portfolio based on the organization’s
tolerance for risks.

The two models describe a very similar methodology and
approach to managing risk. The relationships between the vari-
ous actions and risk-mitigating activity are monitored as a whole;
the risk-reducing effects of one set of risks can often be observed
to affect another set of risks. A key point that is raised is the meas-
urement and monitoring of risks using specific criteria from a
central component of the risk management models.

The model by KPMG extends the ‘actions” component by pro-
posing three types of reaction to risk including reactive, tactical
and strategic action plans. These plans, however, are all also
dependent on the measurement of risks and risk exposure. The
issues arising in the measurement of risks are illustrated in the
following section.

3.6 Difficulties in measuring risks and
risk exposure

Reliably assessing outsourcing risks can be more difficult than
assessing other types of risks. The elements that contribute to
the causes of risks are extremely variable in this environment.
Project requirements (IT), environment (people) and technology
change more quickly in this environment that in any other given
the intensity of development in this area (see The role of IT in the
organization, Chapter 2). This results in significant shifting in
risk profiles for both the supplier and buyer. The lack of reliable
and current data makes the determination of outsourcing-risks
estimates inconsistent. Risk controls and their extent are often also
questionable for the same reason. Because of these limitations, it
is important that organizations identify and employ methods that
efficiently achieve the benefits of risk assessment while avoiding
costly attempts to develop seemingly precise results that are of
questionable reliability.

Risks in ITO are often neglected because the effects are not felt
by the IT department or the designated area responsible for the
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operation of ITO. For example, financial risks are sometimes
just ignored because the Accounting and Finance department is
responsible. Environmental risks that include the effects of com-
petitors, suppliers, and, simply, the operating environment, are
also often not considered, simply because they are not included
in the purview of the manager’s responsibility.

Risk factors are also constantly changing. In an ITO environment
where technological change is very rapid and market volatility
is high, efficient capacity planning and utilization of internal or
fixed assets, for example, need a significant amount of organiza-
tional effort. When considering outsourcing elements of the
organization, it is this very nature of the effects of risk that must
be analysed to be understood and subsequently managed.
Delimiting all the ways the possible risks can occur is seldom
easy, just as determining the probability of loss is not straightfor-
ward. The difficulties are often attributable to problems in obtain-
ing accurate data on probabilities and costs associated with
outsourcing risk factors.

The probability of occurrence of an undesirable outcome can be
estimated on the basis of past performance characteristics of the
risk element, or subjective probabilities already assessed.
However, in several areas, probabilities are impossible to assess
on the basis of past performance. Consequently, risk assessment
methods adopt the approach of approximating the probability
of undesirable outcomes by identifying and assessing factors
that influence their occurrence. In a software development con-
text, for instance, factors belong to five broad categories: techno-
logical newness, application size, lack of expertise on the part of
the software development team, application complexity, and
organizational environment. The degree to which each factor is
present in a software project will contribute to an increase in the
probability of the occurrence of an undesirable outcome.

3.7 Measuring IT outsourcing (ITO)
risks by group/category

There are various models and methods available for assessing
and managing risks, as discussed previously. The scope of the
analysis and the amount of resource to be expended varies
depending on the type and extent of the assessment to be made.
The availability and reliability of data on risk factors and their
effects also contribute to determining the type of risk analysis
method to be used.
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The basic concepts generally involve estimates of the monetary
cost of the effects of risk and risk reduction techniques based on:

e the likelihood that a damaging event will occur (probability);
e the costs of potential losses (loss quantum); and
e the costs of mitigating actions that could be taken.

Reliable data on likelihood and costs are often not available and
there needs to be a ‘feel” of the risks involved as well as the
extent of risk exposure that must be borne by the organization
in the outsourcing exercise. A qualitative approach can be taken
by defining risk in more subjective and general terms such as
high, medium and low risk. In this regard, qualitative assess-
ments depend more on the expertise, experience and judgement
of those conducting the assessment. It is also possible to use a
combination of quantitative and qualitative methods.

The grouping of risks into categories® or dimensions is not a
new concept. Risk grouping or the classification of risks in a
similar category is routinely applied and an integral part of the
insurance industry for the purposes of quantifying risks and
subsequently defining the insurance premiums to be charged.
Actuaries use risk classification to price and design financial
security systems. The concept of representing and illustrating
the effects of risk in an exercise to outsource the IT function is a
derivation of this idea. Risk grouping has the intention of pla-
cing individual risks bearing reasonably similar expectations of
loss in a group or class of risks. This exercise estimates risks
from probabilities associated with the occurrence, timing and
magnitude of events using concepts borrowed from the insur-
ance industry in its classification of risk profiles.

The term causality referred to above is not used in the strictest
or rigorous sense of cause and effect, but in a general sense, i.e.
where there is a plausible relationship between the characteris-
tics of a risk grouping and the hazard for which an outsourcing
activity or task is provided. For example, outsourcing the main-
tenance of the customer database would not by itself cause loss
of privacy or data, but it does bear a reasonable relationship to
the risk hazard of operational risk, and thus would be a reason-
able basis for grouping risks for the outsourcing of the IT func-
tion. The concept is nevertheless important when considering

3 American Actuarial Standard of Practice (ASOP) No. 12, (1990), Concerning
Risk Classification, Actuarial Standards Board (ASB), 15th January, 1990
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the individual elements of risk categories (see also the Case Study
example in Chapter 8).

Considering types of risk will help in classifying them into groups
(i.e. categories or dimensions) as a method of quantifying, reduc-
ing or simplifying the many risks in any particular outsourcing
arrangement. This is not to say that risks are going to be ‘boxed” or
can be encapsulated into categories, as this would be grossly mis-
leading. The intention, however, is to be able to simplify the
understanding of all of the risks that occur during the different
phases of an ITO exercise in order to be able to manage, manipu-
late and reduce the effects of risks. By classifying risks in specific
groupings, the risk landscape will be more easily understood.

3.8 So why group risks?

It is both impossible and unnecessary to predict what the experi-
ence would be for individual risks in all activities concerned in
the outsourcing of the IT function. There are a finite number of
risk elements that contribute to the total risk exposure in an ITO
exercise. In addition, if the occurrence, timing and magnitude of
an event were known in advance, there would be no economic
uncertainty and therefore no reason for management of uncer-
tainty. Predictions of risk experience in ‘groups or classes of risk’
provide a sufficient compromise, as data on experiencing indi-
vidual risk elements are not deemed to be accurate.

Associating similar risk types

Estimates are typically made through the use of past experience,
coupled with projections of future trends, for groups with simi-
lar risk characteristics. The grouping of risks with similar risk
characteristics builds and maintains an equitable system regard-
ing the pricing system that determines insurance premiums.
This concept of grouping of risks to determine averages and the
application of these averages is also used to classify risks in the
determination of risks for the outsourcing of the IT function.

A difficulty in risk classification derives from trying to handle
issues of ‘fairness” and ‘similar risk characteristics’. The assump-
tion, based on experience, is that every outsourcing activity,
individual, business (even within one industry group), and out-
sourcing contract is unique. This makes any particular risk clas-
sification process unworkable to the extent that the risk
classification process attempts to identify and measure every
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characteristic of every activity engaged in by the organization.
On the other hand, as there are differences in risk characteristics
between contracts and between businesses that bear signifi-
cantly upon cost, to ignore all such differences would be
‘unfair’. These issues compound the difficulty surrounding risk
classification as it is not clear where lines should be drawn.

Evaluating over time

Defining the uncertainty of an occurrence and of its timing,
and of the magnitude of a particular event, albeit in this process
with a price peg, does not make the unquantified known;
nor need it. By outsourcing the IT function, the organization
assumes the financial uncertainty. It is not able to ‘fix” the occur-
rence or the magnitude of a specific risk merely because it
assumes that risk. With a price tag on risk, it would be easier
to make decisions during the process of evaluating options
in the outsourcing exercise. One way to estimate a price is to
rely exclusively on heuristics, i.e. experience, insight and judge-
ment concerning the nature of the particular hazard involved
and the exposure to loss. This method is not optimal but reveals
the ‘recentness’ of the concepts in complete outsourcing of
the IT function (historical data are scarce, and often do not
even exist). A more critical approach would be, theoretically,
to observe the actual losses associated with the risk over
an extended period of time. The nature of the risks identified
here is unique. Hindsight often suggests there is little or no cost
as the individual risk within the IT environment moves to a
likely or even certain eventual realization. Hazards change so
rapidly over the period of observation that the information
obtained by past observations may not be applicable to the cur-
rent or future exposure to financial uncertainty. The develop-
ment of IT and the changing nature of this industry are a subject
of a separate discussion.

Considering risk characteristics
and focus

An alternative method of grouping risk would be to observe the
losses associated with groups of individual risks with similar
characteristics, which frequently can be done over a more
acceptable period of time. The notion of risk groups is identified
with this concept. While any individual risk in a given class is
no more predictable than it was before the transferring or pool-
ing of the risk occurred, a reasonable price may be established
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by observing the losses of the group of risks and relating the
price to the average experience of the group. Perfect conditions
are seldom achieved. The risk characteristics defined here hence
reflect both observed fact and informed judgement. The method
used to collect data on the probability and magnitude of loss is
described in the next chapter.

Risk classification

Risks encountered in the outsourcing of the IT function and their
effects on the organization such as higher cost levels, degraded
service levels and loss of expert resources have been identified
from past experience and discussed in various formats as well
as in the literature. It is recognized that the probability of occur-
rence and loss resulting from the undesirable outcome can be
effectively mitigated by early identification of the risk areas and
formulating specific strategies. Risk mitigation therefore actively
seeks to reduce undesirable consequences by implementing risk-
reducing measures and disaster-recovery plans already in place
for rapid deployment.

Insurance, for example, is commonly used to mitigate the eco-
nomic uncertainty associated with chance occurrences. ‘Insurance
exchanges the uncertainty of the occurrence, the timing, and
the financial impact of a particular event for a predetermined
price.” (Actuarial Standards Board, 1989; American Academy of
Actuaries, 1980, p. 2.)

Risk classification is used to group individual risks having
reasonably similar expectations of loss. It is important to note
that the determination of an average experience for a particular
class of risk is not the same as predicting the experience for an
individual risk in the class. It is not humanly possible and is,
arguably, unnecessary, to predict experience for individual
risks. In this exercise, the risk groups or classes occurring in the
outsourcing of the IT function are brought together. Observation
of interaction between the risk groups are then used to derive
strategies for maintaining an ‘equal’ risk profile based on
acceptable levels of risk or acceptable tolerance levels for the
particular exercise.

The classifications of risks are used to illustrate, for example, the
risk groupings and negotiation strategies between the buyer
and supplier. Information on the interaction of risk groups
becomes input for the initial decision to select a suitable out-
source supplier. It is also important that this information is
available for decisions on ongoing governance of the ITO
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3.9

arrangement. A point of equilibrium in the risk profiles is
sought. In this exercise, the organization’s tolerance for risk and
compromises can then be supported by a set of tangible risk
profiles, which are discussed in this chapter.

Identifying risk groups for

IT outsourcing (ITO)

If risks are to be grouped, the next task is to identify the risk
groups that should be used. Although the risks identified in the
previous section specifically address some risk areas, larger risks
groupings have been identified through the use of subject head-
ers such as financial, business, technical, strategic, operations,
and political areas of risks (DiRomualdo and Gurbaxani, 1998).
The risk groups observed earlier can be classified under finan-
cial risk and operational risk types. Business, strategic, and
political risks have involved new business start-ups, process
re-engineering, refocus on the client’s core competencies, assis-
tance in managing mergers or globalization, and diminishing the
often political debates about new IT projects (Sobol and Apte,
1998). The technical risks commonly offered have included
access to expertise, improved services, new technologies, and
technological innovation (Kern and Willcocks, 2001). The risks
often accompany benefits in similar situations and similar areas.

For use in an ITO project for example, list of risk categories will
be determined. This list is specific to and characteristic of the
ITO project. Risk profiles of all ITO projects differ. The approach
normally used is to group risks by proposing frameworks that
segment the types of ITO related risk for analysis (Clemons,
1995; Earl, 1996).

Recommended risk groups/dimensions

A common set of eleven risk elements or areas that are most
exposed or prone to undesirable outcomes were used. These
areas appear in the majority of ITO projects; they are listed on
the left of the table in Table 3.1. For the purposes of describing
the risk groups accurately, the term risk dimensions is used.

Along with these risk elements, the risk groups* are arranged in
a matrix. The technical risk group for example, covers elements

4 Which can also be called risk categories or risk dimensions with
synonymous meaning
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Table 3.1 Example of mapping risk elements into categories or dimensions (Tho, 2004)

Risk elements (Source: Earl, 1996) Risk categories/Dimensions

Technical Financial Legal Operational Business Environmental Information Strategic

Possibility of weak management v

Inexperienced staff

Business uncertainty v v

Outdated technology skills v

Endemic uncertainty v v
Hidden costs v v

Lack of organizational learning v

Loss of innovative capacity v

Dangers of eternal triangle v v
Technological indivisibility v v
Fuzzy focus v v v v

AN NN NN

Risk elements (Source: Earl, 1996)
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like outdated technology skills, loss of innovative capacity
and technological indivisibility. As each risk group is mapped
against the elements shown in Table 3.1, the accuracy of the risk
groups is verified. For each risk group proposed, each of the risk
elements is cross-checked against the others. This approach
assists in quickly identifying possible risk groups or dimen-
sions. There is only one checkpoint for the business risks cate-
gory. The data here suggest that this category would capture the
‘other’ risk factors that would arise in the data collection of risk
elements.

The same risk elements, once identified, enable actions to be
taken that mitigate risks. This adds a focus to the possibilities of
failure on the decision on whether to outsource or not. The risks
of not outsourcing, interestingly, carry similar risk factors. The
focus is on the risks of outsourcing of the IT function. These risk
areas can also be mapped into the categories or dimensions pro-
posed in Table 3.1.

Risk categories and risk types vary between projects. In another
project for example, ten groupings of risk identified were finan-
cial, technical, project, political, contingency, non-use, internal
abuse, external abuse, competitive, reputation, and governmen-
tal. These risk groups are, again, collections of risk elements of
similar nature. In this example ideas of possible trade-offs
between the risk areas or groups was raised. This is an impor-
tant assumption that is carried forward in the development
of the interrelationships between such risk groups. These
groups can be mapped into the eight that have been proposed in
Table 3.1.

In considering the risk dimensions, the ability to predict and
anticipate an undesirable event occurring is important since the
consequences of this event are irreversible. Proactive action can
be taken by focusing on the data that are used to determine the
events or activities that influence these probabilities. For example,
by choosing a reputable supplier, the outsourcing project has a
lower probability of failure.

Technological newness, application size, lack of expertise on the
part of the software development team, application complexity,
and organizational environment have been contributory events
to the possible failure of software development. The extent of
influence of each event in a software project will contribute to
the increased probability of the occurrence of an undesirable
outcome (that is, project failure).
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3.10 Visualizing risk patterns from
arbitrary risk dimensions

The task of presenting the risk data in a meaningful and easily
understandable format needs to be addressed to assess the risk
profile. To do this, the information on the probability and risk
exposure form data points that are plotted along multiple
risk dimensions.

Linking risk dimensions with operational
and relationship risks

A summary of the risk dimensions based on previous work in
the area of unwanted outcomes is then distilled down to costs
and changes in scope, which leads to the following eight risk
groups along three risk dimensions (i.e. financial, operational
and legal) proposed in Table 3.2.

Table 3.2 Proposed risk groupings for IT outsourcing based on evidence of loss as a result of risk
elements described in this section

Dimension

Description Characteristic Influence

C1

C2

C3

C4

Technical Possible loss from the use of existing and new technology Internal

— Complexity of the new and emerging technology
and interfaces

— Uncertainty

— Technological discontinuity

— Task complexity

Financial Possible loss from unbudgeted events Internal

Legal

— Lack of experience and expertise of the enterprise
with the activity

— Lack of planning and inaccurate budgeting

— Uncertainty

Possible loss from legal disagreements or legal challenges External/

— Lack of experience and expertise of the enterprise internal
with the activity

— Lack of experience of the client with outsourcing

— Uncertainty about the legal environment

Operational Possible loss from poor operations quality or mishap Internal

— Lack of experience and expertise of the client
with contract management
— Measurement problems
— Lack of experience and expertise of the supplier
with the activity
continued
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Table 3.2 continued

Dimension  Description Characteristic Influence

C5 Business Possible loss from adverse changes in business External
— Asset specificity
— Small number of suppliers
— Scope
— Interdependence of activities
Ceé Environment  Possible loss from factors external to organization External
— Measurement problems
— Lack of experience and expertise of the organization
and/or of the supplier with OS contracts
— Poor cultural fit
C7 Information Possible loss from insufficient or inaccurate information External
— Interdependence of activities
— Lack of experience and expertise of the supplier
with the activity
— Supplier size
— Supplier financial stability
— Measurement problems

— Task complexity

C8 Strategic Possible loss from errors in direction or tactical mistakes Internal/
— Loss of organizational competency external
— Scope

— Proximity of the core competencies
— Interdependence of activities

Financial risks

1. Management costs (unbudgeted /unbudgetable transition costs)
2. Lock-in (switching costs)

3. Hidden costs (uncertainty and absence of complete information)
4. Increased cost of services.

Operational/Legal risks
5. Contract amendments
6. Disputes and litigation
7. Loss of competency(ies)
8. Service debasement.

lllustrating risk exposure

In this example, taking the eight risk groups proposed and illus-
trated in Table 3.2, and values for the probability of an undesir-
able outcome as well as loss due to the undesirable outcome, we
derive the sample data illustrated in Table 3.3.

—p—



Chap-03.gxd 3/1/05

12:31 PM

Page 87

——

Measuring Risks in IT Qutsourcing

Table 3.3 Sample data for measurement of risk exposure
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Risk exposure 14 18 29.25 27.5 21 19.2 28.8 24.5
Probability 4.5 6.5 5.5 3.5 4 6 7
of undesirable
outcome
Loss due 4 45 5 6 4.8 4.8 35
to undesirable
outcome

Adapted from Aubert et al., 1998, with arbitrary values for Probability and Loss Magnitude in this example

Figure 3.7

Risk exposure as
a function of the
Pr (UO) and Loss
(U0). (With values
from Table 3.3.)

Each risk group carries information on risk exposure. The risk
exposure comprises elements of the probability of undesirable
outcomes (on a probability scale) and the magnitude of losses
(on a financial scale) owing to undesirable outcomes. Using the
relationship equation defined earlier (i.e. the product of the
probability and loss magnitude) the risk exposure values in
each of the risk groups can be plotted (see Figure 3.7).

Risk exposure
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The graph in Figure 3.7 illustrates the risk exposure as defined by
the example scenario described. In this example, if the loss due to
the undesirable outcomes were held constant but probabilities
(other than the maximum and minimum value) were reduced to
1 (or 10%), then the effects of the shape of the curve as a result of
reduced risk exposure would be that shown in Figure 3.8.
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Figure 3.8

As risk exposure
reduces, the graph
indicates changes
(in the direction of
the arrows) inwards
the lower left corner
of the chart
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As risk exposure values change, different methods are used to
manage the risks that occur. These methods make use of the
information (see Figure 3.7 and Figure 3.8) from this framework
to measure and illustrate the changes before and after manage-
ment actions have been taken.

The common method used for representing multivariable data
via two-dimensional charts illustrates key movements of risk
exposure along the key dimensions. A possible limitation here is
the ability to illustrate risk movements along the key groupings
of risk. The accuracy of the data that describe the risk exposure
as a result of the difficulties in measuring probability and loss
magnitude also affects the results. By collecting the risk elem-
ents into groups or risk dimensions, the qualitative examination
of the risks include, rather arbitrarily, the collective risks along
any one grouping. This is not to say that the accuracy of the
results has improved. By grouping the risks, the errors are also
grouped.

The shape of the ‘curve’ formed by the graph is described as the
risk profile. The term risk profile describes the unique shape or
contour that is formed when the risk exposure data points are
plotted. A new risk profile for the risks in the outsourcing exer-
cise is observed when the risks are plotted against the eight risk
dimensions in Table 3.2. The tool described then can be used to
illustrate a risk profile at one point in time. This allows separate
risk profiles to be compared.

Mapping possible risk dimensions
against the risk landscape

To establish the relevant risk dimensions for analysis, other per-
spectives of risk are reviewed. An alternative perspective of risk
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is to equate it to the variance of the distribution of outcomes.
The extent of the variability in results (whether positive or neg-
ative) is the measure of risk. Risk is sometimes also defined as
the volatility of a portfolio of activities and its value. This tech-
nique is borrowed from the area of finance where ‘the highest
expected return for a given level of risk, and the lowest level of
risk for a given expected return” applies (Schirripa and Tecotsky,
2000). Here, risk exposure is also defined as both a loss and a
probability function.

Another variant in the perspective of risks from these defin-
itions and arguments is the popularized and widely used bal-
anced scorecard proposed by Norton and Kaplan (1996); four
risk ‘perspectives” are derived: financial, customer, internal and
innovation and learning risks. Similarly, additional risk sets or
types of risks that affect inter-organizational information systems
(IOIS) include technical, asset, organizational, and environmen-
tal risk. There are project, capability, financial, and maintainability
risks, caused by a variety of technical, organizational, and envir-
onmental factors (Sherer, 1995). These risk sets then extend to
more subtle risk sets.

For the purposes of this exercise, a hybrid meaning in the group-
ing of risks is used. The concepts described here are adapted
with input from the various other perspectives discussed. As
the risks and risk exposure information will be collected and
measured, the term ‘risk dimension” more accurately depicts the
new meaning and intention. A risk dimension will show a group-
ing of risks with similar business function and expectation of
loss. The following provides descriptions of the risk dimensions
that will be used (see also Table 3.2).

Technical risk (C1 in Table 3.2) is a combination of risks result-
ing from the use of technology. Besides the characteristics listed
in Table 3.2, other possible losses in this area could derive from
interconnectivity problems and as more open systems are devel-
oped, key technical risks arise from security issues.

A major category of risks is in the Financial dimension (C2 in
Table 3.2). The losses occurring as a result of poor planning and
experience are major contributors to losses in this group when
outsourcing the IT function. To guard against variation clauses
in outsourcing contracts, specialized techniques are employed
including the use of instruments like additional resource
charges (ARCs) and reduced resource charges (RRCs) to accom-
modate fluctuations in demand from that specified in the cap-

acity plan. This leads to the next risk dimension.
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The use of agreements and legal instruments is designed to miti-
gate risks along most of the risk groups. Legal risks (C3 in Table
3.2) themselves, however, are significant as a result of increasing
use of agreements and contracts.

Operational risk (C4 in Table 3.2) includes possible losses in oper-
ations when the supplier takes over responsibility for the out-
comes. Itis typical for the risks in this dimension to be ‘passed on’
from the buyer to the supplier organization when the outsourcing
contract is activated. The shifting risk has been described earlier.

Outsourcing involves a close partnership between two or more
organizations. Business risks (C5 in Table 3.2) arise from the
relationship between the partners operating in an environment
where there is also interaction between other competing organiza-
tions, threat of substitute products, competitive barriers to entry
and exit, and competitor rivalry. Environmental risks (C6 in Table
3.2) are closely related to the business risks and become manifest
as a result of factors external to the organization. Environmental
risk includes dependence risk, where one organization becomes
dependent on another that attempts to change the terms of the
contract or fails to perform adequately, and competitive risk,
where one organization attempts to ‘steal” competitive informa-
tion from another. With more-open systems in rapidly changing
environments and the use of information technology’s monitor-
ing capabilities, dependence risk will decrease. However, com-
petitive risk will become more significant as functionality and
accessibility of shared information increases.

Informational risk (C7 in Table 3.2) is very significant when the
IT function is outsourced. The worst-case scenario would be a
complete loss of the organization’s information. Other losses are
incurred as a result of inaccurate or insufficient information
when a third party manages the IT function.

Finally, the strategic risks (C8 in Table 3.2) involve tactical mis-
takes made by the organization in outsourcing the IT function
itself. An example of a significant tactical mistake would be when
a supplier organization begins to ‘leak” sensitive information
relating to the organization to the latter’s competitors. The out-
sourcing of the data component and the selection of the supplier
are the tactical decisions made that resulted in the loss.

Risks are associated with all forms of outsourcing decisions. The
risk ‘signature’ for the buyer of outsourcing services is larger than
that for the supplier in the majority of cases. The risk profile
reflects the importance of the relationship and the sharing of the
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risk profiles. While significant client/external service provider
(ESP) interdependency is not in itself a risk, the risks to the client
organization may increase when disagreements emerge about the
provision of outsourcing services. To the extent that some large-
scale IT sourcing deals are successful, others are less so. Service
level agreements (SLAs) and other forms of service contracts
specify a series of measurable activities that suppliers provide.

Outsourcing can generate new risks, such as the loss of critical
skills or developing the wrong skills, the loss of cross-functional
skills, and the loss of control over suppliers. Also, outsourcing has
led to a loss of skills and corporate memory. These risks are espe-
cially pertinent when the supplier’s priorities do not match the
buyer’s requirements. Short-term contracts, based on the principle
of the lowest winning bid, stifle incentives to innovate because
rewards for innovation cannot be secured by the supplier.

3.11 Constructing the signature

The eight risk dimensions shown in Table 3.2 are proposed as
the starting point, for the majority of ITO projects, to analyse the
basic risk sets that will be used to construct the risk profile. Each
time these dimensions are used, they should be reviewed and
analysed for relevance and accuracy. This exercise should
always be done, especially if the organization in question is
from another industry or the scope of the IT function being
outsourced is different. The risk profile would illustrate all the
risk dimensions (comprising the total risk exposure for the out-
sourcing exercise) on one diagram.

3.12 Graph types

To do this, several options and visualization techniques were
reviewed including the star graph, radar plot and stereo-ray
glyphs of Carr and Nicholson (1998). The star plot, for example,
was tested as a means of showing multivariate visualization or
risk dimensions in which the multiple measurements of risk
exposure would be plotted on equally spaced radii extending
from the centre of a circle and linked to form a star. In the radar
plot, these radii also represented the value of the measurement.
In this instance, however, each radius stands for a risk dimen-
sion instead of a variable. The risk (dimension) response, the
risk exposure on each variable, is displayed by points of differ-
ent shapes or colours, or both.
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Figure 3.9

The risk signature
or radar plot of risk
exposure with
reference to Table
3.3 and Figure 3.7

The risk exposure values in Table 3.3 and Figure 3.7 are re-plotted
using the radar graph in Figure 3.9. The risk profile now describes
the risk exposure along multiple axes representing risk dimen-
sions. The resulting risk profile illustration is unique for an ITO
project at any given point in time. For reference, this profile will
be called the ‘risk signature’ (see Figure 3.9).

Risk exposure

Transition/Management costs
30 T

Hidden costs & Lock-in

Loss of organizational

competencies Contractual amendments

Increased cost of services Disputes & Litigation

Service debasement

The risk signature illustrates the sum of all the risk exposure val-
ues derived from the tools previously proposed. What was not
obvious through the linear diagrams (Table 3.3 and Figure 3.7) is
more easily observed with the multivariate graph. The area
bounded by the curve in Figure 3.8 will therefore also represent
the total risk exposure experienced by the organization at that
point in time.

An assessment of the overall risk exposure along each of the
eight risk dimensions would allow the changes in risk exposure
along one dimension (a group of risks with similar characteris-
tics) to be manifested on another dimension. This will prompt
answers to questions such as, “‘What are the effects of reducing
the risk of transition costs®, for example on the risks in organi-
zational competencies through more attention to the skills
being outsourced?” or “What are the effects of reducing the risk

5 Where transition costs are the costs that are incurred at the time the supplier
takes over the IT outsourcing function
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exposure to disputes and litigation if we paid more attention
to the services (increasing the relatively low risk on costs of
services)?’

In the case of a reduction in risk exposure, the area enclosed by the
curve would simply decrease proportionately. The risk expos-
ure of transition cost escalation for example is not nearly as high
as that for contract amendments of loss of organizational com-
petencies. The graph shows the frequencies of data series rela-
tive to one another. The correlation of one dimension to another
is also visible, i.e. where there is a relationship between the risk
dimensions.

Three methods can be considered for preparing the scales along
each of the axes on the graphs as the data on risk exposure are
captured. These options are measurement in categorical, in rank-
ordered and in continuous format.

Categorical scales on the axes

When the categorical scales (or nominal scales) are used to quan-
tify the risks, the values in each dimension are taken by tallying
up the numbers along each of the risk dimensions. For example,
the values are made up of two components, i.e. high- and low-risk
items. Other variables with more than two categories including
medium-high, very high, medium-low and very low, are also
plotted on the categorical scales. This method provides an illus-
tration of the risk profiles. It may be too inaccurate to indicate
changes in the risk profile/signature as a result of changes made
in the outsourcing exercise. To be of any use, the risk profile
requires more-accurate readings to allow a meaningful analysis
of changes in risk and for a comparison of different profiles.

Rank-ordered scales on the axes

The second method uses rank-ordered scales (or ordinal scales),
which quantify each dimension by giving each data point a
rank. For example, the eight dimensions might be ranked from
1 to 8 in terms of order of risk severity. The dimensions would be
ranked 1st, 2nd, 3rd, 4th, etc. in a rank-ordered scale. This option
would serve to provide relative risk weightings of the individual
dimensions in terms of criticality and need for attention. This
would be used to prioritize management attention along the
dimensions but is not useful in the examination or comparison of
the different profiles. Data on the relative weightings may then be
collected from interviews with individual personnel involved
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3.13

with the outsourcing exercise. There is little consensus, however,
with regard to the relative weighting of each dimension.

Likert scales on the axes

The third method uses continuous scales, which quantify the
qualitative assessment risk severity at equal intervals along a
5-point yardstick. The scale information would be scored against
the criteria as follows:

No risk =1
Little risk =2
Expected risk =3
High risk =4
Very high risk =5

Unacceptable risk = 6

The Likert scale, with a numeric index of 1 to 6 based on an
empirical severity of the exposure to risk, was used. A “1” would
represent no risk, and a ‘6" unacceptable risk. Given the subject-
ive nature of the assessment, an even number has been allocated
to the Likert scale to avoid ‘fence sitting” and force the results of
the evaluation to either side of the risk scale. This method of col-
lecting data was the most effective. This is discussed further in
the next chapter along with the methods employed to acquire
the data for the risk signature diagrams.

IT outsourcing and the risk dimension

signature (RDS)

A’risk signature’, as defined previously, is derived from the pat-
tern of risk exposure along the dimensions of an arbitrary eight
risk dimensions that provides an intuitive interface to allow fur-
ther assessment and analysis. The risk signature, comprising the
risk exposure values along each risk dimension, also shows the
total risk exposure experienced in the outsourcing exercise.

The characteristics of the risk dimension describe each risk dimen-
sion and the rationale for selecting the individual risk elements
to be grouped into the risk dimensions. The ‘influence’ provides
clues as to the origin of the causes, as illustrated in Figure 3.2.
Following the construction of the RDS, the risk profile needs to
be illustrated and salient messages translated or understood.
This is the subject of the following chapter.
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The challenge of understanding risks
when outsourcing the IT function

Where observation is concerned, chance favours only the prepared mind.
Louis Pasteur (1822-1895), French scientist

At an Inauguration lecture, Faculty of Science, University of Lille
Digital tools magnify the abilities that make us unique in the world: the
ability to think, the ability to articulate our thoughts, the ability to

work together to act on those thoughts.
Bill Gates (1955-), US business executive

The risks that occur in an IT outsourcing (ITO) exercise are com-
plex and understanding the interaction of risks after measuring
the varieties of risks can be a daunting task. It is important for
a manager in this situation, therefore, to be able to visualize
(metaphorically) the intensity and range of current risks in
order to effectively control activities and determine the out-
comes. This involves the ability to understand risk exposure. To
do so, it is necessary to be able to appreciate the quantitative
nature of risks, compare risks (and changes) over time, observe
risk patterns and then actively reduce the effects of selected risk
elements. As has already been highlighted in Section I, many
risks originate from failures to successfully monitor the relation-
ship between supplier and buyer, the element of uncertainty in
the IT function itself, the level of competitive importance that
has been imposed on the IT function that is being outsourced,
and the level of interconnectedness between the buyer and sup-
pler organizations.

Risks in ITO are unwelcome. Risks represent the worst that
could happen, especially when the benefits and reasons why an
organization used ITO could be jeopardized or the success of
the enterprise could be threatened. There would be a successful
outcome when buyers of ITO services have the IT products and
services delivered both on time and to budget. Likewise, sup-
pliers want to deliver to the buyer’s expectations. Risks, therefore,
are an inherent component of ITO and must be understood in
order to be mitigated.
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4.1

In this chapter, the notion of a “portrait” of the risk landscape for
the ITO exercise will be introduced from the RDS illustrations con-
structed in Chapter 3. The ‘risk portrait’ is a description of all the
risks that are exhibited during an ITO exercise. It is displayed with
the use of star graph, radar plot and stereo-ray glyphs. It can be
used also as an instrument to illustrate complex risks. In a graph-
ical format, the risk portrait communicates the risk complexity in
a manageable format to the person working on risks in this envir-
onment. With this, the shifting of risks between supplier and
buyer that was discussed previously in Section I can be observed
with the oscillation between both buyer and supplier entities.

Also, in order to understand, manage and mitigate the complex
and varied risks that become manifest, the concept of ‘grouped
risks” or ‘categorization’ is borrowed from the insurance indus-
try in the formulation of its insurance products and premiums.
The ‘risk portrait’ introduced illustrates the changes in the
nature and severity of risks, over time, as both the supplier and
buyer of ITO services interact. To measure and show risk expos-
ure, the risk categories are collected and assembled into risk port-
folios that provide a set of comprehensive information on risks
for both the supplier and buyer of ITO services. This notion
extends further to enable the illustration and comparison of the
various interactions or relationships between actions in a typical
ITO scenario. It is shown that the information can then subse-
quently be used as a means to plan negotiations that aim to
arrive at more-equitable ITO arrangements between the buyer
and supplier organizations. This tool is called the risk dimen-
sion signature or RDS (Tho, 2003) (see below).

Interpreting the RDS

A risk signature can also be construed to mean a particular risk
profile that is created using a number of different methods. To
differentiate the risk signature that is constructed from risk
dimensions, the term risk dimension signature (RDS) is coined.
It is an imprint of the risks from risk dimensions or groups
already identified for a specific ITO arrangement. The risk dimen-
sion signature represents a unique picture of the risks at one
point in time during the ITO project. It uniquely differentiates
the project from any other. It would be very unlikely for two
identical RDS patterns to co-exist.

The risk signature is a tool that will assist the organization to
better understand risks to business operations and avoid risky
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Figure 4.1
Examples of
dissimilar
signatures (or

risk dimension
signatures) of the
buyer and supplier
organizations along
eight arbitrary risk
dimensions

practices, such as allowing scope creep and development of a
variety of alternative supplier practices, and to be alert for other
events streaming from agency theory. It also provides an effi-
cient means for communicating assessment findings and recom-
mended actions to business unit managers as well as to senior
corporate officials. Standard report formats and the periodic
nature of the assessments have provided organizations with a
means of readily understanding reported information and com-
paring results among units over time. The RDS will be the
primary tool to support the notion that there is a set of interrela-
tionships between the actions and effects of actions that influ-
ence the risks.

When the risk profiles for both the supplier and buyer are super-
imposed on the same chart, the relative risk exposures also reveal
areas where negotiations for trading one party’s risk for another
can be made. In Figure 4.1 for example, the buyer-risks (indi-
cated using the solid line) along risk dimensions A, B, D, E, F
and H are relatively larger than those of the supplier (indicated
using dotted lines), which are seen as having a relatively ‘safe’
risk profile. Along dimensions C and G however, the supplier is
more at risk relative to the buyer organization.

Risk dim A Buyer
- = = . Supplier
Risk dim H Risk dim B
Risk dim G I~ < Risk dim C
Risk dim F Risk dim D

Risk dim E

A more detailed discussion can follow, given more information
on the nature of the risk dimensions; the buyer could trade
some therisksin A, B, D, E, F and H for C and G.

While it is clear that the buyer experiences more risk along the
dimensions along the vertical axes, and the supplier has increased
risk along the dimensions on the horizontal axes, a question that
needs to be asked is if the total risk exposure for the buyer and
the supplier is the same. Knowing that the area bounded by the
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risk signature reveals the total risk exposure for the buyer and
supplier organizations in this example of an outsourcing agree-
ment, the total risk exposure can be measured and computed
(see next section).

4.2 Computation of total risk exposure

Figure 4.2

Sample risk
signature (RDS)
demonstrating key
values for the
computation of total
risk exposure

To compute the area bounded by the risk signature or profile,
the formula for the area under the curve, given multiple dimen-
sions (eight in this case), is constructed from basic mathematical
principles. The angle between each risk dimension, A through
H, is 45°, derived from 360° divided by eight (corresponding to
the number of equal angles). Hence the total risk, or area
enclosed by the graph under this profile, can easily be com-
puted as in equation (4.1) below.

Total risk = Area enclosed by the graph
(risk here represents the risk exposure, RE)

therefore

Total risk = « [2 (product of adjacent risk
exposure magnitudes)] 4.1)

where a is a constant depending on the number of risk dimen-
sions (see Table 4.1).

Given that the risk profiles or risk signatures are multi-sided
shapes, the area under the graph is computed as follows.

a —e— Buyer
8
- =e- = Supplier
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> risk = 0.5sinf

i=7
> (risk; X risk.qy) + (risk; X riskg)
i=1

But 0 = 45° where there are 8 dimensions therefore,

i=7
> (risk; X risk,qy) + (risk; X riskg)
i=1

> risk = «

where a = 0.3536

The total risk exposure changes are the total risk profile
changes. When the number of risk dimensions change, then the
value of the constant a also changes, where

a = sin [360/(# risk dimensions)]

Table 4.1 illustrates the possible values of a given the changes in
the number of risk dimensions.

Table 41 Sample computation of the constant o for use in the computation
of the total risk exposure in a construct of the risk profile in equation (4.1)
and as illustrated in Figure 4.2

No of risk 3 4 5 6 7 8 9
dimensions
Angle theta 120 90 72 60 51 45 40

Constant alpha 0.4330 0.5000 0.4755 0.4330 0.3909 0.3536 0.3214

The number of risk dimensions in Table 4.1 ranges from three to
nine. To graphically illustrate risk, or negative outcomes, eight
selected dimensions of risk were arbitrarily chosen. These
dimensions were plotted along equally spaced axes, all at 45°
angles in a radar plot. These dimensions were selected based on
a rationale for classifying risks into categories. In proposing
eight risk dimensions (see Table 3.2), the number 8 rather coinci-
dentally matched the optimal value. This is supported by Miller
(1994): while discussing the bandwidth dilemma in data repre-
sentation, he introduced the rule of ‘seven plus and minus two’
during the presentation on multivariate, multidimensional visu-
alization techniques. Keller and Keller (1993) also endorsed this
rule during their discussion on radar and spider plots. This
appears to be the optimal number of risk dimensions to visualize
or depict the risk profile of an outsourcing project. Also, as will
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be seen in the following sections, it is observed that 8 seems to
be the optimal number of risk dimensions representative of a
collection of many risks of a similar nature.

As mentioned in Chapter 1, visualization is a process of balan-
cing noise and smoothness. Instead of following some generalized
cognitive rules, we should process data representation along the
noise-smoothness continuum owing to different research goals
and data types.

Comparing buyer and supplier
risks on the RDS

From the RDS example in Figure 4.2, the total risk exposure for
the buyer’s risk exposure is computed as 82.4 and the supplier’s
risk exposure as 82.05 using the following formulae derived from
equation (4.1). The actual computation is shown here.

Buyer risk
2risk = 0.5 X 0.7071 [(Dim A.Dim B) + (Dim B.Dim C)
+ (Dim C.Dim D) + (Dim D.Dim E)
+ (Dim E.Dim F) + (Dim EDim G)
+ (Dim G.Dim H) + (Dim H.Dim A)]
=0.5X0.7071 (30 + 20 + 24 + 30 + 15 + 18 + 48 + 48)
=824

Supplier risk
Srisk = 0.5 X 0.7071 [(Dim A.Dim B) + (Dim B.Dim C)
+ (Dim C.Dim D) + (Dim D.Dim E)
+ (Dim E. Dim F) + (Dim EDim G)
+ (Dim G.Dim H) + (Dim H.Dim A)]
= 0.5 X 0.7071 (20 + 12 + 18 + 36 + 36 + 30 + 40 + 40)
= 82.05

Interpreting the buyer and
supplier RDSs

From the RDS in Figure 4.2, it is also quantitatively or empirically
observed that both the supplier and buyer experience almost
identical' total risk exposure from the outsourcing arrangement.
When the charts are analysed from the perspective of the risk
dimensions however, the supplier is over-exposed along risk
dimensions E and F. The buyer, on the other hand, carries more
risk along all the remaining risk dimensions. The supplier hence

! The difference between 82.4 and 82.05 is insignificant for this purpose

—p—



Chap-04.gxd 3/1/05 12:32 PM Page 101 $

Understanding Risks When QOutsourcing the IT Function

carries an advantage along all but two of the risk dimensions.
This would otherwise be unknown if it was not charted. The
increase in risk is not linear but a quadratic function indicating
increasing exposure on the part of the organization.

If the magnitude of risk exposure (RE;) along any one dimen-
sion changes, the difference in total risk profile to the organiza-
tion or organization project is:

(RE.; — 3R.E.p) X X (product of adjacent R.E. magnitudes) X A
4.2)

where \ is a constant given the risk profile, and & defines the
risk categories.

Equation (4.2) is the same as equation (4.1) except that it shows
the difference and change in the total risk exposure. This means
also that when risk dimensions are held constant, i.e. 2 (adjacent
RE) X \, the risk profile relationship is linear or can also be
measured directly from either the probability or magnitude of
risk exposure, i.e. read directly from the axes of risk dimensions.
This is worth while noting for making simple analyses. More-
complex charts would require equation (4.2) to be used.

Further observations from risk
signatures or risk dimension signatures

There are many specific observations that describe the dynam-
ics of the risks along each of the predetermined dimensions that
relate to the RDS for the ITO exercise. A specific observation that
is highlighted, i.e. the extent to which the risk can be ‘stretched’,
identifies the organization’s tolerance of risk, or ‘risk appetite’,
along each dimension. Risk appetite is the preference and toler-
ance for risk of the supplier and/or the buyer organization. An
organization’s risk appetite is also referred to by the extent to
which it tolerates risks as described by performance indicators,
operational parameters and process controls. The organization’s
tolerance for risk or risk appetite is highlighted when the risks
are discussed and demonstrated in an illustration of a risk profile.

This risk tolerance can be mapped as an additional RDS plot. It will
indicate the extent of risk exposure along each of the dimensions
that the organization is prepared to tolerate. The actual RDS then
will illustrate areas where this tolerance is either exceeded or is
within the limits set. For example, when a customer relationship
management (CRM) application is developed by an IT developer
for a retail chain, there are significant risks along the technical
dimension; there is high risk (level 4) here but low risk on the
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Figure 4.3

Scenario A where
the technical risk to
the buyer is high
(the supplier risk
has been held
constant for the
purposes of
illustration)

Figure 4.4

Scenario A where
some technical risk
has been ‘traded’
for financial risk (the
supplier risk has
been held constant
for the purposes of
illustration)

financial parameter (level 1). The signature clearly identifies ‘stress’
loads in the area of technology (new, unproven technology). This
example is illustrated in Figure 4.3 where the risks and total risk
exposure along the technical dimension are high. Coincidentally,
the risks in the financial area are lower than those in the others.

Technical

4 —&— Supplier

—=— Buyer

Strategic Financial

Informational

Legal

Environmental Operational

Business

To reduce the stress loading on technology, perhaps more
money can be allocated to additional expertise, to experienced
consulting assistance and perhaps also to further investigation
in the area of CRM. This increases the finance risk but the risk
signature looks more evenly distributed; the overall risk loading
is also more evenly distributed.

When more money is spent to ‘fix” the technical problem, the
risk profile as indicated by the RDS in Figure 4.4, indicates a pro-
file that is much more evenly distributed. The other dimensions
can be compared similarly. For example, the interrelationships

Technical

—e— Supplier

—m— Buyer

Strategic Financial

Informational

Legal

Environmental Operational

Business
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and impact of operations, business and information are recipro-
cal in nature.

4.3 Additional RDSs and patterns

The risk profiles and patterns also illustrate information on the
level of risk exposure or risk severit; risk dimensions for atten-
tion; and dimensions that are missing. For example, an acute angle
along any single axis could represent a significant variance in
risk levels between dimensions, which causes undue stresses to
outsourcing agreements for either the buyer or supplier.

Sample RDS patterns and interpretation

An obtuse angle, on the other hand, typically defines a more-
balanced risk-sharing profile between risk dimensions (see
Figure 4.5). The star and arrowhead topologies have features in
common, i.e. have extreme risks along the north-south- and
east-west-facing risk dimensions compared to the other shapes.
This indicates severe risk exposure at each “point” or ‘tip” com-
pared to the central area of the ‘star’.

The circular topology shown demonstrates the “ideal’ risk profile
where the magnitude of risk is similar along all the risk dimen-
sions. This indicates some degree of risk sharing and management
for the outsourcing arrangement. When risk is drastically reduced
along selected risk dimensions, for example arbitrary dimensions
C and G along the horizontal axis, a squeezed rectangular shape
emerges. The stresses placed on the other risk dimensions would
be high. This is discussed further in the following sections.

A circular topology for the buyer indicates even risk sharing
between the risk dimensions, and an arrowhead indicates sig-
nificantly lower risk along two dimensions. When one topology
is superimposed on another, the mismatch causes significant
strain on the contracting and governance processes necessary to
equalize the risk profiles. Even though the buyer would be con-
tent, the uneven risk exposure will create a handicapped situation.

Therefore, to summarize, the RDS profile will also allow several
characteristics to be monitored and observed. These include the
following:

1. An illustration or measure of total risk exposure (by
computation).

2. A‘feel’ of the areas which are subject to additional or reduced
risk (by comparison).

103

—p—



Chap-04.gxd

3/1/05 12:32 PM Page 104 $

Managing the Risks of IT Qutsourcing

m%wmA Risk dim A
Risk dim H Risk dim B Risk dim H Risk dim B
Risk dim G Risk dim C Risk dim G Risk dim C
Risk dim F Risk dim D Risk dim F Risk dim D
Risk dim E Risk dim E
Buyer ~ ----- Supplier Buyer ~ ----- Supplier
Star topology Circular topology
Risk dim A Risk dim A
5
Risk dim H g Risk dim B Risk dim H g Risk dim B
2 2
Risk dim G N Risk dim C Risk dim G Risk dim C
Risk dim E Risk dim D Risk dim F Risk dim D
Risk dim E Risk dim E
Buyer ~ ----- Supplier Buyer ~ ----- Supplier
Squeezed rectangle topology Arrowhead topology

Figure 4.5 Sample RDS or risk profile topologies (with arbitrary dimensions)

3. An understanding of the areas subject to unduly high or low
levels of risk and risk exposure (by reviewing the RDS on a
stand-alone basis); and

4. An assurance that the ‘gut feel” for risks is correct (by careful
and detailed observation of the negotiating parties and the
environment).

4.4 IT outsourcing (ITO) measurement
framework

The intrinsic risks need to be considered in any outsourcing situ-
ation. For example, the need to retain the ability to change strategy
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and options can lead to risks of increases in hidden costs, costs of
services and management costs, which are difficult to forecast or
budget for. Additional reasons that have been cited include the
risk of loss of intellectual property, the risk of loss of competency
and the ‘lock-in” phenomenon where the contractual obligations
impose limitations on both the buyer and the supplier in seeking
alternative means to perform the outsourced task. It can be shown,
however, that a few key risk areas dominate, i.e. have larger risk
exposure than have other risks, in the ITO environment.

Considering multiplicity of risks

To make the measurement of the assortment or multiplicity of risk
elements easier, the risks are sorted into groups with similar risk
characteristics. IT-related risks have been classified to include
elements such as operational failure or lack of reliability (Markus
and Tannis, 2000), security breaches, reputation damage to an
organization owing to its failure to safeguard the privacy of cus-
tomer data, and strategic risk (such as adopting a new IT too soon
or too late). These risks form the most significant portion of risks in
the IT exercise. Risks involved with the IT function in combination
with an outsourcing exercise are unique. They are quite different
for each area considered separately. In the outsourcing of the IT
function within an organization, the complex operations of both
the IT function and the outsourcing exercise need to be considered
together. The risks in the outsourcing of the IT function are also
exacerbated by the fact that IT (and its components) characteris-
tically evolves very rapidly and has very short product life cycles.

Considering contract periods

ITO agreements cover relatively very long periods (many ITO
agreements span 5 to 10 years). Implicit in this observation, the
products and services that are supplied and used relating to
the outsourcing of the IT function also change many times over
the period of the outsourcing agreement. By inference then, the
inevitable changes in the operating environment (including
people, technology, processes and supporting business require-
ments) become natural catalysts that give rise to an environ-
mental risk consideration. Consequently also, risk effects that
are experienced in the ITO exercise are directly related to the
organization and its IT policies.

In an ITO exercise these IT risks, together with the risks inherent
in an outsourcing exercise, come together and are experienced
by both the supplier and buyer of outsourcing services. The
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effects of ITO risks have been shown (Aubert et al., 1998) along
two main measurement metrics, i.e. ‘the importance of potential
loss” and ‘the probability of undesirable outcomes’. The frame-
work for risks built by these researchers allows an assessment
of the level of risk exposure for each ITO decision. There is also
a group of risks that form the most significant portion of risks in
the ITO exercise. Together, the most significant IT project-risks,
along with the ITO-risks, form the basis for the most significant
measurements of risk exposure that the framework deals with.

Considering buyer and supplier

The information in the frameworks allows a comparison
between the elements of risk exposure for both the buyer and
supplier organizations. It does not demonstrate, however, the
dynamics of the interaction that exists between the causes and
effects of the decisions that are made to mitigate the risks. Also,
the effects of changes in risk exposure levels are often inter-
related. The effects and relationships in this interaction require
new methods, tools and frameworks for their observation
and measurement. Outsourcing arrangements are partnerships
between the buyer and supplier organizations over an agreed
period. They constitute alternatives to the more traditional
transaction-based contracts, which are usually shorter and
defined to deliver specific services or products. An ITO arrange-
ment, for example, may span a period of 10 years or ten finan-
cial periods wherein new budgets, strategies and plans will be
formulated to balance the forces in a competitive environment.

The risks are often passed from the supplier to the buyer and
vice versa (see previous chapter). Risk exposure is also observed
to be passed from one risk dimension to another within the virtual
confines of either entity. In many examples, the organizations
(both buyer and supplier) become increasingly reliant on the
structures and, in particular, on the dependencies of a net-
worked environment. As more organizations adopt outsourcing
practices, the interconnected systems, processes and people net-
works increase the inherent risks created in partnership and
joint working relationships. Developments in principal-agency
theory discussed in the previous section (Chapter 3) have given
some insight into the incentive mechanisms used inside organiza-
tions, and, by extension, into the role of information and infor-
mation technology. However, because the same models apply
equally well to contracts between organizations, agency theory by
itself cannot explain the boundaries of organizations or the rela-
tive advantages of different institutional or ownership structures.
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4.5 Shifting the feffects of risk’

One reason why organizations outsource their IT function is to
shift some elements of risk from the customer (buyer) to the
supplier. The buyer of outsourcing services hopes to transfer
away its operational and technical risks by passing them to a
supplier organization that will, effectively, take them over and
agree to deliver a set of outcomes.

During an ITO exercise, however, actions performed by either
the supplier or buyer of outsourcing services can change the
nature and severity levels of risk experienced by either party.
There are compromises made by both parties in the outsourcing
exercise. Anecdotal evidence can be found in examples of ITO
failures that have been partly attributed to insufficient focus on
an area that was neglected or “unacceptably exposed’ to risk fac-
tors. As risks are transferred away, other risk elements appear to
enlarge (see examples below). If separate RDS profiles were to
be taken for the buyer and the supplier over two different points
in time, especially at different stages in the outsourcing exercise,
the shifts in risk would become very apparent. An example is
illustrated in Chapter 8 in the case study.

Risk-shifts between buyer and supplier

As the risks are shifted from the buyer to the supplier and vice
versa, the RDS profiles indicate that each of the risk dimensions
also change. This interaction between buyer and supplier actions
and the risk exposure can be observed qualitatively. An example
to illustrate the risk-shift phenomenon is now discussed. Consider
a situation where the amount of money budgeted for use in the
purchase of essential backup disks is insufficient or untimely.
This means that copies of the ‘live’ operating data cannot be
taken and stored. Operational risk is hence increased because
there is no duplicate copy of the ‘live” data. Here, an action from
the area of finance has affected the area of operations along a
sequential chain of events. Financial risk needs to be reduced;
costs have to be controlled; insufficient money is allocated for
activities which are not urgently required (i.e. purchase of disks
for copies); disks for copies hence have not been purchased and
copies of the ‘live” data not made. These factors cause the oper-
ational risks to increase because there is no contingency plan
should the data on the computers be destroyed or corrupted by
an event like a malicious attack by a computer virus or a natural
calamity like a fire. There are no duplicate copies available to
replace originals that might be destroyed. In this case, the risks
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in the area of operations are elevated in an effort to reduce
financial exposure and risk. Financial risks have been traded off
against operational risks.

Another example of interrelationships between activities and
risks is illustrated in the area of contract management. Often
contracts are made between the supplier and buyer of outsourc-
ing services at the beginning of the contract, which might only
be a few years old. These contracts have a short ‘shelf-life’, and,
unless updated, become quickly outdated because new technol-
ogy has replaced the old, skills required have changed, and
processes and delivery mechanisms are different. Microsoft
Corporation’s almost ubiquitous Windows operating system for
basic personal computers for example, has had major changes
on no less than three occasions in the last 5 years, i.e. from
Windows 98, Windows Me, and Windows XP. New features and
functions often translate into new performance measurement
criteria for the supplier of IT services. This may seem trivial at
tirst but when an organization has hundreds of personal com-
puters in its inventory in geographically disparate locations,
any exercise to upgrade IT components often becomes a major
task and an area of operational risk. As a buyer of outsourced IT
services, however, the technical and operational risks appear to
have decreased as a result of the deployment of better and more
efficient technology, but the legal and operational risks are
increased in a complex set of interrelationships.

So what are the implications of these observations on shifting
risk? How are the risks in one area traded off against another, if
at all? What constitutes an acceptable risk for any one area?
What are the levels of risk that each area of the organization can,
or should, carry? While heuristics and the cumulative experi-
ence that managers of organizations who are involved with the
outsourcing of the IT function have applied for years have proven
useful in responding to these questions, the dramatic and ever-
increasing changes brought about by new components in IT
coupled with the increasing scope of outsourcing exercises make
this experience an untrustworthy guide.

A typical outsourcing agreement or arrangement often involves
neglect of the relationship and interaction between the buyer
and supplier organizations. The risk of the buyer organization
increases when disagreements emerge about the provision of
the outcomes of outsourcing services. Without a systematic ana-
lytical approach to the outsourcing decision, the organization
may make arbitrary choices on the decision to outsource, based

—p—



Chap-04.gxd 3/1/05 12:32 PM Page 109 $

Understanding Risks When QOutsourcing the IT Function

on historic norms, cash flow difficulties, political considerations
or misperceptions of the benefit-risk trade-off. Also, given that
there is an agency model in operation, many of the activities
and risks involved are derived from the fact that people have a
tendency to cheat and take advantage of a situation, as articu-
lated in what is known as agency theory (Eisenhardt, 1989).
Agency theory explains how to best organize relationships in
which one party (the buyer) determines the work which another
party (the supplier) undertakes. The theory argues that under
conditions of incomplete information and uncertainty as occurs
in an ITO environment, agency problems arise.

4.6 Observing risks in an ITO environment

It is understood from the review that while partnership arrange-
ments vary considerably in their operations, from flexibly defined,
formal contracts, to loose strategic initiatives, they also include the
provision of shared risk and benefits. As observed in Chapter 1
(Figure 1.4) strategic or transformational outsourcing provides for
a set of partners who have a considerable stake in the game, and
often that means sharing both risk and reward. How is the dis-
proportionate weighting of risk between the supplier and buyer,
if any, then quantified? How are the risks of the disproportion-
ate experience levels of the buyer and supplier mitigated?

The phenomenon of winner’s curse (Kern et al., 2002), as
described below, is the situation where extreme cost cutting is
undertaken by the winning supplier based on the risks to supplier
when it agrees to enter into the outsourcing contract. What are the
risks involved? How are the risks quantified and decisions made?

As this chapter opened by discussing foundational concepts
and what has been learned about what works and what does
not, as well as the conceptual models for understanding when
organizations should and should not outsource, it concludes by
focusing on the key area of risks within the ITO environment.

It is simply not possible for this book to attempt to answer all
the possible questions posed in an ITO exercise. It recognizes,
however, the central theme of risk measurement and manage-
ment that needs to be addressed, and aims to provide the reader
with the appropriate tools and information to be able to manage
each individual situation that arises as a separate case. Further,
it recognizes that there is a lack of cohesive evidence, supported
by any tools or methods, that allows the recognition of risks
within the framework of decision-making in an outsourcing
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exercise. Specifically, the outsourcing of the IT function introduces
unique features that add to the complexity of the risks argument.

A series of complex factors including operational, strategic
and environmental factors influence risk. In addition, less-
predictable human factors, explained through the presence of
agency theory as well as observable factors between both the
supplier and buyer, affect the behaviour of risks. In order to
assess the effect of these complex sets of influences on the risk
profile, a tool needs to be developed.

The IT environment is unique and the nature of the outsourcing
of the IT function is arguably distinct between industries and also
between the operational and business functions that are out-
sourced; therefore the application of the concepts of risk needs to
be made for each of the projects that the reader is involved with.

There are also two very important observations that arise from
the RDS profiles and discussion of risks in the ITO exercise. The
tirst is the notion of the winner’s curse which very aptly describes
a situation where the winner actually loses because of the bid-
ding framework that is typically used in an ITO scenario. This
provides an added reason why the RDS profile is critical for the
supplier of ITO services as it will provide both early warning as
well as a tool to compute the basic risks that would be encoun-
tered in such an activity. The supplier would then be able to
assess the impact of increases in risks that exceed its risk toler-
ance or risk appetite.

The other observation is founded on the agency theory. Agency
theory describes the behaviour of people who work with either
the buyer or supplier organization. This ‘human’ behaviour is
demonstrated very clearly in the RDS profiles in almost all the
risk dimensions. It is possibly the most significant cause of risks
within the ITO framework and is described below.

4.7 Winner’s curse

110

Very often, in search of cost savings, the buyer drives the sup-
plier’s prices down, resulting in winner’s curse (which is also a
loss for the buyer as services deteriorate in compensation).
Alternatively the process is abandoned because the costs of pro-
viding the services are too high.

The tender process described is quite similar to a bidding or
auction process where the lowest price (not the highest) is
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sought by the buyer of outsourcing services. Acceptance of a bid
is often based on the information provided by the buyer. Failure
to incorporate relevant and correct information into the bidding
strategy can lead to excessively low bids and subsequent losses.
Each bidder then works through a series of decisions to price
the outsourcing services. As information is not always forth-
coming, the risk of the winner paying more, on average, than
the prize is worth, is something found to happen quite often in
practice. This series of actions leads to the ‘winner’s curse” phe-
nomenon. It occurs in normal auctions, in which the auctioneer
is the seller or represents the seller and the bidders are the buyers,
who have evaluated the object(s) sold.

The incidence of this phenomenon has been increasing with the
recent development of business-to-business (B2B) exchanges and
on-line auctions. In all sorts of markets, a winner’s curse can have
consequences for several parties, over months or even years. In
such circumstances, auctions themselves may well be better con-
ceived as relationship-building exercises rather than one-off bids.

The theory of auctions would suggest that the winner’s curse is
asymmetric, i.e. it only affects the supplier or the winning bid.
In this case however, the winner’s curse in a procurement auc-
tion of ITO contracts and its impact on and consequences for the
relationship between the customer and the winning bidder
starts the interplay of risk-shifting. The supplier winning a
‘cursed” deal may well cut losses by supplying lower-quality
products or services to the customer. Then the buyer, winning
what turns out to be a cursed deal, may well drive a much
harder bargain in terms of service guarantee rather than price.
The upshot may be that the buyer removes the offending sup-
plier from its supplier listing.

Inexperienced suppliers tend to make unrealistic bids. Other
suppliers make bidding promises to ‘buy’ the contract.
Subsequently however, the risks on not being able to recover
their tendering, business, and operational costs could become
significant problems. The risk therefore has shifted back from
the buyer to the supplier.

In an effort to recover their costs, the suppliers would either
attempt to offer additional services from their portfolio of tech-
nology capabilities, service management, and consultancy ser-
vices over the life of the contract or, under pressure, to make
sufficient margins in unfavourable circumstances and trade-offs
in the quality of service. The risk, hence, is shifted back from the
supplier to the buyer. Case studies confirm that when a supplier



Chap-04.gxd

3/1/05

12:32 PM Page 112 :F

Managing the Risks of IT Qutsourcing

seeks to decrease its costs, this can result in decreases in service
quality and additional costs for the client.

Further, the supplier’s disproportionate concern for keeping its
costs down could lead to inflexibility in the interpretation of the
contract, and subsequently lead to adversarial relationships.
Operational performance and the client-buyer relationship will
receive less attention and suffer; the success and effectiveness of
the operations and outsourcing relationship will be comprom-
ised. The focus of the supplier will be primarily on recovering
costs, and not on developing and maintaining the relationship
and mutual objectives.

The process wherein suppliers are asked to bid in an ‘auction’
provides a mechanism whereby the procurement of ITO ser-
vices from lowest supplier induces the suppliers to disclose their
privately known cost structures. As illustrated earlier, the auc-
tion mechanism enables the buyer and supplier to match ser-
vices and goods with an optimal price, especially in this instance
where a standard market price is unavailable. While a discus-
sion on auction mechanisms and variations in auction designs
are not dealt with here, the risk profile identifies the tolerance
limits for both the supplier and the buyer organizations as input
into the design for auction mechanisms. Costs and the related
financial risks are important factors for a business organization
and the auction allows it to procure services at more competi-
tive prices. In addition, ‘market solutions are viable for reducing
differences in information and hidden action when these differ-
ences are limited to a single dimension or when intermediaries
exist to disseminate credible information regarding counter-
party behaviour’. The supplier governance procedures are con-
structed by the organization to mitigate informational and legal
risks. The RDS, once again, reveals this to the managers at an early
stage in both supplier and buyer organizations if the tool is used.

4.8 Agency theory

112

Agency theory provides a background to the interaction and
motivation of the supplier and buyer of outsourcing services.
Opportunism, or the tendency to cheat as a means to gain
advantage, is an inherent characteristic of many relationships
where there is an agent and ‘buyer’. In the outsourcing relation-
ship, this leads the supplier to adopt opportunistic behaviour
whenever the chance arises, to its own benefit. The assumption
is the tendency of the supplier to behave in this way despite the
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existence of moral and social norms as well as the constant risk
of prosecution. Opportunism in turn manifests in terms of
moral hazard, adverse selection, and imperfect commitment.

An essential area in the discussion of the main relationship risks
in an ITO scenario is the relationship itself, from the viewpoint
of agency theory. This applies to both participants (the buyer
and the supplier) within the ITO scenario. Agency theory men-
tioned earlier postulates that because people are self-interested,
they will have conflicts of interests over at least some issues.
This occurs any time they attempt to engage in co-operative
endeavours. Some of the salient points of the behaviours that
manifest are summarized in Figure 4.6.

Asset specificity
Uncertainty
Measurement problems
Frequency
Interdependence of activities
Proximity of core competencies
Technological discontinuity

Opportunism (moral hazard,
adverse selection, imperfect
/\ commitment)

Lack of experience/
expertise with the activity
to be outsourced

Lack of experience/
expertise with the
activity to be outsourced

Supplier

Buyer

Lack of experience/
expertise in managing
outsourcing contracts

Lack of experience/expertise
in managing outsourcing
contracts

Supplier interface

Figure 4.6 |T outsourcing risk factors between buyer and supplier (Tho, 2003)

Moral hazard arises as a consequence of the buyer not being
able to accurately monitor the activities of the supplier without
incurring prohibitive costs. The buyer hence cannot easily
determine whether a problem is the result of negligence on the
part of its supplier or to an unforeseeable event. This is a signifi-
cant risk factor borne by the buyer, as the supplier has the
‘excuse’ that poor performance is beyond its control. This leads
to an increased risk for the buyer over the supplier. The supplier
can choose to assign his best staff to a project or use his most inex-
perienced teams without a thorough background check on every
person placed on a project at every point in time. The existence
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of the latter scenario is difficult to detect, but it may manifest
itself in decreased reliability, excessive cost or project delays.

It can also manifest itself as a consequence of the supplier not
being able to monitor the buyer. A buyer of outsourcing services
may undertake hidden investments even before the contract is
signed. Many outsourcing agreements are based on an initial
benchmarking period where actual cost is measured, and the
supplier is given a bonus for cost reduction. Buyers excessively
invest in cost reduction before contract initiation in order to
limit supplier bonuses from cost de-escalation clauses.

Given the contractual nature of outsourcing, the service quality
is not as flexible as would be the case if the services were to be
delivered without the outsourcing services. These services,
however, change over time, leading to discrepancies in the ser-
vices requested and delivered. Switching-costs are high, and the
inevitable loss of competence arises at all stages of the outsour-
cing exercise.

The heterogeneity of the ITO market justifies the examination of
different facets of the outsourcing market. For each segment of
the market, different relationships between client and supplier
form a vital portion of the framework in which risks in this envir-
onment are examined. Contractual risks between the buyer and
supplier are a prime source of risks and a factor in the outsour-
cing decision. The fundamental drivers of risk are information
asymmetries before contracting, inability to monitor partners’
actions accurately, and exogenous changes that allow one party
to behave opportunistically. Reviewing the comprehensive con-
tracting literature in economics and adapting it to the unique area
of ITO provide the basis for prescriptions on efficient and effective
contractual arrangements. These prescriptions are in the form
both of governance structures that emphasize the importance of
ownership of critical assets and of contractual remedies to pro-
vide sufficient incentives to align parties” interests.

If all actions that affect the value of a relationship are fully
observable and verifiable, an outsourced contract is based on a
documented set of agreed requirements and the payments con-
tingent on completing them. Incentive payments are then neces-
sary to align interests between the buyer and supplier. Much of
the economics of the agreement is about the incentive systems
and how they perform under different conditions.

Another critical economic issue in an outsourcing contract is
risk sharing. Both the buyer and supplier may have different
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preferences for risk, which generates opportunities for gains in
the contract exercise. As parties become increasingly risk averse,
so too can the cost of very highly attractive contracts become
expensive because of the high-risk premium required.

Mutually unobservable behaviour may lead to inter-organizational
problems associated with imperfect commitment. This fre-
quently manifests itself through the problem of ‘double-sided
moral hazard” or mutual shirking.

‘Adverse selection” arises when the buyer has difficulty choosing
a supplier based on a given set of characteristics. Information
asymmetries can be so severe that markets for certain goods can
completely disappear or only low-quality goods become avail-
able for purchase. The appearance of selection errors that may
result from an exaggeration of the facts by the supplier is com-
mon and is known as ‘hubris’ or ‘over-exuberance’. This expec-
tation gap between the supplier’s performance at the time of
selection and performance of work is a risk borne by the buyer.

When performance is not to the level expected and disputes
occur, both buyers and suppliers may not honour commitments
that were made at the time of contract agreement for reasons of
changed circumstances. Imperfect commitment and unclear
and/or incomplete contracts are often used as reasons. Again,
the buyer carries significantly more risk, given that the ultimate
responsibility originated with and still resides with the buyer.

This risk from an inexperienced buyer could be to severely under-
estimate transition and management costs. This puts the buyer
organization at risk and vulnerable to the supplier’s opportunistic
behaviour. On the other hand, the people resources taken over
by the supplier from the buyer to manage legacy systems may
not carry over sufficient expertise to enable the management of
newer systems. The inexperience of the buyer of outsourcing
services in the area of contract and supplier management also
introduces a risk, particularly in the area where a relationship
exists between the buyer and a wide range of suppliers that pro-
vide services for a prime supplier. The buyer ultimately carries
the risks of diluted responsibility and opportunism.

The other risk factors relate to the transactions themselves. Asset
specificity is the degree to which an asset can be reused once the
supplier takes over operations, i.e. the extent to which its value
needs to be sacrificed. Neither the buyer nor the supplier
can predict with enough certainty the activities to be performed
in the agreement. This is particularly true in the area of IT



Chap-04.gxd

3/1/05

12:32 PM Page 116 :F

Managing the Risks of IT Qutsourcing

management where the complex set of applications, hardware,
networks and new technology is thrown into the mix constantly.
This is aggravated by the fact that businesses are constantly
challenged to use this ‘IT mix’ to enable the proper functioning
of core business strategy and operations. Unclear business object-
ives cannot drive IT development. Subsequently also, IT cannot
enable the appropriate business functions to deliver business
objectives, which remain ambiguous. For example, electronic
ticketing has been seen as a strategic business enabler for com-
petitive advantage. In a more remote setting, however, access to
the Internet is restricted to a section of the community as a result
of poor communications and social profile. Even if IT systems
were able to deliver Internet ticketing successfully, the strategy
would still fail as a result of an ambiguous business objective.

Measuring the value of the activities, processes and items
exchanged is therefore also a challenge. The frequency of activ-
ities needs to be understood. It is beneficial to carry the risks
associated with investments or uncertainty rather than invest in
transactions that only occur once. Outsourcing interdependent
activities within the IT function already causes serious difficul-
ties. When IT is used to enable the running of business func-
tions, this risk factor is compounded. For example, disputation
over poor response time would then need to be attributed to
more than one system, and ownership would be difficult to
identify. Further, a risk factor arises if the supplier does not pro-
vide the latest technology that enables the buyer organization to
maintain competitive advantage over its competitors.

Arrisk factor that is often highlighted and often not satisfactorily
investigated is when the core competence of a buyer organization
is outsourced. The buyer risks that the suppliers could either take
it over in its own market space, or move in directions different
from the ones the buyer might take strategically. Outsourcing
an activity at the core of the organization could be potentially
disruptive to the learning capabilities of its staff and reduce its
overall competitiveness.

The governance structures set up during an outsourcing arrange-
ment, the contracts, and the informal arrangements created to
reduce conflict, to govern relations, and to increase the extent of
co-operation and benefits, will provide the framework of con-
trols in the buyer’s arsenal to mitigate the ‘human’ risks presented
in an outsourcing agreement. A contract in itself, however, is
also an area of risk exposure. The same contract will induce
changes in behaviour and methods used, and hence also reduce
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the losses incurred associated with undesirable outcomes or
reduce the probability of occurrences of such outcomes.

Amendments to the outsourcing contract are routine, either
because the buyer organization’s needs are changing, or because
most contracts are indeed incomplete. As a result, many sup-
pliers have used high charges. New services or changes are then
renegotiated for services rendered. The uneven risk profile is
skewed against the buyer.

A lock-in situation often results from specific investments that
were made by the supplier when the contract was first signed.
At contract renewal time, if no other supplier is ready to make
specific investments, the client has no alternative but to continue
its relationship with the current supplier. The supplier can then
increase its fees because of this lack of an alternative. The lock-in
situation is more likely to occur in an industry where there are
specialized IT requirements (buyer organizations for example)
and there are only a small number of suppliers that are capable
of managing the IT function. When the time comes to renew the
contract, the buyer organization will not have many alternatives
to consider. The supplier can then almost dictate the conditions
of the contract and the risks to the buyer are escalated.

Service quality and service costs are two major issues in ITO.
The literature shows examples of degraded service levels result-
ing from outsourcing, including poor response time, poor turn-
around time, late software updates and applications that do not
meet requirements. Along with service degradation, service costs
rise. This imposes a more significant risk on the buyer than on the
supplier of outsourcing services. Financial penalties are often
imposed for non-compliance with service quality arrangements.
These contracts, however, also impose a formidable resource
requirement for measurement and governance. This imper-
fection, discussed earlier, does not help to mitigate this risk.

People- or resource-risks are also higher for the buyer compared
with the supplier. After an outsourcing agreement is reached,
often very few IT resources or little expertise remains in the
buyer organization. This creates an initially advantageous cost
position. It can, however, also be viewed as dangerous, since the
organization will have lost its ability to use IT efficiently and
effectively, and will remain dependent on an external supplier.
Again, the risk profile is highly skewed against the buyer.

Given that the RDS profiles measure the risk exposure value and
allow the managers in the ITO exercise to understand the risks
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dynamics, the next chapter provides some insight into the
observed relationship between risk dimensions that is evident
when the RDS is used. It is observed that the risk dimensions
are interrelated to a significant extent. This observation also
reveals an opportunity that can be exploited in order to mitigate
risks, as explained in Section III (Mitigating (& managing) risks
in IT outsourcing), the final component of the MUM method
proposed earlier.
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When the head aches, all the members partake of the pain.
Miguel de Cervantes (1547-1616)
Spanish dramatist and writer of Don Quixote

Managers who work with IT outsourcing (ITO) without using
the risk dimension signature (RDS) tool or similar instrument
described in the previous section, are often confronted with
the predicament of having to rely on instinct and ‘gut feel” for
the impending risks. Some organizations will have a higher
propensity for risk than others, and form a group of early
adopters of the ITO concept. These organizations are not able to
reap the maximum benefit of ITO as risk diminishes the benefits
accruing to the ITO participants. There is, therefore, significant
advantage to be gained from understanding the workings of the
RDS and its implementation in this environment.

Interaction between supplier and

Risks are transferred via instruments like legal contracts and
process changes between the supplier and buyer of outsourcing
services, and vice versa, on multiple occasions during the term
of an outsourcing agreement. This extends the original observa-
tion in this area on the shifting risks from the buyer to the sup-
plier in the operations dimension. When the identified risks are
tracked between the pair of stakeholders in a typical ITO exer-
cise, an obvious ‘to-ing” and “fro-ing’ of risk between the buyer
and supplier is observed along several sets of risks. Importantly,
however, in a ‘musical chairs’ fashion, the party left with the
risk when the undesirable event occurs is stuck with the conse-
quences. Supplier organizations experience a set of risks that are
adopted from the buyer, and vice versa. A reasonable conclu-
sion hence could be that, in an outsourcing arrangement, there
are no exclusive supplier or buyer risks, merely risks that are
shared or remain with one party temporarily (then passed on to
the other party).

119
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The paradox effect

There is also a “paradox effect” that is observed. For example,
when organizations outsource to save money, they often get more
worried about being exploited on cost; when they outsource to
improve service, they fear it may deteriorate; and when they
outsource to avoid the hassle of management, they still need to
control.

The risks are either shared between the supplier and buyer
through a series of agreements and activities or passed between
risk sets or types in the individual organizational risk-landscape.
The objective of the tool proposed is to assist in illustrating and
identifying these risk sets and then determining the level of
risks that can be tolerated at any single point in time. It allows
the appropriate decisions and mitigating activities to be imple-
mented early, in order to avoid often unbearable consequences.

Assume an organization has made the decision to outsource its
IT function to derive competitive advantage in its market space
and improve operations and performance. Further assume that
there are suppliers that have sufficient economies of scale and
superior IT management practices to deliver improved services
at a lower price, and that the resulting savings are those that the
client will benefit from.

A typical outsourcing selection process exists where a list of sup-
pliers is created through advertising for an ITO project. Suppliers
are invited to make submissions. They are then short-listed
through a process where likely suppliers are identified based on
a set of requirements. Once short-listed, suppliers are issued
with a Request For Information (RFI) document that outlines
the buyer’s objectives, services, assets, transfers, and issues of
relevance to the outsourcing exercise. Suppliers respond by
matching the buyer’s expectations with their own capabilities,
track record, reference sites, and associated information. Those
selected are then ‘invited to tender” and issued a Request For
Proposal (RFP) or Request For Tender (RFT). The process may
differ slightly as a result of probity and procurement regulations
often already set out in the buyer’s corporate policies.

A supplier would likely undertake opportunistic behaviour, seek-
ing to reduce its own operational costs, often at the expense of the
client. Social actors will behave opportunistically if it is advanta-
geous for them to do so. This opportunism denotes the capability
and willingness of organizations to pursue their own interests at
the expense of partners by withholding, for example, information.
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Relationship dynamics between buyer
and supplier

The selection process for a suitable supplier takes on the form of
an auction where several suppliers are invited to tender for the
outsourcing activity. As in an auction situation however, when
the winner of the auction or bidding event systematically bids
above the actual value of the objects or service, the bidder incurs
losses. The suppliers are ‘squeezed’ to provide the lowest prices.
The difficulty in such bidding circumstances is to select those
suppliers that offer the best deal. There is little or no differenti-
ation between suppliers that is obvious during the selection
process. Selection of the supplier hence tends to be based on
what cost efficiencies suppliers can deliver.

The interplay of winning and losing scenarios is illustrated in
Figure 5.1 where the ideal scenario would be for the buyer to
obtain the best service delivery from the supplier, who in turn
must be paid a ‘correct’ price.

Supplier

A

Cost too high for
buyer
(Supplier secures
profit margin)

Win

(profitable) Win-Win

Cost too high for
Lose supplier
(loss-making) Lose-Lose (services

compromised)

» Buyer
Lose Win
(Negative impact) (Positive impact)

Implications of relationship for risk

To derive a win-win situation (Figure 5.1), the relative risks of
the ‘supplier” and the ‘buyer’ of services in the outsourcing of
the IT function are expected to be shared almost equally. This is
not the case. While identifiable operational risks are transferred
to the supplier, there are significant risks and inherent business
risks that remain with the buyer. In addition to this, the risks
associated with the relationship make the risk scenario or profile
often too difficult to bear.
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Interplay between buyer and
supplier RDSs

That the buyer carries a larger RDS or risk profile in comparison
with the supplier needs to be recognized by both sides in order
to derive a synergistic relationship. The emergence of partner-
ship or alliance arrangements as alternatives to the formerly
more popular transaction-based contracts! indicates a shift to
closer interactions between buyer and supplier. While partner-
ship arrangements vary considerably in their operations, from
flexibly defined, formal contacts, to loose strategic initiatives,
they also include the provision of shared risk and benefits.
Transformational outsourcing provides for a set of partners who
have a considerable stake in the game, and often that means
sharing both risk and reward.

The need for successful outsourcing decisions and contractual
arrangements in an ITO deal involves the understanding and
management of risks inherent in the deal. Risk assessment and
risk management are consequently critical contributors to the
success and/or failure of an ITO venture. The understanding of
the relative risk profile or signature between the buyer and sup-
plier of services will enable appropriate action to be taken to
manage the relationship.

While the direct financial benefits?, in terms of cost reduction,
are a major driver to divest the organization’s ‘non-core activ-
ities’, there is a clear move to the outsourcing of products and/or
services in consideration of scale and costs, that is, financial con-
siderations. The risk, however, is often not qualified and can
result in losses not recognized in an organization’s financial
statements. This can be, however, qualitatively measured.

The outsourcing decision ultimately breaks down into a cost-
benefit trade-off. Again, the important benefits that the organ-
ization achieves when outsourcing include economies of scale,
scope and specialization. To achieve these benefits, it incurs
costs such as supplier organization search, negotiations, and legal
fees to establish the relationships. ‘Outsourcing can ease many
maladies — people shortages, skills gaps, and over-ambitious
corporate plans. But increasingly, it can also improve your chance
of seeing the inside of a courtroom” (Goodridge, 2001). These
costs, however, are often dwarfed by contractual risks associated
with inefficient contracts, owing to differences in information

! Usually a shorter and more tightly defined contract arrangement
2 Often over a period of (5) to 10 years
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between the parties (asymmetric information), inability to
observe actions comprehensively; and the inherent incomplete-
ness of IT contracts. These risks are often driven by the large
uncertainty surrounding IT investments, parties” inherent risk
aversion and bounded rationality.

Sharing of risks between buyer and
supplier

When the buyer’s operational risks are being shared with the
supplier, this is often perceived as an advantage to the buyer.
This is because the resources now required to support risk miti-
gation for the buyer are reduced (as they are now shared with
the supplier). Along with the sharing of operations risk, the
responsibility for recovery from adverse activities as a result of
the risk is also shared. These advantages provide support for
the argument for outsourcing. There are a number of critical
risks of ITO, including cost increases, management issues, ser-
vice failures, loss of expertise and negative business impacts,
including loss of innovation. Finally, there are questions as to
whether the potential benefits of outsourcing offset the manage-
ment risks that it introduces.

If just the buyer side of the agreement is observed, then the oper-
ational risks are qualitatively and arguably reduced. The other
risks, including financial risk, risk on reliance of the supplier
and environmental risks such as the catastrophic risk of busi-
ness failure as a result of failure by the supplier to deliver, are
arguably increased. The interplay between the risks and sever-
ity of risks along each of these dimensions or risk sets appears to
take on several characteristics including the ability to trade off
one for the other and interdependence. Importantly also how-
ever, the risks appear also to be able to be managed as a result of
certain sets of actions taken by the contracting organizations in
the risks landscape.

5.3 Sharing risks within one organization,
between value activities

Much has been said in the literature about the linkages within
the organization value chain regarding the sharing of risks. The
value chain is a concept introduced by Michael Porter (1985),
where the organizational activities, both primary and support,
are grouped into various categories. Porter identified the link-
ages between value activities that are interdependent and that
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provide the organization with competitive advantage through
cost or functional differentiation. By extrapolation, the linkages
still exist for the risks involved when one of the major support
activities like technology is intentionally removed for perform-
ance by an external party. By implication, then, the risk profiles
of the related value activities also change. The profiling graph
provides another analytical tool to monitor this change.

The value activities are linked through intricate relationships.
For example, the implementation of a computerized organiza-
tion resource planning (ERP) application tool will affect pri-
mary activities such as supply chain activities, logistics within
and external to the organization and, finally, the complete cus-
tomer experience. This is an anecdotal generalization but is
founded on many examples in the literature that can provide
empirical evidence. A complete analysis is outwith the scope of
this book. The point that needs to be emphasized, however, is
that the information gained through the use of technology is
fundamental to exploiting value linkages. The downstream
effect of this exploitation of technology means that the risks are
also shared and spread between the activities in the value chain.

Technology development S— fé | i

Outbound logistics
Marketing & Sales

Operations
Service

Figure 5.2 Example illustration of risk profiles in interdependent value activities in the organizational
value chain (value chain adapted from Porter, 1985)
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Risk signature/RDS - supplier

By focusing on the competence areas that are essential to the for-
mation of competitive advantage through product innovation,
marketing, and brand development, organizations become reliant
on specialized suppliers for providing best-in-class production
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services to quickly reap value from innovations and spread risk
at the same time.

This in itself is a risk that needs at least to be understood to exist
and then managed in order to avoid unforeseen and often sur-
prising events that could result in disastrous consequences. A
rather straightforward example is when a buyer relies ‘blindly’
on selected equipment (assets) and specialist services of an out-
sourcing services supplier who in turn now chooses to raise the
prices for its services. There are few choices open to the buyer if
this event were not planned for and mitigated either through a
contract, through a multi-supplier strategy or even through rig-
Orous governance processes.

Supplier(s) Enterprise (Buyer)

Figure 5.3 A one-
to-many relationship
between the buyer
organization and its
supplier(s) of
outsourcing services
as a strategy to
mitigate operational
risk of dependence I

Risk signature/RDS - buyer

Using a similar risk of reliance on an organization (see above),
the supplier organization would invest in selected equipment
(assets) and specialist skills to provide the relevant services.
This increases its risk if the single buyer were to terminate the
outsourcing agreement prematurely. With the right mix of cap-
abilities however, a supplier could reduce its business risk
through structuring a multiple customer and/or multiple busi-
ness profile.

In a typical IT support function, modularization of functions
helps suppliers to reduce the degree of asset specificity while
maintaining the capability to offer customized services. Having
such capabilities, a supplier could further expand its customer
base and serve new application areas.

Suppliers, then, are able to ramp output up and down according
to changes in demand. Similarly, suppliers are able to achieve
relatively stable demand profiles, high capacity utilization rates,
and low costs by pooling demand from a large number of
customers (buyer organizations) if process technology depends
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Figure 5.4

A reversed
relationship where a
supplier's risk profile
changes in line with
its development of
multiple relationships
with many
organizations/IT
outsourcing projects

Supplier(s) Enterprise

Buyer (Enterprise(s))

not on specific assets, but on generic assets, assets that are widely
applicable to the entire customer pool, and suppliers have the
capacity to identify and meet the complex requirements of mul-
tiple customers and transform that data into a format usable by
their generic processes. With the commoditization of IT equip-
ment, processes and techniques, more supplier organizations
are finding outsourcing a lucrative business.

To graphically illustrate risk or the negative outcomes, the dimen-
sions of risk to be illustrated are technical, financial, legal, oper-
ational, business, environmental, informational and strategic.
The loss due to an undesirable outcome can be approximated
either via quantitative analysis® or via qualitative assessment of
the organizational impact of each negative outcome.

5.4 Tolerance for risk exposure
(risk appetite)

126

An outsourcing contract represents a long-term partnership
(possibly over 5 years) where the constantly changing business
environment and conditions are managed through a govern-
ance structure. Both the buyer and supplier [or external ser-
vices provider (ESP)] has different preferences and tolerance for
risk, also described as the ‘risk appetite’. The risk premiums
required and costs for appropriate risk mitigation activities that
need to be factored into the total project costs will differ given

3 For instance, by evaluating the amount of sales lost due to disruption of
service to customers
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the individual project characteristics and the appetite for risk
shown by the contracting organizations.

Risks indicate decision limits in an outsourcing context. The tol-
erance for risk or risk appetite for uncertainty varies from one
organization to another; hence it is important that, first, the levels
of tolerance are determined and the risk levels are then man-
aged within these boundaries. For example, risk aversion has
paid off for many organizations in an increasingly complex
business environment as organizations seek to avoid risks
rather than profit from them. As a result, they often overlook the
highest-value IT initiatives while spending money on safer but
less valuable ideas. To what extent can these organizations, how-
ever, tolerate the levels of risk or uncertainty? To remain com-
petitive, organizations need to weigh the ‘safety” current
capabilities and assets against risks and ‘dangers’ of increased
efficiency and cost-cutting. It is not easy continually to change,
as this requires a significant amount of energy, courage and
innovative use of new tools.

The RDS proposed earlier is a method to identify and present
the multidimensional nature of risk that will enable subsequent
understanding of its nature and the forces that either magnify or
reduce risk. It is important for management to take a more
proactive role in the understanding of risk and its subsequent
mitigation.

The elements of risk exposure and risk appetite of the buyer and
supplier are also contributory factors. Here, a project with shorter
payback period is considered better because of the lower per-
ceived risks. The internal rate of return (IRR) of the ITO project
is focused on the stream of the future cash flows and is not
impacted by the cost of capital. If the cost of capital equals the
IRR there will be no financial benefit from investing in the exer-
cise. Therefore, IRR effectively creates a ceiling for the cost of
capital as an example of one component that contributes to the
financial risk appetite of the buyer organization. In a separate
risk dimension, the IRR is related to the level of operational risk
experienced. Generally, the higher the operational risk, the higher
the IRR. The IRR, however, reaches a stage where the increase in
IRR is no longer acceptable or has exceeded the organization’s
appetite for risk given the risk levels that are experienced (see
Figure 5.5).

In the example used for the illustration of this concept (see
Figure 5.5) it is arbitrarily assumed a Level 4 risk is the maximum
reasonable exposure to a dimension of risk for, say, the technical
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Figure 5.5

A reasonable risk
tolerance/exposure
level could be a
measure of financial
internal rate of
return (IRR)
(example with
arbitrary data for
illustration only)

IRR unacceptable for average
risk level greater than 4
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dimension. The IRR estimated would then be about 45%. Should
the risk exposure decrease, in this example the IRR would also
decline. If the supplier were prepared to take risk exposure up
to an arbitrary level of 4, then it would need to be prepared to
estimate its financial gains for such a risk exposure before agree-
ing to perform the outsourced function. Another way of review-
ing the ‘make or buy’ decision entails estimating that the
expected economic loss (transaction costs and contractual risks),
given optimal contractual risk mitigation that can result from an
outsourcing contract, exceeds the expected economic gains (dif-
ference in production costs). So long as the risks associated with
the outsourcing of any single activity do not have expected losses
that exceed the expected gains, then, on average, the organiza-
tion’s portfolio of activities should be economically neutral.

5.5 Mapping the risk signature

128

If arbitrary risk dimensions are then taken in the areas of risk,
namely strategic, technical, financial, legal, operational, business
(overall performance), environmental (business interaction) and
informational (access), one view of risk is fairly well represented.
To measure risk sensitivity, a Likert scale on a multidimensional,
numeric, empirical index of 0 to 5 is used where 0 represents zero
risk and 5, very significant risk. The risk signature (sample in
Figure 5.6) can then be used to identify risk type, risk exposure
and mix of risks for the organization at that point in time.

Empirical information is available from risk strategies and plan-
ning documents. However, this methodology does not provide
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services show a
high skew toward
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precise measurements. The critical information derived repre-
sents relative weightings of the risk in the key dimensions iden-
tified. The difference between the risk profile of the supplier
versus that of the buyer is already visible from a plot of relative
weight differences on each of the identified dimensions. The
resultant risk signature for the example used in this book is
illustrated in Figure 5.6.

A version of the risk landscape would appear as a risk ‘signa-
ture’ for the buyer of outsourcing services. Similarly the risk sig-
nature for the supplier could be mapped. What is observed here
is that the signature for the buyer is relatively larger than that
for the supplier in relation to risk areas that need to be consid-
ered. A larger area denotes either a higher probability of risk or
a higher loss as a result of the risk experienced. Importantly
however, the risk signatures paint a picture of the relative risks
along the risk dimensions, allowing for subsequent analysis and
management.

5.6 Evaluation dimensions

The data for the supporting dimensions will be derived from
the supplier proposals and the organization’s executives. The
preparation of the weighting criteria would, however, need to
be accomplished as part of the development of the assessment
tool. The weights applied to the different evaluation elements
needed to be reasonable and applicable to the organization, its
industrial sector and the IT function.

129
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Severity level

Probability of occurrence

[ High

Frequent Probable Occasional Improbable

N Risk 3

i Risk 4

Undesirable and requires immediate attention

Undesirable and requires corrective action, but some management discretion allowed
Acceptable with review by management

Acceptable without review by management

Source: US Government Accounting Office, ‘Information Security Assessment — Practices of Leading Organizations’, June 1999

Figure 5.7 The risk tolerance levels from the relationship between the probability of occurrence and

severity levels
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In Figure 5.7, there are four risk types that have been high-
lighted for the simplicity of illustration. The resultant matrix
when the probability of occurrence (likelihood) is mapped
against the severity level (potential impact) defines the organi-
zation’s risk portfolio (US Government Accounting Office,
1999). What it reveals also is the risk tolerance boundary for the
organization. This imaginary boundary lies roughly at the bor-
der between risk 2 and risk 3. This concept can then be trans-
posed to the risk profile where all the risk exposure elements are
already plotted.

The potential impact on the business would logically form the
weighting for the evaluation items. This is also proportional to
the risk exposure. The revised approach takes into account the
proposed methodology already used in industry.

The dimensions for measurement would also need to be con-
sidered. Given the objectives of the outsourcing exercise for the
organization, the basic outsourcing services as well as the busi-
ness transformation work need to be compiled to show the bene-
tits that would accrue from this exercise. The basic outsourcing
of the IT function would derive from infrastructure (e.g. hard-
ware, operating systems and databases) and applications (soft-
ware that perform business functions). The additional value
that is sought after, however, lies in the transformation of the
organization through the best practices delivered by the (world
class) supplier. The transformation practices would be viewed
from a systems and business integration perspective. Systems
integration would deliver both the traditional services (including
familiarity and ability to deliver the infrastructure to operate the
business) and new directions (including new architecture for IT
components, processes and functions). The business integration
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advantage would come from the supplier’s understanding of the
organization’s business and business process re-engineering skills.

5.7 Analysing risk with the RDS

The analogy of a risk landscape alluded to in this chapter
represents the rich mix of risk dimensions assembled to show
the interaction of risk exposure experienced by both the sup-
plier and buyer of ITO services.

As discussed earlier, the RDS is based on various risk analysis
frameworks. These risk analysis framework methods are con-
structed from the measurement of loss and the probability of loss.

The grouping of risks along risk dimensions provides a stage on
which risks of a similar nature can be brought together. As was
discussed earlier, this implies that the impact of minor vari-
ations in measurement as a result of uncertainties in probability
of loss magnitudes will be reduced.

With the ability to group risks, the RDS is formulated to illus-
trate the various dimensions in which risks become manifest in
the ITO exercise. The variety of components of IT, the rapid
changes in the nature of each component, and the role of the IT
function is accommodated because the RDS can be reused when
required. Specific areas from the outsourcing of the IT function
can be researched and this allows for comparison between risk
dimensions.

The information from the RDS is qualitatively illustrated and key
features include:

e limits of risk or risk tolerance that can be borne by the
organization;

e relative severity of risks between the one stakeholder and
another;

e areas where risk dimensions can be ‘traded’” for another;

e mix of risks and areas of high risk stress (unacceptable risk
areas);

e important risk dimensions (as defined by the organization).

Risk profile snapshots at two different points in time reveal
information on the effects on risks to the organization along
separate dimensions as a result of these actions. The iterative
process then continues and becomes an input into the risk
assessment methodology, defined in the following chapters,
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where the concepts and the tool are tested. Importantly also, the
risk profile also allows the organization’s ITO governance team
to steer the activities in outsourcing knowing the stresses on the
risk profile relative to these risk dimensions.

It is expected that various nuances and hues on the risk land-
scape are discernible from the details in the case study (see
Chapter 8), giving rise to points of contention. This, however,
should not distract attention from the main objective of the exer-
cise, which is to observe possible interaction between risk
dimensions that arise in the outsourcing of the IT function. The
use of the eight risk dimensions in Figure 3.8 needs to be veri-
fied and substantiated each time the RDS is applied.

The RDS described in the previous two chapters is a tool
developed specifically for the purpose of examining risks in the
ITO environment and examining risk profiles, as described earl-
ier. The RDS was introduced in Chapter 3 to be used as the pri-
mary tool for observation of changes in risk profiles. These
changes can be measured and observed by applying the RDS at
specific times during the ITO exercise.

The patterns portrayed by the risk profile in the previous chap-
ter show risk exposure characteristics including the abnormally
high (peaks) or low (troughs) risks encountered at particular
points in time. As the set of interrelationships change over time,
the mix of risk exposure elements and their relative ‘weights’
along each of the risk dimensions are also observed to change.
The RDS illustrates risks along multiple dimensions and then
qualitatively describes the relationships between the risk dimen-
sions that arise in the outsourcing of the IT function. This is done
by comparing two versions of the RDS for the same ITO exercise
using the same parameters, which change because of events
that have occurred in between each recording. During an ITO
exercise, the RDS tool can then be used to illustrate the risk pro-
files that will verify the objectives stated at the start of the book.

The most significant changes in the risk signature are expected to
occur when there are new activities or significant changes made
to existing processes that occur during the course of the out-
sourcing exercise. The changes in the RDS profile will demon-
strate and validate previous observations and hypotheses on risk
sharing and risk transfer between the buyer and supplier. The
changes in the risk exposure along each of the risk elements
(grouped by risk dimension) are recorded in the RDS illustra-
tion; observations of changes in the risk patterns over time show
the existence of relationships between the risk dimensions.
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Risk levels for both
buyer and supplier
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When changes are made via programmed activities, risks in the
risk dimensions also change. The patterns of risk signature and
the size of the total risk exposure throughout the outsourcing
exercise are observed to remain constant. The risk exposure val-
ues are observed to change within an organization as the nature
and use of the IT function change (owing to changes in the pro-
tile of the IT components, people or processes). The conclusion
is that there exists a set of interrelationships between actions
and the effects of these actions that influence the risks along key
risk dimensions, so keeping the total risk exposure for the exer-
cise constant.

For illustrative purposes, the buyer and supplier have been
assigned arbitrary risk exposure levels of 6 and 5 respectively
in Figure 5.8. In the equally spaced, octagonally shaped RDS
example, equal risk exposure on all eight risk dimensions is
illustrated. The total risk that the buyer is exposed to is larger
than that of the supplier.

Technical

—=— Supplier

Risk

Business

The risk signature patterns that take shape then provide visual
clues to the relationships between the various risk categories or
dimensions. For example, an octagonal (almost circular) RDS in
Figure 5.8 represents equal risk levels in all dimensions and a
protrusion from this circle would represent a point of stress,
where the risk is higher than in any other dimension.

The choices made by either the buyer or supplier of ITO services
then influence the effects of risks directly; they also indirectly
influence the shape of the risk signature along the risk dimensions,
forming new risk dimension signatures (RDSs). For example, the
risk exposure values are illustrated according to the characteris-
tics of risks along the eight dimensions that are relevant to the
outsourcing exercise for the case study (see Chapter 8).
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Empirical measurement

As this tool is empirically based, detailed observation of risks
within the ITO environment will need to be collected and pre-
sented. Risk exposure values for any ITO activity are influenced
by a very complex set of factors. Environmental factors such as
organizational politics, people issues, changes in policies and
global events directly affect a business organization and its deci-
sions on competition. These complexities overlay such matters
as IT governance and radical changes in IT hardware, software
and the networking environment. Hygiene factors and behav-
ioural factors that contribute to the elements comprising agency
theory also add to the possible outcomes in the permutations
that can be made in this already complex environment (summa-
rized in Figure 5.8).

To obtain data for the RDS, informal, semi-structured interviews
are conducted. As opposed to the formal or structured interviews
that have an explicit agenda, informal interviews have a specific
but implicit research agenda. Informal interviews can be used to
determine the categories of meaning in a culture and are use-
ful in discovering what people think and how one person’s per-
ceptions of risk compare with another’s. There is no standard
measure of default values or tolerance levels in organizational
performance. The empirical qualitative research method hence
is suggested for the collection of risk data for the project. The
observations can include nuances of behaviour of key stake-
holders and key risk drivers following the specific observations.

Data on risks and risk exposure

Primary data can be gathered using planned and structured
interviews, focus group sessions and the Delphi technique. This
technique was developed by the Rand Corporation in the late
1960s as a forecasting methodology. Later, the US Government
enhanced it as a group decision-making tool using the results
of Project HINDSIGHT, which established a factual basis for
the workability of Delphi. Planned and semi-structured per-
sonal interviews were conducted with current personnel from
various departments as well as business consultants in the
team. The interviews were designed to assess the interviewees’
responses to the risks involved in the outsourcing exercise. The
information gathered was then used to construct question-
naires, develop the risk dimensions and subsequently measure
some of the risk exposure values. In the focus group sessions
for example, the personnel from the IT planning area gathered
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specific information on risks in the area of IT planning. The Delphi
technique was subsequently used to ‘guide” debate through the
discussion sessions in order to obtain the relevant information
on the risks and risks dimensions required.

The research involved data accumulated through the author’s
work with multiple organizations on ITO projects. Secondary data
was obtained from commercial project documentation as well as
commonly available sources such as project reports, the Internet
and other available data on the IT function within the organiza-
tion. Certain key assumptions and concepts provide the basis
for the exercise. The first is the concept of causality and random
activity used when observing the risks that occur during the
ITO exercise, as previously discussed. The other idea used is
that of external influences on activities in the same exercise.

Interaction between categories

Inherent in the operations of the organization are technical,
financial and operational risk. An interpretation of the types of
risks that are categorized in each of these areas is subjective.
This can change as the exercise changes. It is most relevant and
critical, however, that use of the tool and its concept is observed
and applied throughout the ITO exercise.

The tool that is proposed has been used to identify previously
neglected areas of risk that the buyer organization may carry.
For example, the business risks that increase as a result of the
outsourcing exercise include the responsibility for the results
delivered by the supplier organization. Should the supplier not
deliver as promised, it is the buyer organization that ultimately
suffers. The increased risk that the buyer organization carries
needs to be mitigated. Before this step, however, it must identify
where its tolerance for risk along the business risk dimension lies.

In many instances, as outsourcing is an accepted way of getting
superior results, the specialist services offered by the supplier
must be ‘better” than those of the buyer. Often the ability to focus
(core competency), economies of scale and financial support are
advantages that the supplier has in its arsenal to assist in provid-
ing these services. Many ITO agreements fail, however, when
there are disagreements on the use of these resources as both
buyer and supplier require unfettered access. The RDS also pro-
vides a scenario where the benefits and risks can be illustrated
and thus fairly shared. This means that the patterns or signatures
are modified to the extent that both organizations benefit.
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It is proposed that the RDS exercise is not one that should be
conducted procedurally without an understanding of the exer-
cise through observation, involvement and application of artis-
tic management. It has been demonstrated that the complexities
and variables involved are far too intricate for a mathematical
model to be derived. This does not in any way contradict the
use of the methodology for the construction of the RDS described
previously. It is the combined use of heuristics, current observa-
tions and qualitative findings that plays a vital role in achieving
an accurate and usable result.
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6 Risk characteristics and behaviour in
an ITO exercise

Who controls the past controls the future: who

controls the present controls the past.
George Orwell (1903-1950),
author of Nineteen Eighty-Four

There is a need to control the characteristics and behaviour of
risks to reduce the effects of those risks. Risk mitigation activity
is an essential component part of the process of ensuring pre-
dictable outcomes for the ITO exercise, and consequently also of
being able to derive maximum benefits from the ITO exercise
itself. Risk mitigation tasks are part of good project management.
It is more effective, however, if project managers have the ability
to translate information on possible risks into useful knowledge.
With this knowledge, both the buyer and the supplier organiza-
tions can formulate a set of practical responses to reduce the
effects of risk. Targeted communications programmes, actions
and policies can then be put into place using this information, to
reduce the effects of risks. This will, in turn, increase confidence
levels and allow ITO to be more readily accepted.

In an ITO exercise, the RDS tool introduced earlier allows risks to
be identified and illustrated in order to make it possible to control
them. The information gathered is used to examine risk behav-
iour and the various forms of risk profiles formed. Additional
steps can then be taken to reduce the anticipated harmful effects
of risks on the range of departments in and functions of an
organization.

It is, however, often impracticable to measure events or risks
that have not yet even taken place. In addition, there are many
risks that are not yet defined but may, nevertheless, occur. As
demonstrated in the previous chapters, the RDS tool allows the
selected risk elements, together with causes and influencing fac-
tors, to be differentiated for management attention and subse-
quent control. This again is occasionally insufficient to represent
all the risks dimensions, which may change over time. Change
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Figure 6.1
Managing risks in
an IT outsourcing
environment
(Tho, 2003)

makes the one-time portrait or snapshot of risks constructed
with the RDS quickly obsolete. In order, therefore, to anticipate
risk patterns over time, the interaction between risk dimensions
and the behaviour of risks in an ITO exercise needs to be
observed and mapped to identify specific patterns or trends, as
will be illustrated in this chapter.

The old adage ‘to expect the unexpected” can be invaluable advice
in a situation like IT outsourcing (ITO). Frequently, the occurrence
of unexpected events directly influences other events, which even-
tually thwarts the objectives of the outsourcing process. It is
challenging to monitor all facets of risk without using an instru-
ment like the RDS. Many cases of ITO failures have been reported
and, as a consequence, outsourcing projects are quickly seen to be
of dubious worth or, even worse, deemed to be unworthy of
consideration; therefore, in the latter scenario, managers prefer
to avoid this topic altogether. This means that outsourcing pro-
jects and, therefore, also the business benefits thereof, are never
taken advantage of.

With the RDS tool, risks are measured and translated in a mean-
ingful format for the people who manage the projects and drive
the organization’s activities to work with. Having measured and
understood (see the MUM methodology in Figure 6.1) the risks
that become manifest in the ITO project, managers will then
need to formulate a specific action agenda to mitigate these
risks using the RDS instrument. Figure 6.1 is repeated below
from Chapter 2.

This chapter introduces new ideas, possibly abstract in nature
but important in the process whereby risks can be mitigated.
Techniques based on research and practical experience gained
from multiple ITO projects are introduced as the ideas are pre-
sented. A peculiar phenomenon described in this chapter appears

Measure

///

J Understand

Mitigate '\
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to consistently portray the behaviour of risks in the ITO envir-
onment. This observation is then used to predict some of the
changes and behaviour of risks that manifest themselves in the
ITO scenario. A significant part of this chapter is devoted to con-
cepts and ideas, because this is an area that bridges the gap
between the understanding of risks and actually mitigating them.

Risks behave by nature unpredictably but, if a structured and
methodical analytical process is followed, it has been discovered
that certain patterns can be identified that allow predictability,
albeit with selected constraints. It is very important to intelli-
gently apply the concepts introduced here and not to use them
‘as-is’. To assist in this process,  have also included a case study
in Chapter 8 that shows some of the concepts being applied. The
slight modification of what is described in this chapter illus-
trates and reinforces the point that the framework proposed acts
only as a guide and must be customized to the reader’s own
requirements.

6.1 Behaviour of risks

As with the definition of outsourcing given in Chapter 1, it is
often taken as a benefit that operational risks are mitigated by the
buyer organization ‘passing’ them to the supplier of ITO services.
As such, operational risks are “passed” from the buyer to the sup-
plier organization when the IT function is outsourced (Bensaou,
1999). When the operational risks are transferred out, however,
the risks along the legal, financial and strategic risk dimensions
are observed to increase (see also examples in Chapter 8).

Although the other risks that exist are totally unrelated to oper-
ational risks, the risk dimensions that relate to them appear to
change as if to compensate for the loss in operational risks. These
changes occur to the extent that the total risk exposure for the
particular ITO exercise remains relatively constant. This apparent
interrelationship is always observed (see also further observa-
tions in Chapter 7). The various assumptions and suppositions
that have been made are outlined in this chapter and in Chapter 7.

Many of the estimates of the probability of an occurrence, and
also the possibility or prospect of loss, are based on heuristics or
previous experience. To qualify an observation made, we need a
comprehensive set of data. The structured approach suggested
in Section II provides a framework in which risks can be identi-
fied. This does not mean, however, that all possible risks can be
identified. Some risks that will not have been included would
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account for a shortfall or access risk exposure for the organiza-
tion. It was also proposed in the previous chapter that if the rela-
tionship between cause and effect could be determined, then not
all the risks would have to be defined at the outset.

Another important observation is that a specific relationship exists
between several risk dimensions in an ITO exercise at any point in
time. This implies the presence of linkages or a correlation
between these risk dimensions. The complex causal models intro-
duced in the previous section and illustrated via one-to-many
and many-to-one relationships also contribute to a supposition
that the risk dimensions exhibit some form of risk relationship
pattern. Observations made from a variety of perspectives pro-
vide evidence to show the presence of definitive links between
the risk dimensions in a relationship of this type.

Risks do not react or move on command. Instead, risks gener-
ally appear to change according to various causes and extrane-
ous factors. Although the causal framework has the connotation of
determinism and necessity, in practice causal relations are much
more subtle and less straightforward than they may initially
appear. An example of a causal relationship is the scenario
where drinking alcohol and/or talking on a mobile phone while
driving causes accidents. This does not actually mean that the
consequences are likely or certain. By way of analogy, it is more
accurate to say that the probability of an accident increases when
driving under the influence of alcohol or driving while having
a conversation on a mobile phone. The accident risk exposure
however, has increased in these circumstances.

Failure to make IT system backups, to look at another example,
does not imply an inability to recover from a hard-disk failure.
The practical notion of causation requires the ability to express
it in various degrees of likelihood or probability. In the instance
of ITO, the causality assumption can also be observed through
the myriad factors that influence the ITO exercise. This is made
more complex over time as the combination of events and activ-
ities also change. The effects of events and actions are related to
observable causes. Multiple causes, however, also overlay one
another at different points along a timeline and blur the ability
to observe a direct relationship in this phenomenon. It is import-
ant that causality is embedded and mixed within the original con-
cepts of creation and random occurrence. In comparison with
the development of models explaining the effects of empirical
observations, there has been relatively little development of for-
mal models to account for the effects of such prior knowledge.
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6.2 Risk appetite

Imagine an individual managing an IT operation for an organ-
ization wishing for the mythical ‘perfect project’, i.e. the project
or business venture that carries no risks. In this fabricated scen-
ario, all activities proceed as planned. The organization in this
instance has no risk appetite and cannot tolerate any risks at all.
It is a situation where there is either a zero probability of any
undesirable outcome, or a situation where the loss incurred as a
result of an undesirable outcome is always zero.

A more reasonable and realistic view of things, however, is a
scenario where the project is barraged with outcomes that are
both undesirable and unsolicited. We also find that most organ-
izations have a certain level of tolerance for things that may go
wrong, i.e. a level or appetite for risks; the risk exposure values
are actively managed within ‘acceptable’ or tolerable levels.
These tolerable levels of risk are referred to as the ‘appetite for
risk” of the organization (see also ‘risk appetite” in Chapter 5).

An organization’s appetite for risk is distinctive as it is largely
dependent on selected characteristics of the organization. For
example (largely exaggerated to convey the point), a diversified
conglomerate that is heavily funded may have a relatively higher
tolerance for financial risk (or a larger appetite for risk) compared
to a small organization that is owned by an individual, with a
relatively lower appetite for financial risks. The smaller organ-
ization would not have the capability to recover from a financial
disaster as well as the larger organization with significantly
greater monetary reserves that it can call upon.

6.3 Fundamental assumptions in
understanding risks

Three fundamental assumptions have been made so far, which
are outlined below.

Cause & effect

The first is that all risks are subject to a cause and effect relation-
ship. The causes, however, manifest themselves as either natur-
ally occurring or through direct intervention (i.e. through
careful planning and deliberate action). The observable inter-
action between internal and external influences on the risk expos-
ure features cause and effect. This shows the existence of a
direct relationship between the risk dimensions. For example,
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we say ‘A caused B’. We know A occurred and B occurred, and if
Ahad not occurred then neither would B. Bayesian theory would
determine the probability of the occurrence. In this instance,
however, extending these notions on categorization, we assume
that the effects of the risks categorized in risk dimensions are
pooled and already considered when observing the empirical
data. Simply put, the risk dimensions hence have already pooled
the effects of the risks. This assumes that the risks in the same
common pool have common causes.

Internal/external influences

In the second assumption, the internal-influences phenomenon
is limited to an individual organization as opposed to a group of
interacting organizations. For example, where the RDSs for two
suppliers competing for the same project are illustrated, the
interaction between internal influences is only for the individual
suppliers (or intra-organizational). The same logic is extended
to assume the alternative situation; that is, there is a relationship
between external influences only in an inter-organizational situ-
ation. This assumption is different from the other two as it breaks
down quickly in practice. The classification of influences as
‘internal” and ‘external” does not apply; the influences combine
in effects on risks. This assumption is deliberately maintained,
however, to show the distinction between the competing envir-
onment (external influences) and organizational strategy (inter-
nally controlled).

Accuracy of risk classification/grouping

The third major assumption is that the risk classifications reflect
the risks in the ITO exercise sufficiently to provide an accurate
illustration of the risk landscape. Risks experienced in an ITO
exercise are categorized into the eight dimensions crafted, dis-
cussed, tested and verified against several scenarios in the pre-
vious chapters. While these dimensions apply to the majority of
ITO exercises, in others and for some types of organization, this
may not be the case as risks are subject to and have a relation-
ship with the prevailing conditions (as discussed in Chapter 3).

6.4 Effects of influences

144

Suppose all the risks experienced are caused by events and
actions, whether purposeful or otherwise. These events and
actions become influences, originating from either internal or
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external sources. It is intuitive then to assume that the risks experi-
enced in an ITO exercise are related to changes in the environ-
ment, practices in the market and internal operations. Since the
risk dimensions proposed correlate to the influences, the risk
dimensions themselves may be used as indicators for the factors
influencing the risks. To investigate the difference in external
influences, the RDS profile for one organization is taken over
two separate points in time (see case study in Chapter 8).
Differences would be expected to originate predominantly from
external influences.

It is the specific nature of this relationship between risk dimen-
sions that is observed. Clues to its behaviour are sought by
observing changes in the RDS patterns. Although the risk expos-
ure values are dynamic, it is not certain if the total risk exposure1
for the project itself changes. The background and reasons for a
static total risk exposure cannot be expounded in this book but,
supposing there is an observed state of stasis over time, then the
dynamics of the changes in risk exposure can be managed more
effectively.

6.5 Relationships between risk dimensions

Many propositions have been raised that cover the relationships
between the supplier and buyer organization in an ITO exercise
including agency theory and possibilities of some sharing of
risks between the participating organizations. While there are
relationships between the risk dimensions observed within an
organization (i.e. either buyer or supplier), there are also rela-
tionships between risk dimensions between organizations (i.e.
both the buyer and supplier).

The changes in the risk dimensions also appear to be time-
related functions. That is to say, the dynamics of change along all
the dimensions change with time. At any single point in time, all
the risk dimensions in the RDS profile are constant. The magni-
tude of risk exposure (RE) along any of the risk dimensions
changes. The changes hence are also functions of magnitude.
The degree of interrelatedness between each risk dimension also
appears to change, giving rise to a third function. The changes are
a function of degree of relatedness. A brief discussion on notion of
risk balancing later in this chapter provides further background.

! Previously defined as the mathematical sum of risk exposure along all the
risk dimensions in an IT outsourcing exercise
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Figure 6.2
Re-illustration of the
RDS equation (from
Figure 4.2 in
Chapter 4)
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Further, there are three key characteristics that are exhibited by
the risks in this situation. These characteristics include the risk
balancing phenomenon, the concept of total risk exposure and
the existence of a state of equilibrium.

Risk balancing

In an ITO environment, risk profiles are often short-lived, i.e.
they change rapidly in response to changes in the environment.
Peculiar to outsourcing, there are two very closely linked organ-
izations: the buyer and the supplier. Both these organizations
work towards a ‘win-win’ situation where the risks are almost
equally shared. This state of ‘risk balance” provides the most
equitable form of partnership where both parties are motivated
to jointly reduce the risk exposure. In a ‘risk balanced” state, the
risk areas (bounded by the risk signature) for the buyer and sup-
plier are almost the same, and a state of equilibrium is reached
where both participants share almost equal risks.

Changes in risk exposure (RE)

As previously proposed, the risk exposure depicted by the RDS
is demonstrated by the equation simplified in Chapter 4 and re-
illustrated below for reference.

Buyer
------ Supplier

Risk dim H Risk dim B

Risk dim A

Risk dim G

<
S
~

Risk dim F Risk dim D

Risk dim E

> Risk = 0.5sin6

i=7
> (risk; X risk ) + (risk; X riskg)
i=1

But 6 = 45° where there are 8 dimensions. Therefore,
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> Risk = «a

i=7
> (risk; X risk 1)) + (risk; X riskg)
i=1

where o = 0.3536

The equation carries a constant «, that is dependent on the num-
ber of risk dimensions in the ITO exercise. The value of « is cal-
culated. The total risk exposure changes are the total risk profile
changes. When the number of risk dimensions change, then the
value of a also changes, where a = sin(360/ (# risk dimensions)).
Sample values of « are listed in Table 4.1 in Chapter 4.

Through simplification the fotal risk exposure, A, or area under
the RDS with a selected profile, can be easily computed as A =
a (2 (product of adjacent risk magnitudes)), where « is a con-
stant depending on the number of risk dimensions. Then,
assuming {a [2 (product of adjacent risk magnitudes)]} is a con-
stant at one point in time we can represent this signature as a
constant, beta (8). These changes are therefore observed to be
almost zero over time for any particular ITO exercise. This is
also demonstrated in the case study exercise in Chapter 8, and is
observed to apply to the buyer organization and its total risk
exposure profile over time.

State of equilibrium

When both the buyer and supplier are considered together and
assuming a natural state where A (buyer) # 6A (supplier), then
the objective is to achieve a situation of equilibrium where the
risks are described mathematically as

j‘B(buyer).dt — jﬁ(supplier).dt =0
0 0

over time, for both the supplier and buyer organizations. Any
fluctuations in risk exposure for 3A (buyer) should, through
negotiations, control and governance, be also reflected for §A
(supplier). The use of the infinite limit is for illustrative pur-
poses only, i.e. to show that over time the buyer and supplier
would reach agreements that determine equity for both sides.

In summary, the equation describes a situation over a significant
amount of time, when the buyer and the supplier profiles
would be the same. In an RDS, there are an infinite number of
variables that need to be accounted for; also risks are not forces
of nature but a humanly derived concept. The concept of a state
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Figure 6.3
The lever and forces
in equilibrium

of equilibrium also exists when the RDS is perfectly octagonal
(for eight risk dimensions). This is the state where the risk expos-
ure in all the dimensions is the same and there is no further need
to trade one risk off against another. The magnitude of the risk
exposure, i.e. the area bounded by the octagonal RDS profile,
then needs to be reduced.

By way of comparison, the analogy of the lever, where the mag-
nitude of the force and distance away from the fulcrum can be
controlled, can be applied to both the risk exposure (8) signa-
ture, and time (t), through an understanding of the relationships
between risk dimensions. The fact that the two equations involved
simplify to two controllable variables is completely coinciden-
tal. The main assumption, however, is that the variables can be
controlled via the manipulation of events, actions or activities.

The RDS profiles in this chapter can be extended to show the risk
balancing phenomenon which was observed during the exercise.
Risk balancing occurs when several events are made to occur in
order to mitigate the risks along one of the risk dimensions, which
affects other risk dimensions to the extent that an almost perfect
octagon is achieved. By way of analogy, this is much like a
see-saw where there is a relationship between the load and dis-
tance from the fulcrum where Work (W) = Load (L) X Distance
(D) from the fulcrum (Figure 6.3). This is a simplistic example
where the see-saw will come to rest in a horizontal state when
W' and W? are equal.

The analogy ends where there are a finite number of variables in
the equation for the lever; moreover the lever is governed by the
laws of motion. This is, however, consistent with the observa-
tions made during this exercise. Each time the risk factors and
risk exposure are high (indicated by a spike in the RDS), the
risks from another risk dimension can be used to reduce the first
dimension. The case study (see Chapter 8) describes a suitable
environment to observe this phenomenon. It has been shown

W1 =L1x D1 W2 = L2 x D2

L1 L2

D1 D2
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that there is a direct and immediate relationship between the
risk dimensions to the extent that the risk exposures along each
of them compensate for the increase or reduction in the others
until the total risk exposure for the organization’s ITO exercise
reverts to the original value.

There is a period over which the total risk exposure appears con-
stant. There is also a period, which could be many times longer,
when the total risk exposure for both the supplier and the buyer
is the same. Two major areas where the new understanding of
these characteristics of risk dimensions could be helpful include
the determination of strategies to shape the risk profile to within
an organization’s tolerance limits, and the optimal duration of
ITO contracts.

6.6 Game theory

Game theory is another perspective that can be used to describe
conditions in which different types of organizational arrange-
ments develop and change. It involves the interaction between
individuals or organizations. McMillan (1992) mentions that
game theory ‘is a study of rational behaviour in situations
involving interdependence’. The notion of equilibrium and a
state of constancy observed in the scenarios in this chapter are
arguably closely coupled with game theory.

Game theory is not concerned with defining objectives, design-
ing the alternatives or assessing the consequences where these are
considered as being of external derivation or previously deter-
mined from the RDS data. It offers two main approaches. The
tirst exploits criteria of choice developed in a broader context
by game theory, as for example the max—-min rule, where we
choose the alternative such that the worst possible consequence
of the chosen alternative is better than (or equal to) the best pos-
sible consequence of any other alternative. The second approach
is to reduce the uncertainty in the case of risk by using subjective
probabilities, based on expert assessments or on analysis of previ-
ous decisions made in similar circumstances. With information
from the RDS and relationships between each risk dimension,
the alternative actions by the team will have one of several pos-
sible consequences. The probability of occurrence for each con-
sequence can be computed and hence each alternative can be
associated with a probability distribution. The decision-makers
hence can make choices among probability distributions. When
the probability distributions are unknown, one speaks about
decision under uncertainty. Game theory then ranks the possible
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decisions using a set of criteria consistent with the decision-
maker’s objectives and preferences.

The payoffs for the variety of situations that occur between the
buyer and supplier also represent various conflicts. In this situ-
ation, gains and losses may be unequally distributed, which allows
the representation of numerous competitive and conflict situ-
ations. Game theory then proposes several solutions, e.g. in a
min-max strategy each of the participants minimizes the max-
imum loss the other can impose on him; a mixed strategy
involves probabilistic choices. Experiments with such games
revealed conditions for co-operation, defection and the persist-
ence of conflict. If we combine this scenario with the theory pos-
tulated earlier, i.e. that the total risk exposure is in a state of
constancy throughout the exercise where the dynamics of the
risks along each risk dimension compensate for one another in
the course of the exercise, then there is a state where there is an
equilibrium to be reached. There is no overriding winning strat-
egy that either the buyer or the supplier needs to make.

When the observations and theories proposed in the previous
sections are compared with the component parts of game theory,
then the connection is not as far fetched as it may initially appear.
It lies very much in the interaction between the supplier and the
buyer organizations which, in turn, determine and influence the
risk profiles. This was used in the context of formulating a tool for
the understanding of information services outsourcing (Elitzur
and Wensley, 1997). A situation in game theory arises where the
Nash equilibrium is observed (Nash, 1951; 1953). A Nash equi-
librium situation arises where a set of strategies of all players in
a game exists when no player has incentive to deviate from his
strategy given that the other players do not deviate. The math-
ematical principles of game theory involve an analysis of inter-
actions among various economic players. This is highlighted
here for comparative purposes in relation to the ITO exercise.

The point needs to be raised that a situation might develop in
which the total risk exposure remains constant despite the changes
in the risk profile. This supports the argument where the strate-
gies of both the supplier and the buyer also reach equilibrium
with knowledge of this state. This concept can be explored fur-
ther to include the ability and interaction of the parties — buyer
and supplier — to influence the RDS. In his paper, Nash focused
on rivalries in which all players could benefit, showing that
there were solutions to game theory problems in which no
player would be able to do better than any other player, even if
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one player knew what the other players were doing. Nash distin-
guished between co-operative games, in which binding agree-
ments are made, and non co-operative games, in which binding
agreements are not feasible. The Nash equilibrium appears
appropriate in the context of this discussion as it provides fur-
ther explanation for equilibrium in the risk profiles. This situa-
tion also involves two (or more) players over a period of time,
and in constant negotiation with each other, allowing the appli-
cation of Nash’s theory.

In order to take this argument further, extensive experimental
evidence and data will need to be collected from both buyer and
supplier organizations. In this context, however, it is noted that
the experiment would need to cover all the parameters men-
tioned in the earlier chapters including the factors influencing
the creation of the RDS in the first place. In combination, many
of the simplistic and theoretical examples made in this section
would provide the complete picture that is theorized, to follow
the equilibria proposed by Nash. This would have to be the sub-
ject for another book.

6.7 Chaos theory

If the risk profiles are taken and viewed from yet another per-
spective, that is, as chaotic systems (Baker and Gollub, 1990) and
using chaos theory (Lorenz, 1993), the initial observations, curi-
ously, are also substantiated. It is known that even the smallest
imaginable discrepancy between two sets of initial conditions
would always result in a huge discrepancy at later or earlier
times in any system following chaos theory. Here, chaotic sys-
tems are mathematically deterministic, that is, they follow pre-
cise laws. The irregular behaviour of chaotic systems appears to
the casual observer to be random. The presence of chaotic systems
in nature also appears to place a limit on our ability to apply
deterministic physical laws to predict risks with any degree of
certainty. The discovery of chaos therefore implies that random-
ness lurks at the core of any deterministic model such as the one
discussed in this book. The complexity and uncertainty of the
risk influences notion made earlier were designed to argue the
fact that a conclusive link may never be found.

Amid the apparent confusion, however, patterns of natural equi-
librium were observed. There were clues that become evidence in
support of a form of constancy in the total risk exposure in the
patterns in the RDS illustrations. The observed equilibrium over
time supports the observations of constancy in the data that
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were examined. If there is a state of equilibrium, then the idea of a
relationship between the risks dimensions that compensates for
changes between them is also supported. This, in turn, supports
the thinking and general notion that a clear relationship exists
between risk dimensions in an ITO exercise that allows the
total risk exposure levels to reach a state of equilibrium over time.

The arguments for development of the notion that risk relation-
ships exist are strengthened as observations are made from alter-
native perspectives. There is no defeat in admitting to chaos;
rather, facing the problem provides the practitioner with a man-
agement challenge that is integral to managing in this environ-
ment. Outsourcing arrangements in their simplest forms involve
two organizations, the buyer and supplier. The models that were
introduced included agency theory and game theory, which
have already been used to describe many of the situations in
which the ITO arrangement operates. The association with game
theory (between the buyer and supplier organizations) and semb-
lances of the Nash equilibrium does not completely justify this but
supports the observations of an equilibrium in the risk profiles
occurring in the ITO exercise. Authors Elitzur and Wensley
(1997) followed a similar path and placed emphasis on the
observable phenomenon of risk sharing in an ITO exercise. They
also attempted to provide game theory interpretations of key
aspects of ITO arrangements. This study provides an alternative
and comprehensive view of this theory through specific models
that have been constructed in the ITO arrangement.

6.8 The perfect project

152

There has never been an attempt to describe the illusory ‘perfect
project” described at the start of the chapter, nor any endeavour
to predict risks. The observations described in this chapter were
designed to build additional rigour into the risk assessment
framework, which is constantly being reconstructed and refined.
The manager’s idealistic dreams mentioned earlier may never
be realized but the observations from the RDS support the prop-
osition that the relationship between the selected risk dimensions
that arise in the outsourcing of the IT function results in a constant
total risk exposure for both the supplier and buyer organizations.

There appears to be no set of ‘rules’ that govern the interrela-
tionship. The interrelationships between each of these events
and the risk exposure can be described as being ‘complementarily
interconnected’, i.e. they affect each other. There is no direct
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cause-and-effect relationship that can be observed. The essential
characteristics of the interaction cannot be neglected either as some
features can be used to mitigate some effects of risk. Although
rules provide some structure for the analysis, they also divert
attention from key observations; i.e. risks are outcomes or a set
of events that by their very nature cannot be predetermined
accurately. The concept of risk balancing involves the proposi-
tion that risk exposure tends to settle into a state of equilibrium
after a period of time. This supports the notion that all risks in
all dimensions are interrelated.

Over a period of time relationships are observed to reach a state
of equilibrium. A natural state of equilibrium for total risk expos-
ure is proposed. In this natural state, the total risk exposure for an
organization (either the buyer or the supplier) remains constant
over time. This is also the state in which the fluctuations in risk
exposure for the buyer are mirrored for the supplier. In the
midst of all the activities, events and changes in the environ-
ment, the total risk exposure for the buyer equals that for the
supplier. The apparent harmonious relationship between the
organizations is reached where both organizations have a mutu-
ally beneficial and synergistic existence. Examples of this are
observed in many outsourcing relationships that have survived
over significant periods of time. If these observations are true,
this is expected for ITO relationships (which are relatively
recent) moving forwards.

After the rigour of developing models and defining risk cat-
egories, conclusions were reached using a set of heuristics and
trends from observations of risk exposure and outcomes within
the boundaries of an ITO exercise, also incorporating both internal
and external features of the business landscape influencing the
interaction between the actions and subsequent events. The
next chapter describes this risk relationship notion further and
concludes the study with some final observations before the
case study is introduced to show the application of these con-
cepts in the management of risks in this environment.
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Mitigate: origins lie in the Latin mitigare, to make mild;

mitis, gentle or soft; and agere; to do.
15th century vocabulary

An enduring task of a manager in a typical ITO exercise is to
reduce risks. There is no discrimination regarding the type of
risks that will need attention, and risks along any of the dimen-
sions where risk exposure has obviously exceeded the organiza-
tion’s appetite for risk may need to be mitigated. A manager
might also proactively forecast risks that may eventually exceed
the organization’s risk tolerance limits. The task is never-ending
because risks are dynamic and risk influences are always present.

As risks are transferred to the supplier benefit derived by the
buyer organization arises through reduction in risk exposure
along, for example, the operational and technical risk dimensions,
for which the supplier is compensated with a fee. In addition, the
supplier’s financial and business risks relating to the ITO exer-
cise are observed to decrease. This shift in risk exposure values
is a phenomenon that is fairly predictable.

Risks along each of the dimensions demonstrate distinctive pat-
terns of behaviour. For example, in the previous chapter, it was
shown that a relationship exists between risk dimensions to the
extent that, in one instance, the total risk exposure for a project
remained constant over time. This was repeatedly observed in
the same ITO exercise, and the same phenomenon is seen over
many different projects. As illustrated in Section II, the RDS tool
allows risk exposure to be mapped on the various risk dimen-
sions. The method for mitigating the risks described here, util-
izes this unique behaviour.

7.1 The ITO risk ecosystem
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The state of equilibrium mentioned earlier is where the total risk
exposure is constant. This applies when variables like the type of
organization, time and selected ITO exercise remain constant.
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These variables are found in what is described as an ITO ‘risk
ecosystem’. The risk ecosystem borrows the term ‘ecosystem’,
which was coined in 1935 by the British ecologist Sir Arthur
George Tansley, who described the living and nonliving parts of
natural systems as being in ‘constant interchange’. In this ecosys-
tem, the sum total of risks is constant as the risk dimensions are
in a constant state of flux and interchange. The correspondence
with the ITO scenario allows the RDS tool to be used and fairly
accurate predictions to be made based on the notion that spe-
cific relationships exist between the risk dimensions in the out-
sourcing of the IT function. The relationship between the risk
dimensions allows changes to take place along each risk dimen-
sion to the extent that the mathematical sum total of all the risk
exposure elements remains constant. The state of equilibrium
exists to the extent that a natural state of equilibrium exists, pre-
viously described mathematically and restated here as:

f B(buyer).dt — f B(supplier).dt = constant
0 0

where B represents the total risk exposure.

Risks are, to a reasonable extent, naturally occurring. The risk
ecosystem is a balance between forces. The analogy of nature’s
ecosystem illustrates this point. A popular predator-prey model
is a concept where, initially, there are a given number of preda-
tors that feed on a given number of prey. As the number of prey
reduce because of hunting activity, the scarcity of food (prey)
forces a reduction in the number of predators. Fewer predators
means that more prey have a chance to survive as the prey is
then not hunted. The numbers of prey subsequently increase.
The cycle then repeats. As the number of prey increases, so does
the number of predators. The predator/prey ecosystem sustains
a relatively stable number of prey and predators at any given
point in time. The concept of the risk ecosystem appears to
exhibit similar, although not identical, behaviour. Both the sup-
plier and buyer risk profiles appear to fluctuate as the risk is
passed from one organization to the other. Over time, there
appears to be a stable total risk profile for both buyer and supplier.

The notion of equilibrium and a state of constancy was com-
pared earlier with game theory in a situation where the buyer
and supplier organizations were exposed to a series of decisions
over the life cycle of the ITO exercise. This was previously pro-
posed by Elitzur and Wensley (1997). In this case, however, the
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emphasis was on a state of equilibrium in the total risk exposure
experienced by the buyer and supplier organizations. New insight
into this case is gained through observing a state of equilibrium
that exists as the influences or causes of risks are considered.
The result was equilibrium in the totality of the state of risk
exposure.

7.2 Predicting the behaviour of
risks with the RDS

156

The behaviour of risks in an ITO exercise, using the RDS, can
therefore be summarized as follows. In an ITO exercise, risks are
transferred from one organization to another over the period
agreed under an earlier defined contract. The total risk exposure
of the contracting parties remains relatively constant within the
selected risk ecosystem. Within the risk ecosystem that has been
defined, the constancy of the total risk exposure patterns does
not appear to be affected by either internal or external risk influ-
ences. This special relationship between risk dimensions appears
to remain and is only affected by the functions of time, magni-
tude of risk types and the degree of interrelatedness of risk
dimensions.

The function of time is a dominant feature as the effects of risk
occur over varying lengths of time. For each risk effect to com-
pletely express itself, the variable of time needs to be taken into
account as much as the variability of the effect of the risk itself.
If a risk type is known to take effect over a longer period,
and the time variable can be controlled, then the risk may be
mitigated using this variable.

The magnitude of risk is a component of the risk exposure defined
earlier, and a high risk exposure carries along with it a high risk
magnitude. If the impact of risks along a dimension is of high
magnitude, this often overrides concerns for risks with relatively
lower magnitude. For a given organizational risk appetite, risks
with low magnitudes may sometimes also be considered imma-
terial and ignored. Hence the risk relationship equation can be
put into effect to mitigate risks. For example, mitigation of a risk
of low magnitude may be ignored altogether given an organiza-
tion with high risk appetite for this type of risk.

Often also, risks of different types and from different dimen-
sions relate to each other closely. For example, the risk dimen-
sions for strategy, business and environment are very frequently
grouped together because of the very close relationship they enjoy.
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All three affect each other very closely. Other cases, operations
for example, may not be affected at all by the environment.

There are many major factors that have a role in the interaction
between the selected risk dimensions. Attention has been drawn
here to the three salient variables which emerge as more signifi-
cant than the others.

7.3 Depiction of the risk profile

Despite steps taken to verify all the elements that contribute to
the risk profiles, it is arguable how well the description or pos-
tulation of the behaviour of the interaction between the risks in
the various risk dimensions identified can be used in other ITO
projects. A major assumption made is that the profiles provide a
sufficiently accurate illustration of the profiles that are observed.
The consistency of methods in the process, standardized meas-
urement techniques and common tools negate possible errors in
measurement. While the risk patterns and observed interaction
between the risk dimensions are verified against theoretical
models, many of the pragmatic answers come from experience
and heuristics. The use of theoretical models is useful to the
extent that they predict certain types of behaviour and become
powerful tools when used in conjunction with experience and a
little common sense.

The RDS, simply used, can already provide a graphical illustration
that highlights these risk dimensions that require urgent and
immediate reaction. For a more proactive stance, the RDS can also
provide a framework for risk mitigation through the recognition
of risk patterns that arise from the interaction between supplier
and buyer. Strategic interaction can be validated with game the-
ory. The behaviour of people and interaction derives from agency
theory. The risk variation and behaviour of relationships between
the risks can be related to Nash’s theory. The extent of risk expos-
ure can then often be predicted via the theory that the total risk
exposure remains constant over time in a risk ecosystem (Tho,
2004). In combination this allows the manager to forecast, to a
limited degree, the behaviour of risks in the ITO space.

7.4 Risk frameworks
There are critiques that may be made of the existing techniques

and frameworks. First, the models are limited in the ability to
capture and illustrate all the risks that occur. Then again, the
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models are focused on specific risks, which leads to arguments
about accuracy and determination in an environment where
uncertainty and a high degree of change are prevalent. Finally,
the assumptions made using the existing models possibly do
not allow for the specialized need for observations in the trans-
ferability of risks across organizations. While these points are true
to a limited extent, there are also those that need to be raised in
defence of the use of these frameworks that highlight the signifi-
cant advantages that outweigh these points.

In order to observe the interaction of the group of identified
risks, an alternative perspective is recommended. Instead of
viewing risks within an organization, an outside or macro-view
of the total risk profile (all of the risks combined) can be taken.
The difference is that both the environmental and internal risks
can be viewed together. This addresses some of the shortcom-
ings of the earlier framework in the ability to capture all the
risks. The method of grouping risks into categories (which refer
to both internal and external risks) allows a summary illustra-
tion of the majority of risks that are perceived to become mani-
fest in one illustration.

Many of the rules and frameworks used originate from existing
risk frameworks. As the risks are studied from a complete risk
profile perspective, the nuances of each risk item are considered
as part of the collective for the risk group or risk dimension.
This reduces the complexity of the study and allows a clearer
view of the phenomenon where risks appear to be ‘transferred’
from one organization to another in an ITO agreement.

From the new perspective, risks are viewed as a whole where all
the risks that affect the ITO project are taken. Following detailed
observation of the new risk profile, the total risk profile of the
ITO project remains constant over time. Information that supports
this argument includes observations of empirical data from the
RDS that show changes in the individual risk dimensions. The
profiles from observations of the RDS profile show that changes
occur along risk dimensions, appearing to compensate for
changes along other risk dimensions that have arisen earlier.

The shifts in magnitude of total risk exposure value from the
buyer to the supplier in the operational and technical risks
dimensions are ‘compensated for” by movements in the risks
along other dimensions for both organizations. As the supplier
accepts the transfer of risk in the operation and technical dimen-
sions (i.e. increases along these risk dimensions), the supplier
organization is also observed to experience less risk exposure
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from the business, strategic and financial risk perspectives. Both
buyer and supplier organizations experience many changes along
the individual risk dimensions but the total risk profile remains
constant. The supplier is able to enter into a long-term agree-
ment with the buyer because its risk profile is fairly uniform.

Interplay between risk dimensions

Assuming that the eight dimensions mentioned earlier accurately
depicted the different risks that become manifest in the ITO, the
interplay between the risk dimensions was investigated. In order
to limit the number of assumptions that could be made, the inves-
tigation was peculiar only to the outsourcing of the IT function.

In addition, the significance of IT was explained as it was unique
and displayed characteristics different from those of other
support or strategic functions in a typical organization. For
example, given the extremely dynamic nature of the IT function,
the interplay between the risk dimensions may have been
affected. The ability to continually observe the total risk profile
may have been influenced by the nature of the IT function in an
outsourcing environment.

Interaction of intrusive factors

The interaction that exists as a result of intrusive factors (exogen-
ous and endogenous) was assumed to play a role in the interre-
lationship between the risk dimensions. The risk dimensions
proposed in this study provide an empirical framework to illus-
trate the interaction of the elements and the nature of the inter-
action within the risk frameworks proposed by other researchers.
The evidence supports the proposition that relationships exist
between these risk dimensions. The interaction of the intrusive
factors assumes that the majority of the factors have been
included.

7.5 Using the concepts

General theories that attempt to explain the implicit relation-
ships that exist provide a framework, based on which further
tests can be made. The methodology used in this book already
enables detailed observation of the influences and risk elements
for one ITO exercise. The work already completed also allows
for subsequent research to be done to confirm or build upon the
observations made in this study. To facilitate its use in another
environment, the theories on risk relationships and interaction
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between risk dimensions in an ITO exercise have been formu-
lated in this chapter.

Overcoming difficulties that may be
encountered

Possible difficulties may be encountered in selected areas when
attempting to work through the risk frameworks. One such area
could be the issue of uncertainty in the environment and the sig-
nificant variation and dynamics in the way the risk elements
become manifest. The situations mentioned included a clear
direction when there were high levels of certainty and discrete
outcomes through a situation involving ‘true ambiguity’. The
situation where the ITO exercise is conducted probably lies in
between, i.e. where there is a range of possible outcomes. The
methods proposed are an attempt to render the quantification of
risk elements a more consistent method of monitoring and man-
aging risks. While ideas are drawn from various sources, the
tinal derivative that is proposed is the risk dimension signature
(RDS) tool. The RDS allows the focus on all risks to be managed
and the focus to be shifted to critical risk elements, grouped into
risk categories. As these change over the life cycle of the ITO
exercise, the RDS allows the capture of the major changes in risk
elements and fluctuations in risk exposure. It is not, however, a
substitute for a thorough knowledge of the environment and is
not a replacement for experience and judgement.

Another area of difficulty that can be encountered is project logis-
tics and access to the appropriate sources of information (e.g.
documents, people and stored data) in the organization that is
in the midst of a major ITO exercise. In addition, access to the
relevant information and people can prove to be extremely diffi-
cult if this is treated as a separate activity. This impediment can
be reduced by appropriate initiation as an integral part of the ITO
exercise itself (and executed by the ITO team). Also, given the
sensitive nature of the results and the need for very senior man-
agement attention, it is recommended that there is senior manage-
ment involvement and sponsorship throughout the exercise.

Yet another area of difficulty could be encountered in an ITO
exercise, one that needs to be highlighted to avoid the same
errors and mistakes each time this exercise is repeated: this con-
stitutes a combination of issues starting with the logistics of the
data gathering exercise, then the determination of the appropri-
ate number and description of the risk dimensions, followed by
consensus on the risk values that would be used. The sequence
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of events that is planned may result in the determination of the
risk dimensions conducted prior to the collection of data for risk
exposure along the risk dimensions. To avoid this, it should be
done simultaneously to streamline logistics (i.e. time and effort).
The difficulties in logistics start when some of the participants
who contribute to the development of the risk dimensions are
no longer on the team at the time the data are collected. The
‘buy-in” and discussion time that is spent talking about the risk
dimensions may prove challenging. It can be seen then that the
people involved add to the subtle differences in each definition
embedded in the risk dimensions. In another project, the changes
were so subtle that there were up to thirty different risk dimen-
sions at one stage. Again, based on reason and theory described
at length earlier, the rational number of risk dimensions has
been summarized to a manageable eight.

Limitations

A discussion on difficulty would not be complete if the limita-
tions of the exercise were not incorporated. Limitations, in this
instance, arise from the difficulties that are anticipated when
using the RDS tool.

A limitation in any study of risks is the estimates made of the
probabilities of losses from these risks. It would be extremely
difficult, if not impossible, to accurately guess the probability of
an occurrence. The number of participants is usually significant.
In projects undertaken, over a hundred individuals representing
approximately 10% of the organization and possibly up to three
quarters of the IT division were interviewed. As a result, many
of the responses provided a class ‘average’. In addition, the cate-
gorization of the risk types also provided a further ‘average’
value. In many instances, such an exercise is not possible. Such a
limitation needs to be taken into account in the results.

A further limitation of the exercise is the description of the risk
exposure (RE) profile and comparison of the shapes. The area
enclosed by the risk profile in the RDS represented the total risk
exposure at a particular point in time. Although changes in shape
can be identified through observation, more subtle changes are
difficult to quantify or illustrate accurately.

There is some use of ‘fuzzy logic” where the outcome of the risk
elements is expressed as a probability rather than as a certainty.
For example, in addition to being either true or false, the prob-
ability expressed by a participant of the exercise, to the best of
their knowledge and based on heuristics, were, in relation to
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outcome, probably true, possibly true, possibly false, and prob-
ably false. This is a matter of heuristics because the probabilities
were expressed based on experience, knowledge of the environ-
ment and the situation. In an analogous example, if a coin were
to be tossed ten times and the results indicated ten occurrences
of ‘head’, the statistical result would be ‘1’ for head (or 100%
chance of the occurrence of ‘head’). We know that in an ideal-
ized example, it would be “0.5” (or 50% chance of the occurrence
of ‘head’). Heuristics was used in a situation where there was a
decision based on judgement. In a situation where the probabil-
ities of risks occurring were uncertain, deriving responses from
the participants in the exercise involved group discussions as
well as the methods discussed in the previous section.

A limitation of cognitive heuristics is the probability of error. In a
situation where the probability of risk is uncertain, the bias pro-
vided by the participants based on prior and existing knowledge
furnishes the platform for the data to be collected. This is also
related to the first point made in this section. The assumption that
has been used in all the cases discussed here was that the same
errors were negated in the grouping and classification process.

Many of the limitations that have been encountered are
exhibited as a result of uncertainty in the environment and in
the concepts of management under uncertainty. Hamel and
Prahalad (1994) have repeatedly proposed that no paradigm or
idea would be useful in formulating a strategy. They mention
that in an environment of uncertainty there is ‘no comfort’ that
can be gained and that plans and strategies are indeed limited
and cannot ‘be reduced to eight rules for excellence, seven S’s,
five competitive forces, four product life cycle stages, three
generic strategies, and innumerable two-by-two matrices’.

This provides a setting in which my proposition can be further
analysed and extrapolated in future studies. A stand on the view
of the knowledge paradigm is taken to ensure that the theories
developed are ‘valid’. The notion of validity or credibility of the
case presented by the researcher provides a foundational element
for new theory. Ultimately, however, validity depends on the
collective judgement of the community that a construct and its
measure are valid. In the end, we are all left to deal with the
effects of our judgement, which is just as it should be.

It must be mentioned that the validity of an argument should be
distinguished from the truth of the conclusion. If one or more
of the premises is false, the conclusion of a valid argument that
follows may also be false. With this in mind, several key
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assumptions have been made during the course of the argu-
ments in this book that need to be highlighted.

Important assumptions

Several important assumptions were made in pursuing work
that guided the direction of the recommendations made specif-
ically with regard to the use of the RDS. Some of these assump-
tions relate to general activities and behaviour of the entities being
studied and are included here for completeness. For example, it
was assumed that the buyer and supplier organizations approach
the exercise as rational business entities. The decisions and actions
that follow are designed to enhance profitability and increase
the effectiveness of the individual organizations.

It is assumed that the major theories were applicable and accur-
ate in the context of the ITO exercise. While the exercise served
to re-validate many theories, others could not be validated. For
example, it was assumed that risks did not occur randomly. The
theory of causality was used where there was a notion of defini-
tive causes and effects of risks in the ITO exercise coming from
both within and outwith the organization. While the causality
theory could not be validated, it was assumed that it was applic-
able and accurate in this context.

It was further assumed that the models used to derive the experi-
mental constants and variables for the risk profiles were suffi-
ciently accurate. There were three sets of constant values used
and two of variables. The constant figure of 8 for the risk dimen-
sions was assumed for the project. Another constant «, (see
equation (4.1), p. 98) used to compute the area under the RDS
graph was based on straight lines between the risk dimensions.
Finally, a constant number of supplier and buyers was assumed.
Although the implications for these values carry little conse-
quence for the final recommendation, they are highlighted to
enable appropriate changes to be made the next time the exer-
cise is run in another environment. Other values that were used
included those in the six-point Likert scale, used for measure-
ment. The other major variables that could be altered were the
three major factors that appear to have influenced the relation-
ship between the risk dimensions. The experimental constants
should be reviewed each time the exercise is repeated.

The assumptions made in using the methods pertained to the
area of consistency. Specifically, arguments were made on the
need to group risks into categories for measurement. A key
assumption arrived at was that the risk exposure measurements
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could be categorized. Examples from insurance and other
industries were also assumed to be applicable in this context.
Although the concept of categorization is accepted, there is no
clear proof of the ability to compartmentalize risks and no
extensive study to show that risks can be grouped.

Many of the definitions, concepts and notions were derived from
the literature and were validated so far as was possible against
natural laws, reason and common sense. There were three elem-
ent definitions that were difficult to validate. This included a
definitive meaning for the major terms used, including a uni-
versally accepted meaning for the terms outsourcing and risk
exposure as well as the term organization. The researcher’s def-
inition was highlighted and clearly defined at an early stage in
the book. The assumption was that the minor ambiguities in the
definitions would not significantly alter the development of the
main theory and ideas.

In addition, the recommendations are based on multiple case
studies conducted in Asia and Australia. An assumption made
is that the management style and the cultures of the individuals
involved did not play a significant role in the judgement of risks,
which in turn might have influenced the measurement of risks.
Despite obvious documented differences in terms of Western and
Asian cultures regarding ‘power distance” and ‘individualism’,
sufficient evidence was not found to differentiate the decisions
made in Asia from those in Western cultures, other than the
‘experience’ factor. Individualism is characterized as a preference
for a loosely knit social framework in societies wherein individ-
uals are supposed to take care of themselves and their immedi-
ate families only: the ‘I’-concept (Hofstede, 1980; Brislin, 1999).

Besides the major assumptions above, there were three main areas
where the impact of the assumptions could have made some
difference to the outcomes. These areas included the creation of
the risk profile with risk dimensions, depiction of the risk pro-
tile and the construction of the theory that is discussed here.

Insights into risk behaviour

using the RDS tool

184

Given the new insight into the behaviour of risk, measured as
risk exposure values through the life cycle of the ITO exercise,
the manager will have accumulated a greater appreciation of
the risks involved whether directly through the RDS or indir-
ectly through the use of the methods described.
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The IT function was outsourced to derive significant benefits for
the buyer organization, generally by leveraging economies of
scale and the ability to focus on core competence. In most cases,
the buyer is observed to pass its operational risks to the supplier
and derive maximum benefit from the expertise of the supplier in
terms of resources, knowledge and processes. The supplier in turn
would be compensated for its participation in the exercise with
a steady stream of revenue over a contracted period. The supplier
then shares its resources and leverages on its own economies of
scale. The question remains, however, if the supplier would
carry too much risk since the operational and technical risks
would be taken over from the buyer organization. The concept
of the winner’s curse described in Section I is a repeated phe-
nomenon where the supplier underestimates the costs of pro-
viding the services in its zeal to capture a larger market share.

Buyers and suppliers have arrived at outsourcing agreements in
many different scenarios. The outsourcing of the IT function,
however, is something that has relatively recently been resorted
to. It can be shown that the risk profiles of two different suppli-
ers with different backgrounds typically are very similar. This is
often because both supplier organizations operate in the same
environment. In most cases, this demonstrates consistency in
the perception of risk profiles by different organizations at a
given point in time.

Studies that were made also demonstrate that both the buyer and
supplier maintain the same total risk exposure, despite signifi-
cant differences in the risk profile at different stages in the ITO
exercise. Given a long-term contract (over many years), it was
also theoretically demonstrated that a state of equilibrium is
reached where, over time, the total risk exposure would remain
constant. The buyer’s risk profile is measured at several separate
points in time over the life cycle of the outsourcing exercise. Most
of the changes in the risk profile can then be explained through
actions giving rise to environmental as well as internal influences
on the project. Importantly, the total risk exposure remains
fairly constant during all these events. The main theory can be
expressed in the form of the fundamental equations following;:

fB(buyer).dt =T
0
and

f B(supplier).dt = 7,
0
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where 7, 7, are constants specific to the particular ITO exercise
that is being undertaken.

7.7 Further remarks

166

The IT function is a ‘necessary evil’ that many organizations
require just to stay in the market. It is a matter of survival in the
current economy. Organizations use IT to enable the develop-
ment and use of faster and more efficient processes and to keep
the costs of production low. Some organizations use the IT func-
tion as a strategic tool that differentiates products and services
from those of the competition. The majority of organizations,
however, need to maintain a complex and very dynamic IT
function just to support routine operations. It is these organiza-
tions that primarily are resorting to outsourcing arrangements.
A new market is created where organizations seize the opportun-
ity to supply IT services to other organizations.

For the many organizations that seek to relieve themselves of
the operational risks inherent to the IT function, this study sup-
ports the notion that the operational and technical risks are
indeed ‘shifted” to the supplier organization. The benefit to the
many organizations starting an ITO contract is the ability to
shift unwanted operational and technical risks that become
manifest specifically in the IT function, to the supplier.

At the same time, as the IT function changes, organizations that
need to realize the strategic advantage of the IT function in dif-
ferentiating services and products are also resorting to outsour-
cing arrangements. The strategic risks are mitigated via the use
of more effective governance processes and an understanding of
the total risk exposure. The results of this study also provide
another perspective wherein the total risk exposure remains the
same for these organizations; while some areas of risk may
exceed the organization’s appetite for risk, the total risk expo-
sure is unaltered. As there are areas of high risk, there will be
risk areas where the risk exposure will have reduced to com-
pensate for the high risk effects; again, the total risk exposure is
unchanged. Over time, purposeful action will shift the risks
from the areas where exposure is high to the areas where expo-
sure is low.

If the perspective of the supplier of ITO services is taken, it
appears to be able to take on the new risks, although sometimes
to its peril. The winner’s curse phenomenon is one of several
results of the neglect of the risks involved, plus an overzealous
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attitude by suppliers to win work and underprice their services.
Again, if the concept of a relationship between the risk dimen-
sions introduced here is used, the total risk profiles observed will
reach a state of equilibrium. And, as areas of very high risk expos-
ure appeatr, other areas of risk will be observed where there will
be a reduction in risk exposure that compensates for the
increased risk. The total risk exposure remains constant over
time. Again, with management focused on mitigating risk in the
areas of high exposure, the total risk profile remains unchanged.
This means that in the areas of low risk exposure additional
risks will be taken on in further compensation for reductions in
risk in the areas of high risk exposure.

Finally, as with many other theories and propositions, the risk
relationship concept in any exercise must not stand alone but be
subject to ‘common sense’ and logical tests in environments that
extend beyond the one that has been suggested here. The cases
discussed here have been subject to predetermined limitations
and conditions, so other tests must be used to introduce a new
set of parameters.

Section II began as an attempt to explain the singular phenom-
enon of risk transfer that had attracted many organizations to
consider the use of outsourcing to provide further benefits for
the IT function. This was based very much on an organization’s
understanding of the nature of ITO and general concepts of risk.
There are few tools or risk frameworks available to measure the
risk profile of an organization in an ITO environment. The con-
cepts of pooling risks in the insurance industry led to the notion
of categorizing risks into risk dimensions. This led to the intro-
duction of the risk dimension signature (RDS), which is unique to
any individual ITO exercise; the RDS allowed observations of the
risk profile to continue. The notion that there exists a relation-
ship between changes in risk dimensions in the ITO environment
was then introduced. The internal and external influences of risks
were considered along with the behaviour of the risks over time.

It is therefore my hope that some of the concepts discussed in this
book will be useful to the reader. Again, there is no substitute
for experience, common sense and logical reasoning. The RDS,
when employed in conjunction with all the concepts and ideas
appearing in this book, should prove to be useful in under-
standing, measuring, illustrating and anticipating the risks that
will ultimately become manifest in the ITO environment.
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A case study - [TO risks

The case study presented here is about a multinational organ-
ization that has embarked on an ITO exercise, and which has been
referred to already in several chapters of this book. It serves as a
practical example that re-illustrates the concepts introduced
earlier. Unlike the situation in other ITO exercises, the organiza-
tion in this case study has an unusually high incidence of risk
characteristics from environmental (political environment), busi-
ness, and strategic risk dimensions. These dimensions are con-
spicuous set against the discussion on pure operational risks.
This natural exaggeration is appropriate as it amplifies some of
the concepts discussed in previous chapters and allows the
details to be more clearly observed.

To protect the privacy of individuals and the organization, pseu-
donyms have been intentionally used for purposes of the case
study. The data presented, however, are real. Actual data were
collected by a team of individuals over a period of 5 months
while working on the ITO exercise.

The team that worked on the project was one that would normally
be found on an ITO exercise. It consisted mainly of personnel with
a background in IT who had worked in the IT department prior to
the exercise, and managers from every department in the organ-
ization. The Board and Senior Management team were the spon-
sors for the ITO programme. The project ‘champion’ was the Chief
Information Officer (CIO) for the organization and she had the
role of maintaining the focus of the team. She provided the
‘energy’ from the start of the ITO exercise to its completion.
Although there are multiple facets of the ITO exercise that could
be highlighted, only the risk capture and management activities
are highlighted, as applicable to the subject matter in this book.

study background

The case study organization provides clinical investigative ser-
vices for regional tertiary care centres (acute care hospitals). The
services provided include the processing of samples, analysis
and results reporting. To facilitate this, the organization has
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maintained an in-house IT function for over 10 years. In order to
save costs and focus on its core competence the management
team has recently decided to embark on an ambitious project to
outsource all the major components of the IT function.

Clinical investigative services is a discipline within the healthcare
industry that include both laboratory and radiology functions.
Together, these functions require processes that are information
intensive. Data are collated, stored and disseminated on every
sample collected and results are reported and stored in the
patients” medical records. Subsequently, the analysis and pre-
sentation of the outcomes of the tests also require significant use
of the IT function. This forms one of the most important sources
of current information for diagnosis by a clinician. The laboratory
tests that are performed by the organization for its clients include
those involving haematology, chemical pathology, cytology and
microbiology. The various modalities covered in radiology
include X-rays, CT scans, ultrasound and MRI. As such, the
operations and reporting requirements are complex, and the
accuracy and timeliness of the information provided are vital.
Clients are predominantly healthcare centres including hospitals,
clinics and centres for rehabilitative care and allied health, which
are situated in geographically disparate locations spread over
three time zones.

So, the organization itself is an outsourcing services supplier as
it performs tests for outsourcing services buyers, the healthcare
institutions. It is, however, also a buyer of outsourcing services.
In this case, it is buying outsourcing services for its IT function.
The risks in the IT function will be discussed here.

As a business entity, it needs to deliver value for its shareholders
in the form of profitability and return on investment. Also, like
any other business, it is not immune to pressures for cost reduc-
tion. As a professional services organization in the healthcare
industry, the cost objective and expenditure priorities for patient
safety and accuracy of information need to be balanced through
a series of management activities that operate to maximize the
efficiency of all the organization’s resources.

In addition to industry pressures, the organization is subject to
environmental influences — it has the added pressure from the
Government to provide services at cost for many social projects
including participation in operations relating to bio-terrorism;
disease outbreaks; and more recently the avian flu epidemic that
threatened the nation. To make matters worse, this organization
was the only one in the country to have specialized facilities for
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selected medical tests. The need to collect, maintain and dissem-
inate information through its IT function was distracting its people
from the core business of providing medical testing services.

Finally, heightened competition in the industry had resulted in
greater yield and price pressure on the organization’s products
and services. It had to re-engineer and urgently change (trans-
form) current operations with attention to lowering operating
costs and increasing margins through focus on customer care,
improved services and increased reach. Competitive pressures
provided the catalyst for change.

It had used contract workers to perform specific functions like
the installation of the local area network (LAN) and short-term
contractors to write small computer programs. The management
team had devoted a significant amount of time to supervise and
manage these contracts. The same team has now decided that
its IT function is not a core competence function and that it
wants only to benefit from the outcomes of this function®. It will
outsource the IT operations along with the attendant operational
risks. The IT operations, however, are strategically important to
the organization because of the need for accurate and real-time
information. This need to keep selected components (for exam-
ple, the information on the Oracle™ database and electronic
interfaces between some of the test machines and the computer
system) of the IT function confidential and proprietary was
recognized early. To satisfy both these requirements, the out-
sourcing supplier had to have a strategic relationship with
this organization (see ‘Outsourcing Partnerships/Contracts’ in
Chapter 1). Organizational boundaries between the ITO supplier
and this organization would merge as the outsourcing and
supplier organizations would share in the performance and out-
comes of the very important IT function.

8.2 Risks identification
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The organization was not immune to risks. In fact it would be
subject to a very diverse and complex set of risks that would have
to be managed and mitigated to allow the ITO project to proceed.
The framework that was used to capture risks in the project was
derived from work by Earl (1996), as described in Chapter 3,
where the risk elements are mapped against the eight risk dimen-
sions, as illustrated in Table 8.1 below. Each risk element is
discovered through an interview process, which is described in

! See differences between contracting and outsourcing in Chapter 1
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Table 8.1 Mapping common risk elements with risk dimensions

Risk elements (Source: Earl, 1996) Risk categories/Dimensions

Technical Financial Legal Operational Business Environmental Informational Strategic

Possibility of weak management v v 4 v v v v v
Inexperienced staff v v
Business uncertainty v v v 4
Outdated technology skills v v v 4
Endemic uncertainty v v v v v
Hidden costs v v/ 4

Lack of organizational learning v 4 4
Loss of innovative capacity 4 v 4
Dangers of eternal triangle v v v v
Technological indivisibility 4 v 4
Fuzzy focus 4 v v v
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Table 8.2 Buyer risks in the ITO project (case study organization)
o

Major risk dimensions

External
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Internal

Technical Financial Operational Strategic Legal Informational Business Environmental
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Environmental Influences
Competitive pressure
Within the healthcare v
industry (clinical tests)
Buyers
Suppliers
Substitutes
New Entrants
Nationalism, Politics, Structure
Global Events
Hedging against currency v
fluctuation
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Industry Practices
Follow-the-leader phenomenon
Using IT as a primary function v 4
(cf supporting role)
Governance of IT within
structure
Shorter planning cycles
Reasons for outsourcing IT
Cost reduction
Improved customer service
Improved revenue generation
Speeding adoption of new 4
technology
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Improved integration with
business partners
Improved security
(regulatory requirements)
Sharing Information
Contract negotiation & ongoing
governance

Organization’s operations
(outsourced)
Company’s past 5 year
track record
Management team
performance
Company’s strategic plans
Lack of information on risks
Budgeting and demand
management
Poor technical resources
Outsourcing all its IT
operations
Working with a strategic IT
outsourcing partner
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Figure 8.1

Sources of risks
(risk dimension)
mapping to sources
of influence

the following section. The matrix also allows the risk elements to
be verified against the risk categories and vice versa.

As elements are collected and each risk dimension is verified,
the probability of occurrence and the magnitude of loss informa-
tion are used to compute the risk exposure along each dimension.
In addition, each risk dimension is related to a source of influence,
whether internal or external to the organization. The source of
the risk is identified early and documented for subsequent risk
mitigation activity (see below).

Technical » Internal
Financial » Internal
Operational » Internal
Strategic » Internal/External
Legal » External/Internal
Informational » External
Business » External
Environmental » External

Once the risks elements can be confirmed, the probability of
occurrence and severity levels can be determined to allow com-
putation of the total risk exposure values.

The risk elements were grouped under three key headings: envir-
onmental influences, industry practices and the organization’s
operations (ITO exercise). Figure 8.2 shows the summary illus-
tration of the matrix obtained from this case study. Some of the
elements are further described here.

Severity level

Probability of occurrence

I | High

Frequent Probable Occasional Remote Improbable

Undesirable and requires immediate attention
Undesirable and requires corrective action, but some management discretion allowed

g\\& Risk 3 Acceptable with review by management
EEEEH Risk 4 Acceptable without review by management

Source: US Government Accounting Office, ‘Information Security Assessment — Practices of Leading Organizations’, June 1999

Figure 8.2 Risk assessment matrix

8.3 Internal (endogenous?) risks

174

The organization in the case study, like others in the industry,
carries high fixed costs, and experiences an unpredictable cash

2 See also Figure 3.2 in Chapter 3
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flow and low margins as a result of price competition and the
inevitabilities of unforeseen regional and global events. The
radical and strategic decision to outsource its IT function was
based on three key factors: the need to focus on core compe-
tence, the need to reduce operational risks and the need to
simultaneously derive optimal outcomes from the IT function at
a lower cost.

Buyver risks

Operational risks were never really fully quantified, or were
partially ignored as the management team never appeared
to consider the effects of failure of the IT function. It had main-
tained a fully operational IT department with over 100 trained
IT personnel. The first computerized application had been
installed over 12 years ago. The management team wanted to
reduce technical risks by working with an ITO partner who
would guarantee the performance of the IT function and include
updated technology.

The organization had incurred excessive expenditure on excess
capacity that did not match up to returns. Burdened with a large
operation and high capital costs in a plummeting global econ-
omy, the organization had huge cash outflows as a result of the
purchase of new equipment for specialized testing. Obvious
implications included difficulty in repaying its debts. There was
poor evidence of increasing volumes of medical tests and man-
agement literally gambled on increasing demand and regional
and global orders based on trends for long-term diseases such
as hypertension, stress, and cancer. Despite this evidence,
orders were confirmed for more new equipment (approxi-
mately 25% increase in testing capability) to be delivered over a
5-year period. Demand for medical tests from existing and new
customer bases remained uncertain. The financial risks were
mounting and the strategic risks were close to the organization’s
point of intolerance.

Supplier risks

Two prospective suppliers had been considered in the selection
process. Subsequently, only one supplier® was selected to perform
the ITO task for the complete IT function.

3 There are models where multiple supplier organizations work together to
provide ITO services (see Chapter 1)
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Initially, during the selection and proposal consideration process,
both suppliers were vying to win this potentially lucrative new
business. The organization would outsource the major func-
tional areas of IT including Cross-Platform Services, Help Desk
Services, Mainframe Data Centre Computing, Midrange Data
Centre Computing, Desktop Services, Network Services (voice
and data), Application Development, Application Maintenance
and Station Support (regional). The key strategic core activities
to be retained by the management team would be the develop-
ment, maintenance and control of IT strategy, IT policy and new
solutions provision and systems integration. The Business Units
would be accountable for business integration. Oddly also, given
that mobile telephones, walkie-talkies and other equipment were
under the control of the IT function, with the new structure,
these were ‘out of scope’.

The IT operation at the organization was logically separated into
eight ‘service towers’. These were functional areas that comprised
multiple services: the Data Centre (mainframe, midrange and
database) Processing Services, Network (server support) and
Desktop Support Services, Help Desk Management Services,
Application Management, Governance Services, Transition and
Transformation Services, Business Continuity and Disaster
Recovery Services, and Exit Management and Assistance Services.
Each of these services towers had been derived from a previously
created document from an exercise commissioned by the organ-
ization to identify key parts of the business.

The suppliers are familiar with the organization and its manage-
ment. When bidding for the project, the immediate risk the sup-
pliers accept includes a significant number of applications that
have been unaccounted for or are unknown. This poses both a
threat and a risk as the supplier would be bidding for an
unknown quantity of work. This risk is classified as a technical
risk. Also, there is a financial risk when there is competition for
the work. The lowest bidder often wins the work but may be left
to take on several unaccounted-for but contracted pieces of work
that would quickly erode any profits (see Winner’s Curse Phe-
nomenon in Chapter 4). The load of operational risks would need
to be covered when the transition from the buyer to the supplier
takes place. The transition planning and governance of the pro-
ject becomes a critical activity and is the responsibility of the
supplier. The compensation for the supplier is the long-term,
steady income stream that it begins to enjoy after the ITO project
has commenced. Its strategic risks now need to be considered as
other buyer organizations in the same industry area, for example,
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would be hesitant in allowing it to take over their IT function
lest there be collusion or sharing of information (see also Agency
Theory, Chapter 4 and Outsourcing Contracts, Chapter 1).

8.4 External (exogenous?) risks

The buyer and supplier organizations in the case study work in
a similar environment and share some of the external risks and
experience. The external risks typically derive from the legal
framework, the environment, information availability and the
business milieu.

Buvyer risks

The legal risks to which the buyer is exposed stem directly from
contract amendments that appear in almost all outsourcing con-
tracts® as conditions change and the measurement criteria for
outcomes of the IT function change (see Role of IT and the
Productivity Paradox, Chapter 2). A governance process is
implemented to ensure that flexibility in the contract takes the
inevitable changes into account. This action mitigates the legal
risks but does not cater for possible disputes and litigation, and
possible service debasement.

As the buyer organization ventures into a new ITO exercise, it is
exposed to regular business risks, which are much like the risks
in any significant business venture. The ITO exercise is unique
as it ‘locks’ the buyer and supplier into a long-term partnership
and the business risks that are encountered will need to be man-
aged even more meticulously. In addition, the risks from the
environment change.

In this situation, the buyer organization also suspected that the
suppliers had provided inaccurate information in an effort to
win the bid. The exposure along the information risk dimension
was not substantial but the risk of possible loss therefrom
would lead to a threat of legal and financial risk.

Supplier risks

The suppliers on the other hand were facing a difficult time try-
ing to differentiate their products and services offering. The IT
function that was going to be outsourced was relatively generic

4 See also Figure 3.2 in Chapter 3
5 From the author’s experience
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and did not have many speciality services that would easily
show that one supplier was better than the other.

Both organizations were large multinationals that had very sig-
nificant technical expertise and capability, reputations for excel-
lent service and solid track records to show that both were
perfectly suited to manage the IT function for the buyer organ-
ization. Therefore only the price of the services to be contracted
would tilt the decision in favour of one or the other.

The threat of legal risks was significant as the buyers would lock
in to a long-term contract with the buyer and commit resources
and time to deliver a set of very tangible outcomes that the
buyer had already determined. In addition, the risk exposure
along the business risk dimension was high given that the price
of the services would be reduced significantly to beat the com-
petition. The environmental and informational risk factors were
very similar for both supplier organizations, which were operat-
ing under very similar sets of rules.

The risk dimension signature (RDS) would show the changes in
risk profiles for the buyer as well as the two supplier organiza-
tions. This would also facilitate the negotiations process, which
would be based on risks, resulting in a winning situation for all
three parties. As risks are passed on from the buyer to the (win-
ning) supplier, the buyer would need to adequately compensate
the supplier as it would be interested in gaining the best out-
comes. The supplier, on the other hand, would be forced to pro-
vide a reasonable price as it would need to clinch the deal. The
criteria for the winning deal hence would be a relatively honest
evaluation of the extent of risk that either supplier could toler-
ate for a reasonable outcomes set. In this situation, the larger of
the two suppliers declined to bid citing unacceptable business
and technical risks. It did not have a sufficient risk appetite
to take on the work. The smaller, more nimble supplier organ-
ization had a higher risk appetite and was willing to take on
more risks in the hope of gaining market share ahead of the
competition.

The RDSs for both suppliers are constructed based on discus-
sions and qualitative assessments made by representatives from
the suppliers, together with input from the consulting team and
buyer’s project team. This formed the core business, or func-
tional requirements, with the following core services:

e Cross-Platform Services
e Help Desk
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Mainframe Data Centre Computing

Midrange Data Centre Computing

Desktop Services

Network Services (WAN and LAN)

Application Maintenance and Development
Disaster Recovery

Organization Transformation Management
Services to be retained by the buyer organization
Facilities.

Arrangements by the buyer and supplier would also be carried
out for the approach to the scope of services, definitive set of
service levels, structure and management approach, roles and
responsibilities, transition management, governance, long-term
service approach and, finally, the value proposition as a target
for the exercise. The human resources arrangements would
include staffing plans and supplier personnel, who would be
responsible for delivering the functionality required. The finan-
cial agreements would include an agreement on the term, pricing
requirements and pricing structure, any retained expenses to be
agreed and the transition services fees (which is often forgotten
or omitted). The contractual considerations then also include all
the items listed here but the details would carry the elements
ranging from an agreement and description of the current envir-
onment, the buyer organization’s requirements, a detailed
description of the services to be provided, service level defin-
itions and reporting requirements. Speciality requirements
include software licensing agreements, voice and data network
requirements (both domestic and international), the reporting
and status requirements for activities that require development
(i.e. work-in-progress requirements) and, finally, governance
principles.

After all the components of the IT function have been outsourced,
the remaining tasks that are ‘left over” for the buyer organiza-
tion include the critical components of the IT function, which
are the IT policy and IT strategy, as well as the overview tasks
for new systems selection, implementation and maintenance.
This is illustrated in Figure 8.3 where the larger filled circles
indicate greater responsibility. For example, the buyer organiza-
tion’s IT unit would still be responsible for the policy and strat-
egy but not the systems implementation or maintenance.

The responsibilities of the buyer organization versus those of
the supplier would need to be strategically delineated to deliver
the maximum advantage to both parties. This, however,
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IT function New systems selection New systems integration

Policy Strategy Requirements |  Application Selection Implementation| Maintenance

Buyer's business unit

Buyer's IT unit

Supplier resources

° ° ° ° . ° r

Other resources

Figure 8.3 Allocation of tasks between supplier and buyer (source: IT outsourcing project

documentation)

exposes a number of key risk areas in the strategic, business and
informational dimensions (referred to in the risks above).

The buyer organization would maintain primary accountability
for its business units and the IT policies and overall IT strategy
(see Figure 8.3). The IT requirements definition for the applica-
tions to be developed or purchased remains with the business
unit and the buyer organization’s core IT unit. After the out-
sourcing agreement has been agreed and is proceeding, the
selection of the systems integrator also remains with the buyer
organization. This is to ensure it retains the governance of the
outsourced supplier. It still has control over, and overall respon-
sibility for, the outcomes of all IT projects. The actual systems
implementation and systems maintenance work is to be moved
to the outsource supplier. In addition however, as illustrated in
Figure 8.3, the supplier has a role of contributing to the decisions
on IT policies and strategy and to other selection decisions.

8.5 Risk profiles from participants in
individual and group sessions
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The quantitative method was used in the previous section to
derive one view of the risk profiles experienced by the buyer
organization (buyer) as it engages with another organization
(the supplier). A schematic of the methodology is also illus-
trated in Figure 8.4 initially proposed by Jones and Hunter (1995)
for medical and health systems research. It has been adapted for
use in the process discussed here. The method is straightforward
where the ‘Input’ process will provide information for ‘process-
ing” and ‘output” as an RDS profile.

The results of the analyses were subject to a lack of consensus by
the participants and stakeholders primarily as a result of incon-
sistencies in perception, private agendas and hidden information.
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Questions » Risk exposure from probability & loss estimates
INPUT Partici » i
pants Senior managers, managers
w9 9 g
Information

Ranking sheets, project documentation

Second round: participants are grouped and results
» are re-ranked following feedback and results
from the supplier response

PROCESS Measuring of

structured
D 4 . :
interaction Second round: participants are grouped and results
are re-ranked following feedback and results
from the supplier response
» Results collated after general agreement
Integratin
OUTPUT egrating
individual
\ judgements

Results compared using the RDS for consistency

Figure 8.4 Qualitative survey methodology (adapted from Jones and Hunter, 1995)

This was expected. Selected individuals were given opportunities
during individual and group sessions to allow the researcher to
gain consensus on the risk ‘readings’. The extent of agreement
(consensus measurement) as well as resolution of disagreements
(consensus development) were organized through a group facili-
tator. The discussions also provided a framework for qualitative
assessment of evidence (though they are often concerned with
deriving quantitative estimates from the evidence; for example,
estimating probabilities for the risks experienced). The partici-
pants in the individual and group sessions comprised a selected
group of individuals who represented the buyer organization’s
operations. The senior managers each represented a focus area in
the buyer organization, and the senior manager from the IT
department participated. The CIO, who was also an avid sup-
porter of this exercise, selected each individual. The managers
then also nominated participants. The exact numbers varied (and
are identified prior to the results in the next section) but finally a
pool of 38 participants was used.

The participants’ main qualification was their knowledge of and
involvement with the ITO decision and exercise. The initial
meeting was called to explain what the research project con-
sisted of and how it linked with the actual project activity to be
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conducted with the buyer organization. Each ‘wave’ of activity
was also explained, as the RDS information would be collected
at different points in time.

The main survey instrument was a questionnaire consisting of
Likert scale ratings, asking the participants to rate the probabil-
ity of occurrence and extent of loss that could be experienced by
the buyer organization along the separate risk dimensions.
Approximately half of the respondents were interviewed
face-to-face, the other half via telephone or e-mail given the
remoteness of the various sites. Minor editing was carried out
for clarity and consistency. For the discussion questions, the
responses were edited and discussed within the risk framework
of the exercise since ideas, clarifications, and elaborations were
required.

Various assumptions have been made and validated. A major
assumption is that the exercises in this chapter adequately illus-
trate the use of a tool that enabled the collection of readily avail-
able information from both the supplier and buyer organizations
to develop the risk profile at separate points in time: for example,
the existence of direct internal and external influences on the
pre-established risk dimensions for the ITO exercise at the buyer
organization along the eight risk dimensions initially proposed.
The relationship between the influences and risk dimensions
is valid only if there are no other factors to be considered. This
assumption is valid if the environment is controlled. In a dynamic
business environment this may not hold true. The assumption
nevertheless can be made based on the absence of any other input.
The exercise hence can be said to provide some validity for the risk
dimension and classification of risks.

Another major assumption is that the frameworks created by
previous authors and researchers are adequate for the definition
of risk exposure. It assumes that the work that has been done to
date can be reused in this context and purpose. The risk expos-
ure frameworks are extended and form the foundational elem-
ents of the RDS profile.

A further assumption is that the risk transfer mechanism is valid.
When the operations are transferred from one organization to
another, the nature of the risks is multidimensional. It is assumed
that the risks do not actually physically move but are experienced
by the party that takes over the activities that result in the risks.

Given the methods, processes and assumptions made in this
chapter, the RDS profile was then used at several points in the
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activities timeline in the outsourcing of the IT function at the
buyer organization. The various technical, financial, legal, oper-
ational, business, environmental, informational and strategic
risk elements would be considered and changes observed.

8.6 Using the risk dimensions

The processes that were initiated to create an RDS profile have
been carefully illustrated in this chapter. The ‘subject’, i.e. the
buyer organization in the case study, for the creation of the risks
profile, was selected to allow maximum opportunity to collate
and process the risk information in an appropriate outsourcing
environment. This allowed the researcher to be deeply involved
with the daily activities that were linked directly to the decision
to outsource the IT function, selection of the supplier organization,
justification of the business case for the outsourcing exercise
and engaging with the supplier in order to commence the out-
sourcing exercise.

The methods used allowed very detailed observations of the
risks from perspectives intimate to the buyer organization and
the specific ITO situation. The measurement scales were
devised to allow the capture of risks from the eight selected,
summary risk dimensions. All eight dimensions were verified
against the causes and influences of risk both from within and
external to the organization at the time of the readings. The
processes involved required the gathering of data, and the pro-
cessing of the information to provide meaningful risk exposure
values, standardized with the use of a computer program writ-
ten specifically to obtain the information sought. The program
and the algorithms were subject to the regular software applica-
tion tests.

In Chapter 2, some of the pertinent and existing concepts of
risks inherent in an ITO project were illustrated. It was empha-
sized there that the IT environment was uniquely different
given its rapid change and ‘fluid” definition both as a support-
ing and a driving function within the organization in a competi-
tive environment. Risks in this area included both operational
and relationship risks. Further work by several researchers and
practitioners suggested risk evaluation frameworks and others
propounded a range of risk exposure measurement techniques
for the ITO environment. The information at hand is therefore
sufficiently substantiated to allow the risk profiles and the
negotiations process to be addressed directly.

183
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8.7 The buyer & supplier RDS profiles®

184

The results of the RDS tool comprised a risk profile for both the
buyer and supplier organizations at predetermined points in
time. Following this, the results of the RDS would be used to
observe changes in the risk profile as the risk transfer phenom-
enon became manifest in the outsourcing exercise.

This evidence provides support for a comparison of the RDSs of
two suppliers against what is perceived as an acceptable risk by
both these organizations. It also provides confidence that the
risk dimensioning is representative of the risks encountered.
Movements and a presumed relationship between the risk
dimensions provide early warning for both the supplier and
buyer on possible outcomes and ways of mitigating risks.

At the start of the ITO exercise

The illustration in Figure 8.5 represents the RDS profiles for all
the participants of the ITO exercise at two points in time. Point
#1 was an RDS reading taken prior to the selection of the sup-
plier. The risks elements were captured via the use of responses
to a ‘Request for Proposal’ (RFP) document and material from
the project. These were used in conjunction with the methods
discussed earlier. At this juncture, the RDS profile for the buyer
organization was also taken to assess the risk profile prior to the
handover of the IT function to the suppliers, as well as to gauge
the level of risks that were being experienced by all the partici-
pants of the ITO exercise. The difference in risk exposure
between supplier S1 and supplier S2 is illustrated in Figure 8.6.
The RDSs at point #1 were also used to form the basis of the
negotiations between the parties.

After the conclusion of the selection process, that is at point #2,
another RDS profile was taken only for the buyer organization.
Point #2 was at a time when the ITO exercise was about to com-
mence, after the selection of one successful supplier. The differ-
ences in the buyer organization’s risk profile are shown in
Figure 8.7.

When the risk profiles were being created and examined, an
arbitrary ‘acceptable’ risk level of 3 was allocated to all the

® The supplier names have been withheld at the request of the buyer
organization in the case study and arbitrarily named S1 and S2 for the
purposes of this discussion
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participating organizations. This would allow a benchmark to
be established when the team members were interviewing the
employees and stakeholders at both the buyer and supplier
organizations for risk exposure values. For example, when level 3
was acceptable risk, then any number above this would indicate
degrees of higher risk and any number below would indicate
less risk or almost no risk to the organization. In Figure 8.5, for
example, if the RDS profile for the suppliers were examined, then

Informational

Environmental

Point #1

Technical

Business

Financial

Supplier 1

= = = Supplier 2
—— Buyer
----- ‘Acceptable’

Strategic

Technical
51

51

Supplier 1

= = = Supplier 2
— Buyer

_____ Acceptable risk

Financial

Legal

Informational

Environmental

Point #2

Business

Operational

Figure 8.5 Buyer and suppliers’ RDS data at point #1 (prior to the selection of the supplier) and at
point #2 (after the supplier had been selected and the ITO exercise commenced)
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the levels of legal risk exposure (along the legal risks dimen-
sion) for both suppliers S1 and S2 are very low and below the
acceptable threshold for both organizations. The buyer organ-
ization, however, was experiencing unacceptable levels of legal
risks as it was exposed to significantly more experience from the
suppliers, who could potentially take advantage of the ‘deal’.

For all three participants in the ITO exercise, the risk profiles at
the time prior to the selection of the supplier organization, that
is below point #1, are discussed in turn.

RDS for supplier S1

The unique feature about supplier S1 was that it had previously
worked very closely with the buyer organization. S1 was the
main supplier of IT equipment and services for the buyer organ-
ization and even had multiple outstanding contracting agree-
ments with it to supply labour, parts and support services for
the mainframes and computer equipment. Supplier S1's existing
knowledge of the buyer gave it an unfair advantage over the other
supplier organizations. Its risk in bidding for the outsourced
exercise was expected to be lower given its existing knowledge
of the operations.

The opposite is observed in Figure 8.5. Risk exposure scored
high for all the risk dimensions except for strategic and legal.
This was possibly because the supplier had prior knowledge of
pending issues, including severe technical problem areas it
would encounter when taking over the operations from the
buyer organization (see the introduction to the case study out-
lining some of the problems facing the buyer organization). The
noticeably high risk exposure (in both S1 RDS profiles) along
the financial risk dimension also provides a clue as to Sl’s
judgement on the propensity to make a financial loss from this
exercise.

Coincidentally, S1 had proposed a preliminary approach to divide
outsourcing activities into two phases. Phase 1 would allow the
supplier time to conduct appropriate audit and assessment of the
environment before proposing a final outsourcing solution. Phase
IT would then be the actual outsourcing exercise. This may be con-
strued as a clever strategy by S1 to mitigate its operational, infor-
mational and technical risks. It turned out that the proposal would
impose unacceptable business and operational risk on the buyer
organization as the final supplier would have been selected and
the bargaining power would have been diffused significantly.
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To maintain a fair and unbiased process, the buyer organization
had already carried an element of business and legal risk given
its industry position nationally and degree of risk imposed by
the Government. This also placed some stress on S1, which is
conspicuous in the high risk exposure in the environmental risk
dimension in Figure 8.5.

In addition, other environmental risks were very high. The rea-
sons for this are not discernible from the RDS illustration in
Figure 8.5, given the uncertainty in the domestic environment
(as discussed earlier) as well as in the industrial sector with the
onset of global terrorist activity (at the time of the case study in
2002), the regional SARS epidemic in 2003 and regional instabil-
ity (in 2003/2004). This also affected business and operational
risks. Some of the operational risks, however, were mitigated
through the use of new equipment, better use of existing per-
sonnel and stringent checking procedures.

The relationship between S1 and existing local providers was
also another risk factor. As S1 was an American organization,
the risk was that it would have an insufficient track record with
local vendors to attract local assistance should this be required’.
For example, if the buyer organization had to work with a local
transport organization that did not have a working relationship
with S1, then this would place increased and undue pressure on
the logistics of the buyer organization. This risk is environmental,
and would have been unacceptable to the buyer organization
and also to the supplier. Given the role of the buyer organiza-
tion and its relationship with the Government, concerns over
not being seen to be loyal to national interests by working with
an organization located overseas also created risk in the envir-
onmental risks area, especially at a time when the threat of ter-
rorist activity was high. The buyer organization had close links
with the Government and it would have been politically incor-
rect to be seen as having little interest in the domestic scene. The
risk exposure along the strategic risk dimensions was within
acceptable limits. Again, this could be construed as a ‘good
account” for S1 as it would increase its market share in the out-
sourcing market in the country.

The supplier was to assume a position as a prime contractor
and in this role it would be managing relationships with other

7 Many IT components can be sourced locally, i.e. within the country; and
local relationships would mean that the components could have been
sourced at favourable rates and conditions
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Figure 8.6
Suppliers’ RDS data
comparison at point
#1 (similar to
Figure 8.5 except
that the buyer RDS
has been removed
for clarity)
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suppliers. S1 was a very large multinational IT organization. In
this capacity, and in its ability to source for other suppliers, it
was superior to many other organizations in the country.
Noticeably, its technical risk exposure was within the bounds of
what was considered acceptable.

S1 had a large legal team reviewing the contracts. Legal agree-
ments and contracts bind the prime contractor with the buyer of
outsourcing services. Other legal agreements and contracts bind
the prime contractor with other contractors in back-to-back
delivery promises. Penalty clauses would apply the appropriate
pressure on the suppliers to comply. The RDS showed that risk
exposure along the legal risks dimension was very low.

RDS for supplier S2

The RDS for supplier S2 was derived using a program similar to
the one conducted for supplier S1, illustrated in Figure 8.5. In
Figure 8.6, the RDSs for both S1 and S2 are illustrated simulta-
neously to allow a comparison between the two suppliers at the
same point in time during the ITO exercise. Both the suppliers
were competing for the same work.

Teghnlcal —— S1 Risk exposure
= = = S2 Risk exposure
5 . s Acceptable risk
Strategic 4 Financial
34
Informational Legal
Environmental Olraieiione]
Business

The information from S2 is also unique. Although the RDS was
constructed from interviews with six representatives from sup-
plier S2 along with the supplier response to Request for
Proposal (RFP) document, unlike S1, the people interviewed for
S2 were not from the country (i.e. they flew into the country for

—p—



Chap-08.gxd 3/1/05 12:34 PM Page 189 $

A Case Study - ITO Risks

this assignment only). This meant that their background know-
ledge of the buyer organization and working knowledge was
obtained through literature and briefings from their local repre-
sentatives. They would not have had the same working know-
ledge of the buyer environment and advantages as would the
people from S1.

Like the RDS for S1, that for S2 indicated how the supplier
would perceive the risk to the buyer organization. In this case,
S2 had a fresh view of the buyer organization and did not have
prior knowledge of the IT environment. It was not aware of the
complexities or details of the troubles the buyer organization
was experiencing. And it did not have the time or the resources
to familiarize itself with the buyer organization’s IT operations.
(Over a 2-month period, the buyer organization had dissem-
inated as much information as possible via briefing sessions and
via multiple ‘Question and Answer’ sessions to provide infor-
mation for both suppliers prior to the negotiations.)

Both the RDSs for S1 and S2 are compared on similar bases in
Figure 8.6. On examination, the basic patterns for both signa-
tures (RDSs) were seen to be fairly similar. This similarity in the
signatures suggests that the perception of risk by both the
suppliers was also fairly similar. This also implies that the
information sessions that the buyer organization had conducted
may have provided sufficient information to allow both the
suppliers to have almost equal perception of the outsourcing
exercise. In this case, a bias toward S1 by way of information
and perception may have been minimized through extensive
conversations with the supplier representatives during the
exercise.

The risks in the operational, business, environmental, informa-
tional and strategic risk dimensions were almost the same for
the two suppliers. Assuming that the suppliers S1 and S2 had no
inherent advantage, this observation suggests validation of an
earlier proposition wherein the relationship between the risk
exposure and both internal and external influences on the two
suppliers was consistent. The risks along the dimensions just
mentioned were influenced by external factors.

Both S1 and S2 were placed in the same environment where the
external influences, i.e. the buyer organization, environment
and bidding structure (IT outsourcing project), were common
for the two suppliers. If Figure 8.6 were reviewed again, the risk
dimensions most affected by internal influences would be tech-
nical, financial and strategic. In Figure 8.6, the largest difference
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in risk exposure between S1 and S2 lies in the technical and
financial risk dimensions.

The financial, technical and strategic risks are affected by supplier
internal influences. The ‘spike” in the financial dimension for both
S1 and S2 could also point to an early warning for risks in the area
of the budgeting and financial modelling that need to be done.

Equation (4.1) for total risk exposure derived in Chapter 4, the
total Risk Exposure, pw = a [E(product of adjacent risk magni-
tudes)] is reused here. « is a constant with a value that is a func-
tion of the number of risk dimensions. The total risk exposure
(rounded to the nearest decimal place for consistency with the
data input) hence is computed for both S1 and S2 as Risk
(S2) = 38.6, and Risk (S3) = 36.2.

The results also indicate that there is an almost equal risk expos-
ure for the two suppliers that are working in the same environ-
ment with the same buyer organization. Despite the obvious
differences in risk exposure along the technical and financial
risk dimensions, the small differences in the other risk dimen-
sions appear to compensate for these differences.

Acceptable risk exposure indicated by the fine dotted line in
Figure 8.6, is computed as Risk (acceptable) = 25.4. Both sup-
pliers appear to be ‘over-exposed” by 52% and 42% respectively
(see Table 8.3). This indicates a project that has ‘high risk” and an
inherent need to reduce risks in all the areas other than the legal,
strategic and technical, wherein the suppliers appear to be most
comfortable. The term high risk also presupposes the notion
that the suppliers” appetites for risks are lower than the 42%
over-exposure value computed.

Table 8.3 Risk exposure levels for S2, S3 against ‘acceptable’ risk

Supplier S2 Supplier S3 Acceptable

Risk exposure 38.6 36.2 25.5
% Over-exposed 52 42

Unacceptable risks occur in five of the eight dimensions identi-
fied in this exercise. From observation of the shapes of the RDSs,
it appears that there is least exposure in the area of legal risks. If
the theory that total risk exposure remains constant is true, the
risk exposure along the legal risk dimensions can be used to
compensate for over-exposure along the other risk dimensions;
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i.e. this is a risk area where some trade-off can occur. Practically,
this means that it is possible for legal instruments or agreements
to be crafted and used to offset or reduce the informational,
environmental and business risks. For example, the suppliers
could arrange indemnity clauses, promising to deliver certain
activities or deliver certain products in exchange for certain
assurances in the business and environmental dimensions.

Qualitative assessment of the
buver RDS

The risk exposure (rounded to the nearest decimal place for con-
sistency with the input data) for the buyer at point #1 is defined
mathematically as pw = 41.1. This measurement derives from
the risk exposure computation following the equation for total
risk exposure derived in Chapter 4, where

pw (total risk exposure) = a [2(product of adjacent risk
magnitudes)]

as also reused here. ¢, in this instance, is equal to 0.3536.

The acceptable risk exposure (marked by the dotted line in
Figure 8.5), is Risk (acceptable) = 25.4. Through similar compu-
tation the Risk (maximum) = 101.8. A possible interpretation
could be that the current risk profile is 15% over the acceptable
risk tolerance level.

The least significant risks areas are business and strategic. All
other areas appear to have risks that are unacceptably high.
From the interactions with individuals at the buyer organization,
the most prominent feature, which was repeatedly highlighted
in the discussions, was concern that the buyer organization was
in turmoil because of uncertainty in its industrial sector and in
its current political setting. The environment was most signifi-
cant to the outsourcing of the IT function as the suppliers were
US companies and were subject to intense scrutiny from local
government (being overseas companies). This was a unique risk
situation, highlighted in this case with a very high reading for
risk exposure along the environmental dimension.

Risk exposure along the informational risk dimension was a
possibility because the IT infrastructure that supported the buyer
organization’s operations was almost non-functional. ‘Systems
are not integrated and other components practically not working’
(CIO, personal communication, 5 November 2002). Operational
risks were high generally as a result of poor information (i.e. late
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Figure 8.7

Buyer RDS data
comparison at two
points in the ITO
eXercise
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or incorrect information). This extended to high legal risks (from
suits as a result of negligence). Technical risks were also high as a
result of non-performance issues. Many of these issues, however,
were interrelated. When the suppliers were invited to bid for
the outsourcing exercise, each organization was assessed for its
ability to deliver superior IT results for the buyer organization.

The buyer RDS profiles were measured at two points in time,
point #1, i.e. when the suppliers were being selected, and point
#2,1.e. when the ITO exercise had commenced using the supplier
selected.

Technical = = = RE stage 1
6 — RE stage 2
----- Acceptable’

Strategic Financial

Informational

Environmental Operational

Business

Just after the commencement of the ITO exercise, the risk dimen-
sion signature for the buyer organization was tested again. This
time around, the risks appeared to exist along similar dimen-
sions but were manifest in different ways and in magnitude of
exposure.

Many of the issues had already been addressed through joint
working sessions where both the supplier and buyer teams had
had thorough discussions and undergone exchange of docu-
mentation, and had completed due diligence with respect to
each other’s organization. Both parties were aware of the types
of risk that were going to be ‘passed-on’ from the buyer to the
supplier. Negotiations had already progressed to the stage when
the supplier had also quoted its ‘fee’ for services to be rendered
according to the agreed scope and scale of the exercise. The sup-
plier’s risks would have been taken into account already. This is
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referred to as point #2 for the purposes of measuring the RDS of
the buyer.

There were sixteen selected participants from the buyer organ-
ization for this round of data collection. The CIO was in the
group, together with eight senior general managers, and senior
managers from the IT, audit and risk groups as well as from
functional areas that utilize IT in routine operations.

The risk exposure computed at point #2 yields Risk (buyer @ pt 2)
= 36.6 (see Figure 8.7) as compared to the previous risk exposure
at point #1 (see previous section) of Risk (buyer @ pt 1) = 41.1.
The risk exposure decreased along multiple risk dimensions.
This confirms an earlier expectation that the total risk exposure
would decrease as a result of selecting supplier S1. On examin-
ation, the topology of the RDS also illustrates a very dramatic
reduction (from 4.1 to 1.3) in the informational risk dimension.
With minimal contractual problems (see legal risk dimension),
the buyer organization is expecting to reap the benefits through
the supplier including economies of scale, scope or specializa-
tion in the form of improved quality, lower cost or faster time to
market of all its operations, translating roughly into lower infor-
mational risks. This has also been observed in the literature
(Quinn and Hilmer, 1994).

Some researchers observe lower informational risks where the
supplier provides a multitude of easily measured activities that
are specified in the service contract (Shachtman, 1998), allowing
the buyer organization to generate greater outsourcing opportun-
ities and stronger incentives for its partner (Holmstrom and
Milgrom, 1991). The ability to monitor services from the IT func-
tion eases the monitoring exercise. This could explain the signifi-
cant reduction in informational risk from the perspective of the
monitoring dimension.

The buyer organization, unlike in a situation where there exists
a large degree of uncertainty with respect to various factors of
services provided and the external environment, faces a consist-
ent environment wherein the IT components and functions have
been long in use and are familiar to both supplier S1 and the buyer
organization. Issues of poor monitoring raised by researchers
such as Quinn and Hilmer (1994) are not as pronounced in this
instance.

Uncertainty is a constant in IT-based processes, making outsour-
cing inherently difficult, owing to the expectation that current
‘facts” will no longer be relevant soon after the commencement
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of a relationship. As the buyer organization is also trying to raise
its IT capabilities, the uncertainty in the technical environment
has also been de-emphasized. Indeed when the technical risk
dimensions between point #1 and point #2 are compared, the
technical risks have decreased as a result of uncertainty.

Supplier S1 had a high reputation for delivery and the percep-
tion was that it would deliver to the required standards. It was
known that the losses from insufficient or inaccurate informa-
tion as a result of poor performance from the IT function was
high but the dramatic reduction in the probability and extent of
loss as a result of the outsourcing of this function to supplier S1
was surprisingly high. The highest reduction in risk exposure
among all the risk dimension changes was seen here.

The RDS topology at point #2 also looks rather dramatic, with an
extremely acute angle for the environmental risk dimension (see
Figure 8.7). This is probably misleading as the risks for those
adjoining, informational and business, had decreased from
unacceptable levels to within the acceptable risk limit of 3.0.
Discussions at that time, however, revealed qualitative informa-
tion that contributed to the significantly high environmental risks
including information privy to the supplier only, i.e. asymmet-
ries in intelligence information before contracting, imperfect
monitoring of the supplier’s actions, and external or exogenous
changes that allow the supplier to behave opportunistically (see
also Agency Theory in Chapter 4).

The levels of risk in the financial and legal risk dimensions
appear to have increased as a result of the outsourcing activity.
There are transactions costs associated with reliance on the mar-
ket, including the explicit co-ordination costs and more complex
contractual risks. This is evident in this exercise. Although the
control over the outcomes has increased through contractual
instruments, the mitigating factor was recourse through the
legal system. This increased the anxiety levels of management
and the perception of legal risks. Also, although the loss of con-
trol over the process itself was intentional, this was the point
that was highlighted throughout the discussion and interview
sessions; it had contributed to additional (or access) precaution-
ary measures that raised the internal or endogenous influences
that contribute to financial risks.

It is worthwhile noting that the outsourcing exercise had
included a range of risk mitigating activity built into the govern-
ance contract as well as the service level agreements. A more
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meaningful observation would be if both the RDSs (points #1
and #2) were compared simultaneously.

Quantitative assessment of the
buver RDS

When both the RDSs are superimposed and compared, the dif-
ferences as a result of the planning activity become more obvi-
ous. The illustrative comparison (Figure 8.7) clearly shows the
changes in risk exposure between the measurement from point #1
to point #2. The percentage change in total risk exposure from
41.1 to 36.6 is measured against the maximum possible risk
exposure, i.e. 101.8. By way of computation, this indicates a 4%
reduction in total risk exposure.

Although this is a very rough measure of the total risk exposure,
it also provides a perspective on the relative amount of change
in the overall risk landscape that is being discussed. The buyer
organization, it appears, is not expecting its risk profile to
change significantly after the ITO exercise. In fact, if the topolo-
gies are compared, it is also obvious that some of the risks have
increased along several critical dimensions, e.g. financial risks
(see Figure 8.7).

The main difference is the change in risk exposure in the areas
of financial and operational risk. The financial risks seemed to
have escalated significantly (by 24%) through loss from unbud-
geted events as a result of lack of experience and expertise on
the part of the buyer organization’s personnel in relation to the
outsourcing activity. In addition, the general uncertainty in the
budgeting process did not raise the confidence of the finance
personnel or of the general managers in their various oper-
ational positions. The supplier was expected to take up the
operational risks. This perception resulted in the lowering of oper-
ational risks (16% reduction). The biggest improvement noted
from the RDS was the extreme improvement in informational
risk (approximately 47%). This quantum leap corresponds to the
buyer organization relinquishing operational control to the
external party. This also implies that there was a significant lack
of trust in the internal IT operations legacy in respect of deliver-
ing accurate and timely information.

In the previous section the total risk exposures between points
#1 and #2 were compared instead of the risk profiles from the
respective RDSs. If the difference between each individual risk
dimension were compared to the “acceptable’ risk level of 3, the
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risk difference or risk variance between acceptable and actual
risks would be obtained. The average difference between actual
and acceptable risks in all the risk dimensions represents the
level of risks above ‘risk appetite” for the buyer organization. At
the beginning of the exercise (point #1), the difference was quite
significant (0.9 of 6.0), i.e. an average of about 15% over the tol-
erance limit. At the end of the negotiations and at the com-
mencement of the contract with the supplier, the average risks
dropped (0.6 of 6.0), i.e. an average of 10% over the tolerance
limit. This 5% difference in average reduction in risk level,
approaching ‘acceptable’ risk levels, was used to show that the
decision of the buyer organization to outsource the IT function
was indeed advantageous.

The industrial environment of the buyer organization is turbulent.
Many buyer organizations install new systems in anticipation of
external changes, with few data on the nature of change. Bounded
rationality often impedes comprehensive contracting in these
situations, resulting in contracts with misaligned incentives or
significant changes in bargaining power, allowing the supplier
to appropriate fees from the buyer. Contractual risks are great-
est for those projects that are critical to the buyer organization’s
competitive advantage. These systems often provide the buyer
with unique benefits that cannot be achieved without the con-
tracted services. This trait increases the case study buyer organiza-
tion reliance on supplier S1, increasing the possibility of supplier
hold-up. The effects of these influences have been discussed
extensively but appear, however, to cause minimal concern at the
buyer organization, where an increase in legal risks is observed.

As mentioned before, supplier S1 has been working with the
buyer organization in the capacity of hardware supplier. Concerns
existed over the supplier’s access to confidential data and
processes that provided it with competitive advantage. A major
objective of the outsourcing exercise, however, was to be able to
leverage the supplier for its superior systems and processes.
This element was de-emphasized as the concerns were borne by
the supplier.

The financial risk dimension had increased. One observation
relates to the interconnectedness of the exercise within the buyer
organization. The exercise requires the supplier to be intimately
familiar with procedures from various sources at the buyer
organization that may be quite difficult to implement. The IT
function affects multiple stakeholders within the buyer organ-
ization, making it difficult to specify desired requirements and
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functionality. A specific example is the standard operating PC
environment (SOE-PC) where responsibility for the desktop is
outsourced component-wise. Co-ordination difficulties and
multiple standards in use throughout the buyer organization,
plus peculiar levels of autonomy, increase the complexity. While
internal IT providers may be generally familiar with the oper-
ations of an organization, data collection and the mastering of
specific procedures throughout the organization by an outside
vendor are costly and increase the overall levels of financial
risks arising from uncertainty and scope creep.

8.8 Concluding remarks

The premise of the discussion on managing the risks of IT out-
sourcing began with a comment that this activity involved a
combination of the art of management and the science of meas-
uring an indefinite event, risk. The notion of capturing and
illustrating risks with the RDS tool-set and interpreting the risk
profiles was shown to provide the basis for measurement.
Several theories were then used to assist in translating some of
the characteristics of risk into predictable trends. With the rather
lengthy discussion made in the past few pages, it is hoped that
the reader gains an alternative view and a further appreciation
of the use of the RDS and of the concepts where the risk dimen-
sions share a relationship in any typical ITO project, and will see
that the risks are indeed measurable and manageable.

The art of management of the risk events that occur then takes
over as activities and programmes are put in to place to mitigate
the effects of the risks, to manipulate the influences or origins of
the risk events, and to control the internal and external factors that
could result in events that in turn give rise to unwanted out-
comes. There is no substitute for experience and the innate abil-
ity to manage an organization’s resources, the environmental
factors and the factors that influence other organizations in the
same sector.

It is therefore my hope that the concepts introduced and tools
that can be developed using the RDS will help in your current
ITO exercise or the next time you are involved with an ITO exer-
cise and activity.
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